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fuszuy MailGoThai

http://govid.ega.or.th/

£GA

drinanusgunadidnvseiing (asAnisumuu)

w7

OpenID_SSO_AdminManual_1.0 25032014



http://testopenid.ega.or.th/
http://testopenid.ega.or.th/
http://testopenid.ega.or.th/
http://testopenid.ega.or.th/

sruvBuduiyAnana1e (e-Authentication Service) MW syuvasaumanasgiwelesssuvududiuanana

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

6) Usnwflunuatuayuvesdiinausguiadidnnsednd (@se.) duiadgmilunmsiauivielunis
Weules (@ite 12.1)

8. S1HATLDYANIUNALA

TuéauﬁtﬁuﬂaasL§smL%qmﬂﬁmaqmn%u‘lmiwumiauLwﬂmﬂ%’guw Single  Sign-On  &adl
Wmneligifaunszuvaisaumaveminssunaigaiutsafnussazdealuided Jsenaufu
N15ANWIGI0819 Source Code 69 9 wiinfnarniuledfidivun iieuseleviddonswaun
iS‘UUﬁ’]iﬁ‘uL%ﬂﬁﬂaﬂwﬂ’mﬁ’miﬁmwﬁﬂL%EJZJIENﬁUiSUUgUETu@f’JW’]ﬂaﬂaNLL‘U“U Single Sign-On ¢

8.1 99AUTENIUNANVDITZUU

asRUsEneudAgineItesiumsioslesssuuansauman 1A ussUUBUGURIYARANAISHIUY

(%

Single Sign-On Ww aunsawusesnidu 2 ngu laud nquiuledviwazssuuBududiunnanas waznay

FPUUANTAUNANIATY AegUR 8-1

Web Portal/ ssuuBugiufayananans STUUASAUNANIATY
E-Service Details R SSOLogin
Web Page Web Page
GetUserInfo X SSORegister
Web Service i Web Page
SetServiceStatus ’ E-Service Process Request
Web Service Web Page
User Database User Database

1)

2)

JUN 8-1 aeAUsEnound1AyNsenleassuUanTaumnNANIASTILUY Single Sign-On

nguiuledvinuagszuuBudiuiayananans - Wuesdusznaudl ase. sgimuntuiiiesssiuns

\Foulossruuansaumana3gdfusEUULLL Single Sign-On Usgnausng

1.1) E-Service Details - Juwthaesisazideauinisvesmirsnuisiusaliluiiulesivi
51@%@ﬂuau1aawm3m§ﬂﬁmLﬁaﬁuavﬁﬂﬂ%ﬁﬂﬁﬁll,uu Single Sign-On ¢

1.2) GetUserlnfo - 1ulUsunsudassuvansaumavesihsnuannsalidesedoyardlinuly
usiazUsEN (YARASTINA T1919M5/ 1Wmihisg) Tuluu Web Service 16t

1.3) SetServiceStatus - lulUsUNINTITTUVASAUmMATR SiIBuaansaludeantuzanan
YoemFvauInsunduiulesvinluwuu Web Service 16l

nfusTUUAIsALINANIATY - sruuasaumavemisuduesdusznoudsgiamuives

MieunIATEENe 9 wwfesimuntuiielfanndoulasssunresnudfussuududu

yAranaglukuy Single Sign-On lg1
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

2.1) SSOLogin luntinaediniusuasesvelduussuvasaunaninigainivledviuuy
Single Sign-On wihasilagnsaaeussazideadldan uas Redirect ldmuluganih
dusvrsldusnsusentnamezlouveltusniTnuaNuALNZaN

2.2) SSO Register Wunthasdmiusesiunsamezden/ adnsaundnlvyfivh Single Sign-On
iU ladvin

23) EService Process Request dunthasfiiduninfindisauldlunisdufinaniue
mufvthlunsdansfdeweuinisusazindes - Tailefinsdnnismiewdmieei
dpaudanaludaiuledivin (s SetServiceStatus Web Service) WiolwFasvauinisle
SUNTIEUEEGAYRIA T
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nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

seUvdudusyARaNaa (e-Authentication Service)
"-53 iy o < .
N nssvnanelulafansaumeuaznisdedns suenans 1.0
1) °
8.2  YUAIUNITNINU
Y

TUABUNMTTINNUIUNINTINYBINTRNLEITLUUEANTAUNANIASTUUY Single Sign-On asuld Aadl

nszuIUNIWaNlesszuUaTAUINANIATTAUTTULEUEUAIYARENAIILUL Single Sign-On

fldau szuvdududayananang FTUUATAUNANIASY

1) ldanu3nsi

v v oo
foanisvelduinig

A 4
> 2) 53388
mstududiyana
5) ihgsyuu
14 P e-Service VD9
MBI
1
v h 4
3) @aUnTuAIY 6) ATIVFIU
foansBuduimuiu Security Token
szuudiulesinan
A 4
7) M5I98BU
Account

- - | 4) whgwii Login/
AdNEIUEUENTN (K ) .
Registration

—
=

A
9) Redirect TU#4

8) Ligwih
=l - 2 as
amzilouves > whaedwmiu

LU e-Service WA9U3ANT

10) wgviin Login

A 4

3¥UU e-Service

GG

Phase

SUN 8-2 MNIUN15YNUYRINTSIBLLETTUUAN TAUNANIASTIUU Single Sign-On
7t 10
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__ seuvuduimyananand (e-Authentication Service) MW syuvasaumanasgiwelesssuvududiuanana
)

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

1) fldau mnuszian) @enuinsiidesnisvelduimsannidvlesivin (e E-Service Details)
Tneuinssanannsessunsifenlesuuu Single Sign-On fussuvdudufuananag

2) szuvduduimiyaranamsaeuIltnudnanlagudusiiyanaiussuusdmsely
2.1) EfldnudiladléBusuiiestussuuiudusyananandlilufitunoud 3)

22) ffldnildvinistususugs Wluiidueudi 5)

3) gldnuddalaguduiiiuszuvguduiiuananan ssuvasasuaudldauindeansdudu
AnuiusEuUEuEuFIyAAaNa1a (WUU Single Sign-On) neunsely
3.1) ogldanulddesnsududiyanadiussuududuiiuananais (du gldeasvdalile

amunSoufussuuiuduiyananasld) Iluduneudi 10)
32) ffldnudomstudiuyaeatuszuuBusuiyananandiluiidunoud )

4 gldaudesnisdududiyanadussuviuduiiyananans ssuulghansninae Login/
Registration \fieva Username waz Password mﬂ;ﬂ‘ﬁmu %ﬂLﬁ'a;ﬂﬁgmuisu Username LLag
Password wazuifuniaiingssuuuda asnduludsiuneud 2)
vanewy: nsaifiglinuieanisBuduiyanatuszuuiudusiyananans uidslaldainsdu
aundnfuszuuiuduiiyananats szuvazthgldnulugmhaeamsilou/ adnsaudn iile
voldarusyuy

5) gldnuldgudusyaraiussuubuiuiuananaiaieuiosuds szuuaslantnnivusnees
vl wiesnhldanuludmihaaifieirfeuinsiglddesnmsuuy Single Sign-On

6) TUUATAUMAYEIMLILY (M9 SSOLogin) AIA@RUANIUYNTBUTURIYARD UALAI
foyameandesvosflinuiu 4 anssunBuduiyananans (§1#esn1s) (GetUserinfo Web
Service)

6.1) ndifsruvasaumaveshsnuiisruvaindnsesiy Wedunmsmuduseud 7)
6.2) ndlflszuvansaumavemnsnulaifisyuuaindngesiu Wy sEUU e-Form #19 9 SEUY

[
v A

919vn1sAsdeyasivazidealldauidesnisuinansiviivesulaae (Jududuan
TUABUNTRNLEUTEUUEUTURIYAAANAIS
7) szuuasauwAvethenunsIvde Ul ltnutina iy iglnuegivssuuasaumaves

PEULaIs o bl

[ [
v

7.1) a1l Wissuudngtunaunis Enroll (Tunauil 8)

7.2) odlegudd wingiuneui 9)

[

mansaaoutoya’ vesildnuutasUssniuiimansiaaeudeyaiiuandedu fail
v Uszrvw/ uanasssun: insisaeuainauuseindausesvy 13 vidn
HAyana: nsiaeuainaunsidouliiyana

YIFNYIR: TARTIVFDUIMNUNBLAVRIEDLAUNI (Passport)

1519015/ 1Sy @ity ldau MailcoTha):  Tinsraaeuainiasdszdish
Uszrnwu 13 vian

AN NN

1 ' = > A a vy A v o ] = v
FEUUATAUNAVDIMNE LA gazBenaa v ldnuiuiuld lieUseneunisdndulainag “ela” i
Aldnuihuiuinduyaaaiinangrmiold Tne@nwifiuduldanide “IBnsiududiynna”
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

[

g(

vJ

v 519015/ W31 U lE9U MailGoThal):  TWasi3aeuInNtavUsed6n
Uszanvu 13 van

PUELR:  U9TUNNY @50, 9lUTlTunaun1snII9daUlaLavRIt I UUsELANRAUARE
T q Y Y q

v o

Y1IA9UR Uazd1319015/ 19N (IRTYINlEu MailGoThai) Fetuneun1snsiaey
Tayamariuazgniauludidudaly ne ase. Jdkduusiiddeyamariluldaulunis
gudusiunnadse uissuvguduiuaranaislisessunisiaiuteyamantulussuy

8) sruvarsaumAvessudldnulugmiameden/ adasauBniieverdilduinig

(M9 SSORegister) wleuauaniseasSenme 9 17'iL%'aﬂlé’mﬂizuuﬁuﬁuﬁ"mﬂﬂaﬂmﬂfﬂ,u

Y939 7 19U To flog B “ac Lwamﬂmmlmaqniaﬂmauamq d mﬂanaﬂmq

8.1) ﬁlmmiumwauwmmq 1 fisruuasaumaresmienuiy q fesmafiuiuneudiay
gudunsadinsaundniusyuy

8.2) ileszuvasaumaAvemlIsaunsvaeuteyadldnuuaztuiindeyasanarnlily
gudoyavasmuid Wuidunoud o

AbuAana 1Ty Al 9uegiUTEUUANSAUMAYDINUIBIIULAT TEUVANTAULNAYDY

MIBUINNTATIIdUTRYAUe lda1u nsraaeudnslunisidifdeyatazusnissng 9

wazthgldanuludmihendnifedlduinsaglifosnis

10) gldnulsifaanmstudusuanaiussuvuduiiuananans (Wu gldervvsdililaamedeoudiu

[ & 1 & YY) a v [ 4 04 1 b2 o v [ 04
Auladiin) seuvdududiuaranarsasilanidiivsragesminndniondgldaulugmi
Login U94TEUUATAUMNANLILNU liNeTal U1 ltuInIg
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seuvuduimyananand (e-Authentication Service)

AsgnsranaluladasaumaALaznsEeaIs

nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

JUeNET 1.0

dwsugldaundenisidnlduinismnniinssuvansaunave g ulagnss dunaunisaliag
auTnuarnisBududiyananasaniiunislussuuasaunaveamhenuiy o vanue lnglideuteules

L2 = U U ! 1 L dl
ﬂ‘Ui%‘U‘UEJUEJUG]'Juﬂﬂaﬂa’NLLW@EJNIW GNE‘U‘VI 8-3

AsZTUIUNTAINZLD ElULLEi%;’guETUﬁTU‘ﬂﬂa?]'él\‘i'iSUUﬂ']'iﬁu WMAYDINUIBIIY

FTUUATAUNAYDIAUIYIUY

Phase

k7
Bldau
( BSudu )
v
” o #TIADU
Foansidnldusng T
ayAgldau

amzilouandn <€

a_a
( aeduy )

gudn -
< v 3
aangiloy
i
LiNgue Login
Y <
J8UU e-Service
h 4
F157980U ,
PR lai
ﬂﬂiﬂuﬂuﬁ]'ﬂ‘qﬂﬂa
Redirect lUg4
yivedmiu €Iy
Wnaauinng
v

5UT 8-3 nszuiumsamezileunasBuiuiiunnavreds s U SEUNAYDMIE91U

EGA
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__ seuvuduimyananand (e-Authentication Service) MW syuvasaumanasgiwelesssuvududiuanana
N o /

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

9. wmsgruLazmalulagnineItas

ase. laluslemaa (Protocols) Muunnsgiuda (Open Standard) 1l wiveliiuledvinuas
sruuasauman1asganunsaenleiulalususuusinaud (Single Sign-On) lagluslareadinany fe
OpenlID wag OAuth

9.1 OpenlD

wielulad OpeniD Fadumeluladilésunsihluldegnaniiewang Giudutydgld Widsuaniy
ASules) fuduledtus ey AOL, BBC, Facebook, Google, IBM, Microsoft, MySpace, Orange,
PayPal, VeriSign, Yahoo! 53189 US Government

Yonantiu iwuaﬁauw]ﬁmﬂ%’gﬁéfaqmsﬁaﬂmﬁ’mzuuL%Ulsuﬁﬂa'mmu Single Sign-On #1Y
wmelulad Openid Al dudifosinddusunsuiiiuiy uidewinsufudisussuuasaunaves
mhonuisaindesfannsndoulsdoyatuiuledild Inewealuladiaglilunisdudusyana Tas
szuvBudusiyananans (e-Authentication Service) ¥imiilldu OpeniD Provider iflelszuuansaume
massanunsathdeyanistuduiaudlveungelildnuansadldseuls Ineflssuuansaunaniady
GSWLﬂuﬁmﬁﬁmiﬁwuwmﬁwﬁwéaizw OpenlID Relying Party @ wsuldlunisde-Sudeyaainszuutiudu
FIUAARNAN

Fumeunsvhauvesmalulad OpeniD fsil

1) gldnussanistugududaiuiuled/ ssuvasaunaveamiigay

2) fldnuszysta OpeniD et ldauiuled/ szuvansaumne

3) uled Redirect Jldeulugs OpenID Provider

4) Al¥awinig Login oy 3ulesives OpenlD Provider

5) OpenlID Provider ¥in15m51980UN158uEUMAIve 991U (Username wag Password) e1gnfes
OpenlD Provider 9% Redirect gléfaunduludaivlesd/ ssuvansaumavonnisauigldam
fipans niewviads Credential teBuduingldausinanirumstiudusyanadouiosud

6) 1Iulwd/ szuvansaumAvemIsauaTIaaey Credential l9¥u asraaeuanslunisidiis
foyauazuing uay Redirect fléulugminaaifioveliuing
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__ sruvBuduiyAnana1e (e-Authentication Service)

AsgnsranaluladasaumaALaznsEeaIs

nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

JUeNET 1.0

p—

User Browser

k!

accesses website

Y

logs in by sending his
OpenlD identifier
[yourname. myopenid.com )

Website A CpenlD Provider

-

redirects user to OpenlD provider

-

accesses OpenlD provider [y

purname. myopenid.com)

provides cref

—-

dentials

-

redirects user to website, includ

verifies
credentials

[ )

ng credentials in the UAL

accesses website

Y

reads credentials
and forwards user

to his services

1%
Y

JUN 9-1 Tumeunsviiauveamalulag OpenlD

Wietdunalulad OpenlD  w1Ussgyndiuszuvarsaumavaansnuiialonls wdriuiuledia

YY) . . a 1% o &
(35UUEJUEJUG]'JU1F‘W‘1§) LUy Slngle S|gn—On ﬁ']ll'ﬁﬂ@ﬁU?EJl@ﬁﬂiJLLNUﬂ']W PNU
Web Portal SEUUATAUNAYDINUIBITUY szuuBudustyAnanans
whswadsnusnng 411 SSOLogin PNMENTEUUENTAUNAYDINUILY i Server | | wth Login
Top Package::z’ﬂ‘ﬁmu i i i i i
i ARl UL SSO ! % % % %
i Redirect i i i i
i ! M39A0UANTUENT Login nipuveteyadie Simple Registration 3 3
i % dﬁagaé’[ﬁ?ﬂﬁmﬁu |
% | > asveeufldon avs | |
i % Redirect i % %
i i Redirect i i i
dl L% a ¥ ;2
E"LJ‘Vl 9-2 LLNUﬂWWGUENﬂ'ﬁaiJﬁiﬁﬂﬂ"UﬂLLaBﬂ'ﬁL"U'ﬂ“ZNWuiZUU
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seuvuduimyananand (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

2)

3)

a)

9.2

Lﬁa;ﬂ#’fmuﬁuaﬁu%mmw Single Sign-On 97Nt Registration/ Login LagW1uNITEUTUR?
UAARAINTEULEUGURMIYARANAIS

zUUEUdURIYAAANaI9Y Redirect LUEWN Login @958 UUANSAUNATRINLIEY (M1
SSOLogin)

SUUATAUNATOMLBUYNTT Request WU A Server.aspx 3y OpeniD Endpoint
VBITEUUBUGURIYARANAI9KIUNIE URL GET Request %138 POST Request
sruvBuduiiyAnanat (Mt Server.aspx) YiN1sanaveyasenunn Request fidundaszun
Tngszuvaznsrasutagdugldanulsinisasderdildny (Login) udwdeds fildnuldd
nsasdetliud szuveziBendeyavesdldauaingrudeya aspnetdb wazdstoyandululs
SPUUATAUNATIVILIBNUANTISawadae Simple Registration Extension

OAuth

walwlad OAuth Wuwealulagnmssnwmnudasadelunisuaniisudeyaseninaiuledniuainy

fexlutlaquiu uledtuiin 819 Facebook, Twitter sinsihuasgudunldlunisinuwiauvasnsieves

Toyadu

maudnfivzdeiulduivledau wielusunsuussynsidu (Application) visdu lag OAuth 9z

19 “Access Token” TumstuduiieuaniUdsudoyanu Inenilutunaunisviieiuyes OAuth dulimeiuy

& & o o &
N 4 YURBDUNAN AU

1)
2)
3)
4)

¥n159e “Request Token” a7n Server fiffaansazuaniuaudoyade
yoayg Il “Request Token” Tngludruiiazsiossomsoysifangléda
\Was “Request Token” W “Access Token”

11 “Access Token” Tduandaya

—_— Person Using Web Browser / Manual Entry nA c n mw
———————— - Consumer [ Service Provider lITH AlITH[N“ A“ N F
Consumer Service Provider = Consumer Requests Consumer Requests
8.
g ) )
R P £ Request includes Regquest includes
Request Grant 5 - - . o - R
F---— - — ] oauth_consumer_key ocauth_consumer_key
S5 _signature_method h_tok
1 £g h
! B
| o h
| o h
! i
Direct User to Y . 1 h
Service Provider 9o~ 1*. i
539 -
— 52
:; o Service Provider Service Provider
< Grants Grants
Direct User to 5= Response includes
Comnsumer oauth._token
secret
15 callback_confirmed
Reque :
leques! E -
& —j Consumer Directs User to Consumer Accesses
! Crant %‘; Service Provider Protected Resources
—————————— == - g
o
Qf. o Request includes Request includes
| 5”4_5 oauth_token (optional) oauth_consumer_key
_____________________ 22
| g
1 2
i w Service Provider Directs
¥ User to Consumer
Access Protected )
Resources Request includes
oauth_token
oo iaininte cauth_verifier

U7l 9-3 wnunm Activity Diagram 489 OAuth Protocol
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: sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA
i
)i
o,

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

Aty ase. nmalulagilinuszyndldlunisiesvedeyadiudivewlduinig lngseuvansaune
YRIMUIBUA DN TARIUIYAAIFIMTBTEUU OAuth  Consumer italdlunisiesveteyarldaruain
syuuBuduiiyananat @wimiidu OAuth Provider) Tngssuuagdstoyanduanluguuuures XML

10.A1TRAUITZUUAITAUNAVDINUIBITULNDLBDN TN UTZUUEUTURIYARANAIILUY
Single Sign-On

10.1 dwmugfldearudssinndssenvy/ ddyana/ 319619910/ 41919015 (Wi
MailGoThai

LYY

NSRRI STUVEN AU ATemUlIsuliaInsasessunseaNlusiussuvBud udyAnanalawuy
Single  Sign-On  dmSulseyy/ UAuAAa/ ¥19A19¥R/ 11519015 (13191

8
159 Nlafidnydgldeu
MailGoThai fiimuvesmtisaudndudedniuns fsil

1) anuluan Software Library weldluniswaiuissuvansauneavesniiganuauliiainnse
Weuleaiuszuvduduiiyaranatdludnunie Single Sign-On 1 tnediwuiausaniivlnan
Libraries ¢4 9 léi# http://openid.net/developers/libraries/ f#agu# 10-1

Davelopars | Foundation | Commurity | Govarsment \lOpenln

Member dgnin

lerarles Supported Languages
=+ Apache 2
We have setup a code repository for gathering Ubrarles and other supperting examples. While several of -+ C#

these ibraries have been tested, they are maintalned by members of the OpenlD community and are not

-
e nawn to work, Please review the documentation and test your own Imgplementation thoroughly
bef sing to the public. = Coldfusion
=+ Haskell
Ta discuss these libraries, pl der joining the cade@apenid.net mailing list,
o discuss these libraries, ploase consider joining the g -
=+ Parl
Apache 2
-+ PHP
=+ Fython
* Ruby

=+ Squeak/Smalltalk

C#

DotNetOpenld / DotNetOpenAuth

s Ma-PL Redying Party: Yo

C++

Lib
F g T YV S S rf“d_k_f'-nﬁ—*—mm-—r'-d\fﬁ“rf'*‘fm

Ruby

Ruby OpenID Library

Squeak/Smalltalk

OpenlD for Squeak
This

Did we miss something? Let us know o gd 08 10 the wiki.

Copyright @ 20042012 Cpestl Foundation,

UM 10-1 il Libraries auayun191sing 9
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

2) fWauveantisuazaedninlusknsuIuING (Web  Page) Tu 2 il lawn wih SSOLogin
wagni1 SSORegister LBTDI5UNT¥N Single Sign-On

10.1.1 MSWeIUIMTN SSOLogin

SSOLogin tduntiiumadmsusumiasweldaussuvansaunavesiiganuanivledviiuuu
Single Sign-On ntiuiumatiaznsaasusieaziBeadldam wag Redirect gldauludmihdmivaeld
usnisnsentamellsureliusnismiuanuniizdy  lagdsnearidennanssuLasnIInIuun
Ansiiwes (Parameter) uas Url fivil

SSOLogin

Aasue 1) yihnstiudusuanaiussuvguduiiyananalenig OpeniD
2) asnaeuteyayldnulaeUsouiisuivguteyadldnulussuvansaumna
yomhonu Welflumsdug (Match) flinuszninsszuuBususyana
NANLAYSTUUATAUNAVDINIENY
2.1) lunsdiigldemidaTfdnusgiussuuasaumavonnisamily
- avnasuAnslunsididsloyauazuinisver it
- Bongleyaewzdoyaiindudmsugldnuiusiang (@)
- Redirect lUnthvelduinig
2.2) lunsdlifldailaifivndildnuegfuszuvasaumavesmipanls
Redirect lUgfawth SSORegister wiendsdayasins o voaffldaudlsan
Security Token lugsniinaeninany

sUwuuvedlUsinsy | Web Page

Uszuangldau url
Uservu http://openid.egov.go.th/server.aspx?
Parameter ‘ Description

Basic Openld parameter:

openid.mode - dududesd

- 1Hun1suenlst Openld Provider i’i’] Openld Provider dansnsa
Anstarugldanlsviels Tnedadsd
o “checked immediate” - Lullvifinsioriugldau
o “checked setup” - lvifinsiariugldanula

openid.ns - dududesd
< ) S YY)

- Wun1suaniastuves Openld Request lnassuududusiyans
NANN9LTI5U OpenID 2.0 ASUUITUUATAUNATDINUIBIIUTIAIT
149 Relying Party laus13915993U OpenlID 2.0 1

- Tdawdu “http://specs.openid.net/auth/2.0”
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsznnamalulaasaumnauaznisdoans JUleNaNs 1.0
Parameter Description
openid.return_to - Lidwdudesd
- Hu Url fiszuuBudushyaranansezdegldnundusndsanglda
vhmsastedldszuunda
openid.assoc_handle - el ndusoadl

- Wuaiitmustudielfsruuiuduiyenanandldlums Sign
OpenlID Response

- handildgnimun ssuuansaumavemhsnufesihmangiadey
OpenlD Response f"fuizwﬁué’uﬁmﬂﬂaﬂmqﬁﬂﬂ%

openid.assoc_handle - laduPudesd
[ I Ao g Al 14 & YY) .

- duefinvueduitelnssuugudusayaaranansldlunis Sign
OpenlID Response

- Ailalgnivun SEUUENTAUNAYEINUILNUABIIININTIAARY
OpenlID Response flUssUUEUTUAIUAAANANBNATY

openid.claimed id - Lidwdudesd

- 1Uu ID veulFuly OpeniD

- lanswliinusandu
“http://specs.openid.net/auth/2.0/identifier_select”

openid.identity - Lidwdudesd

- 10u D veulFauly OpenID vuszuudududyanana

- mldnsuldivuaandu
“http://specs.openid.net/auth/2.0/identifier_select”

openid.realm - Lidwdudesd

- HuAdiudsliszuufususyananatmsiui fldnuaulasims
Login wleaussuu

wnawe: s1dudosimunei lunsaitldlgfmuamsifines

“openid.return_to” 11

Attribute Exchange Extension:

. . . o < vV =

openid.ns.<extension alias> | - uUuso9l
I~ & 9] Y] 2 =

- Wumsuensyuvdudusyaranatdlvidemauinluguuuues
Attribute Exchange
PR STUVTUTUAUARANAY FzatUaALLNNTAIAAUIUSULUY
- 9 3_; 9 U
Attribute Exchange n1u
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AsgnsranaluladasaumaALaznsEeaIs

__ sruvBuduiyAnana1e (e-Authentication Service)
:?'3}- _v,’r‘;

nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

JUeNET 1.0

Parameter

Description

- Attribute Exchange dwiudsgunuw/ SRyang/ 3196019818/

RS ALY MailGoThai Ti69d

Attribute

ANd Ay

http://axschema.org/contact/

email

e-mail valdu

http://axschema.org/
namePerson

= v
Fo-uana verldiu

http://www.egov.go.th/2012/
identifier/uuid

UserID aldeuluiiulesi

http://axschema.org/ Username ‘Uaﬂ;ﬂ‘ﬁmﬂu
namePerson/friendly Auladvin
http://www.egov.go.th/2012/ Uszinvvegldnulussuy
identifier/usertype Auladvin 1ne

« 71 Citizen Ao Uszanvu/
UAAATITUA

« A1 JuristicPerson fAg
Uayara

« @1 Foreigner A9 ¥1IM9A

. AN GovernmentAgent A
P51/ dvehi$eiilad
Unyarl¥au MailGoThai

syiatuiu lnegusuutuegiuusennuoldany Al

http://www.egov.go.th/2012/identifier/identity/...

http://www.egov.go.th/2012/
identifier/identity/citizenid

YAAATITUAY/ UTEuIUU:
AU sEIIRIUTEY U

http://www.egov.go.th/2012/
identifier/identity/juristicid

TAyaea: lawnzideulliunng

http://www.egov.go.th/2012/
identifier/identity/passportid

YNIANVIR: LAVNNUIFDLAUNS

http://www.egov.go.th/2012/
identifier/identity/
governmentagentid

U151%N15/A9 MU NS NN

Unyarl¥au MailGoThai:
BYUIEINRIUTEVVU

JEAUNINTINERUTRYS FwTuegiuUseangldanu fadl

http://www.egov.go.th/2012/identifier/identityverifiedlevel/...

http://www.egov.go.th/2012/

identifier/citizenidverifiedlevel

JLAUNINTIVADULBYA
wUUsEIsIUTEYITUY

EGA

drinauiguradiannsedng (esAnisumvu)
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsznnamalulaasaumnauaznisdoans JUONaNT 1.0

Parameter Description
http://www.egov.go.th/2012/ JLAUNINTIVEULRYA
identifier/juristicidverifiedlevel | lawnsilouiinynna
http://www.egov.go.th/2012/ ssﬁumimnaau%yja
identifier/passportidverifiedlevel | laufintadaifiums
http://www.egov.go.th/2012/ ssﬁumimnaau%yja
identifier/governmentagentid lavUsediiusesnvu
verifiedlevel

Aildesgnaadu “http://openid.net/srv/ax/1.0”

Y

openid.<extension_alias>

.mode

Suduseadl
Humdadu weldeu Attribute Exchange
Antisiesgnealu “fetch request”

openid.<extension_alias>

.required

Juusiead
JunnsuenssuududuiuAranaIaIN sz UL SAUWIATEINUIB
fiosns Attribute axlsaulutha Taewn Attribute FosfidnaTaitels
Tduldnsaungy

openid.<extension_alias>

type.<attribute alias>

Jududaad

\Junsuenszuuguduiiuananaleinsy uUaNSauATILIBa Tl
nsdsdle Attribute axl5ths Tnedle “attribute alias” Fipsgnrinyun
lu openid.<extension_alias>.required 8192 UUATAUNATDY
U3 Attribute 1y

EGA
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__ sruvBuduiyAnana1e (e-Authentication Service) MW syuvasaumanasgiwelesssuvududiuanana
\

W nsznnaneluladiansauneuaznisieans JUONaNT 1.0

/79819 OpenlD Request

http://openid.egov.go.th/server.aspx?
openid.claimed_id=http://specs.openid.net/auth/2.0/identifier select&
openid.identity=http://specs.openid.net/auth/2.0/identifier_select&
openid.assoc_handle=-Ql1!IAAAAJaadvgtBHXQ-TdyBn02iJjoMBWAgLENNW5PW ZK-
aP9QQAAAAEFWNb7DfR-

3BZgeF9vax1yljG20soMAFTfm7EtgYA MkHK5ryfjuvMepv83Pp706BS4cgql 3z00UkjdafAF6a5&
openid.return_to=http://164.115.3.16/test_rp/SSOLogin.aspx?
dnoa.userSuppliedldentifier=http://openid.egov.go.th /&
openid.realm=http://164.115.3.16/&

openid.mode=checkid setup&
openid.ns=http://specs.openid.net/auth/2.0&
openid.ns.alias3=http://openid.net/srv/ax/1.0&
openid.alias3.required=alias1,alias2,alias3,alias4,alias5&
openid.alias3.mode=fetch request&
openid.alias3.type.alias1=http://axschema.org/contact/email&
openid.alias3.count.alias1=1&
openid.alias3.type.alias2=http://axschema.org/namePerson&
openid.alias3.count.alias2=1&
openid.alias3.type.alias3=http://axschema.org/namePerson/friendly&
openid.alias3.count.alias3=1&
openid.alias3.type.alias4=http://www.egov.go.th/2012/identifier/citizenid&
openid.alias3.count.alias4=1&
openid.alias3.type.alias5=http://www.egov.go.th/2012/identifier/usertype&

penid.alias3.count.alias5=1

dialdlvideyaagymeiiosainnisdwnuseiiveusume Url nin Request Nfinsdaludasyuududu
FIUARANATY WAz Response WszuUasaUMAvamUIBIUlAAuLT dasinisisianudenivund
2
17.13.4 983 HTML 4.01 Specification

: @iwamﬁamﬁmﬁﬂé’ﬁ http://www.w3.0rg/TR/html401/
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__ seuvuduimyananand (e-Authentication Service) MW syuvasaumanasgiwelesssuvududiuanana
\

W nsznnaneluladiansauneuaznisieans JUONaNT 1.0

/19819 OpenlD Response

http://164.115.3.16 /test_rp /SSOLogin.aspx?
dnoa.userSuppliedidentifier=http://openid.egov.go.th/&
openid.claimed_id=http://openid.egov.go.th/user.aspx/TestUser&
openid.identity=http://openid.egov.go.th/user.aspx/TestUser&
openid.sig=RC210Sdxlyj2CR6ceplachaHwdLcOoO3AMIpIPPwWA+A=&

openid.signed=claimed _id,identity,assoc_handle,op endpoint,return_to,response_nonce,ns.alias3
,alias3.mode,alias3.type.aliasl,alias3.value.alias1,alias3.type.alias2,alias3.value.alias2,alias3.type.alia
s3,alias3.value.alias3,alias3.type.aliasd,alias3.value.aliasd,alias3.type.alias5,alias3.value.alias5&
openid.assoc_handle=7pLAIAAAACYcN6bX]j1kNvIgvjzZdHjEttH7UepslvLi rc19CyLYQQAAAAGczdFY
ool9z xUyMpCGDSVuScU1jJg tdp9oh2YTEoqOX0mIir8S9BKYZgoINMhw-
7P9QwWQh3R6MAT3BuUYAccA&

openid.op_endpoint=http://openid.egov.go.th/server.aspx&

openid.return_to=http://164.115.5.193/test rp/SSOLogin.aspx?dnoa.userSuppliedidentifier=https:/
/testopenid.ega.or.th/&

openid.response_nonce=2012-05-24T04:47:03ZwHqUwFMm&

openid.mode=id_res&

openid.ns=http://specs.openid.net/auth/2.0&

openid.ns.alias3=http://openid.net/srv/ax/1.0&

openid.alias3.mode=fetch response&
openid.alias3.type.alias1=http://axschema.org/contact/email&
openid.alias3.value.aliasl=testuser@testuser.com&
openid.alias3.type.alias2=http://axschema.org/namePerson&

openid.alias3.value.alias2=y9&auU NAABUIIIN&
openid.alias3.type.alias3=http://axschema.org/namePerson/friendly&
openid.alias3.value.alias3=TestUser&
openid.alias3.type.alias4=http://www.egov.go.th/2012/identifier/citizenid&
openid.alias3.value.alias4=111111111111&
openid.alias3.type.alias5=http://www.egov.go.th/2012/identifier/usertype&

openid.alias3.value.alias5=1

WULAEUNTAVEINTTAY Request Lialllvidayagamieiioaninnsdednuseieuniunsg
Url 90 Request ffinsdsludsssuududuiiynnanaly uag Response MSEUUANTAUWAYDS
NENULAAUNT FowINNISTFERILTeARUAT 17.13.4 999 HTML 4.01 Specification

NM3LM3BL Request tay Response d@1m5uldlu OpenlD Protocol Aoud1saziisivazidundugou
917U AN Digital Signature Liadasiunisuasuutastaya Ay Diffie-Hellman Protocol
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seuvuduimyananand (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

ot vm";smuﬁau%ﬁ%L%@MIENﬁ’ms‘uuﬁué’fuéfmﬂﬂal,wquué (Single  Sign-On)  FsA25Ld8N
OpenD lausi3fisesunisléain OpeniD 2.0 uwas assfuneildlunisiauissuuasaunaves
YUY %aiuﬂa@ﬁuﬁﬁ 1au51§5®a§uagwaﬂaﬂﬂwﬂLﬁu PHP, Java, Perl, Python, ASP.NET “1a4 lng
mmmﬁﬂmﬁagmﬁwﬁﬂﬁﬁ http://openid.net/developers/libraries/

10.1.2 n1sWaIWIMLY SSORegistrater

SSORegister niIvmAd MU UNISAmsdew/ alasaundngldaulvifii Single Sign-On
wanduledn (szuvBudusyananan) nelseasidenianssusarnisiuuaamisilines feil

SSORegister
AasUY 1) Gondeyameandoaildnuaniulusivin wu o feg mnetaalnsdwi wa-
Mg OAuth
2) n1ae SSORegister wanttayaninanluninseameiouveldanussuy
ANTAUNAYDINUILIY

2.1) fldnuamsansaseudeyaiinsenlunuunesulnesnlusia
2.2) flfnueafinfindoyadu q auusfuiasszuvasaumMAYeMLIBIY
the 9 Fosms
3) eldnunvaeudoyavesmuuds vinnsBudunsveasindnld
szuvAsAUMAYRIMLIENY tazsulduimssioly

sUwuuvedlUsinsy | Web Page

Y

= 3 o Y = 2 vay 1% 1% o

T1HaLRUATURDUNNTYINIUAILKUAIN JUT 9-3 1ag Consumer LHugTdaIn1sTaavedoya (lunil

& ! v . . . & Y v ~S&

AD TPUUANTAUMAYDINUIENY - NTILTULINA SSORegister) wae Service Provider {Wwivastaya (lunil

Ao szuvBuduiiyananans - niAuma XmlUserinfo.aspx) Inefisisazidunvesnisdmesiuiunou
A9 9 fatl
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http://openid.net/developers/libraries/

sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

A: Consumer Requests - {Jun1378 “Request Token” 91nszuutoyarldau

Parameter Description
oauth_consumer key SWAVDITLUUANTAUNAYDINUIBIUY (Service Code)
KRUYLYS):

o sruvasAEUmATeUleusuduardesl Service Code
e “oath_consumer key” luifosumhenuanunsa
AnsoLiteva3u Service Code wag Passcode T4 a5,
(de 12.1)

0 sTuvmsaumAvennhsnuideleafusuuBuduiyaea
NANY WRagSEUUILH Service Code Wag Passcode
¥UURE 1 YA

oauth_signature_method - A8A5nIia Request
- dodlaandu “HMAC-SHAL”
oauth_signature - AldnTuneunITITRERIY oauth signature method

- Togalumsiwesiazgnam ilagdnludflutunouasng
Request UadLmazlaus3

oauth_timestamp LAYINNg Request

oauth_nonce Jugevasdmilsdeniwdainguiignduduanlilidenduluusias
Request “UENLL@iazszuua’liaumﬁmﬂ%'g LWOMII9E0UI1 Request
1lu Request Nliivnegnldunneu uazdestiumslafsinu HTTP

oauth_version 1esTUYEY OAuth
oauth_callback Url #1agliids “Request Token” nauld
Scope Wumsfiwesn ase. muundu laglulansfiwesinlulu

Request A28 UsliAnsinunala 9

B: Service Provider Grants - svuudeuasldiuazds “Request Token” naululvissuu-

ANSAUNAVDINUILIY
Parameter Description
oauth_token “Request Token” mﬂisuuﬁmﬂat}ﬂ%ﬂm
oauth token secret - Lﬂuﬁ’lﬁizuuﬁaga@%’ﬂ’mﬁiﬂmw%uﬁu “Request Token” e
Talunsnsiagaeu “Request Token”
- ilesldgriuluusias “Request Token”
oauth_callback confirmed W True 5'115%%ﬂ’lsﬁué’umﬂizwﬁauﬂa;ﬂsﬁmu
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

C: Consumer Direct User to Service Provider - szuuansaunavasniisuaagldanulues
szvutoyagldauiievinistuduinu Qunsdifldaudsldliinsasdeutldiuszuy
guduiyananan) warlvdldnuindulainazeugnlissuvansaunaremiignuaunse
Winiisteyavedltaulavsel

Parameter Description

oauth_token “Request Token” a7 ndumau B

D: Service Provider Directs User to Consumer - szuudayasldaudaldanunduluds

(%
)=

SEUUANITAUNAYBINUIBNUNSBUT I STLmeS el

Parameter Description
oauth_token “Request Token” 91nTunau B lutunauil “Request Token”

losunseugnlvldnulannseuuteyagldauue)

oauth_verifier - iudfiszuudeyadldedsnmieniu “Request Token”

- iegimnuidenlsiussuuasaunavesnienu lnsriay
grldludunou £ WeBusuirssuumsaumavoamisnufiay
8 “Access Token” tulussuuiiafiuiive “Request

Token”

E: Consumer Request - S¥UUANTAUMATDIMILIE9IUEY Request TUdsszuudayaldau
WousLUasu “Request Token” Wy “Access Token”

Parameter Description
oauth_consumer key INAVDITLUUANTAUNAVDINUIBIY
oauth_token “Request Token” ludumeu D
oauth_signature_method - ABMsnIia Request
- dosldAnduy “HMAC-SHAL”
oauth_signature - Adildandunoumsitistania oauth_signature_method

Tneanlutunutlagliiviioualutunou A
- Taemalumsiwesiazgnaaminlusiflutunauaiig
Request UadLmazlaus3

oauth_timestamp 118171911A"5 Request

oauth_nonce Jugevasdmilsdenwdinguiignduduunlildgduluusias
Request Ua3usiazszUUATaWmNANIAST Wiate1linsraaeudn
Request iy Request Nliitnegnldunneu wazdaaiunislaud

WU HTTP
oauth_version 1B5TUYeY OAuth
oauth_verifier Alaanssuudeyagldaulutuneu D
EGA i 26
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

F: Service Provider Grants - ssuudayarldauds “Access Token” WUlszuvasauwmavas

MUY
Parameter Description
oauth_token “Access Token” ﬁlﬁ%’umﬂisuuﬁmﬂaﬁﬂ%ﬂ’m
oauth token secret - Wumiszuudeyalldnudamieniu “Access Token” Lite

T9lunnsmsiaaau “Access Token”
- andlagldgnulunsas “Access Token”

G: Consumer Access Protected Resources - F¥UUATAWNAYBINUIBNUUN “Access
Token”  fildluiindsdoyavesdldam Tnems ase. ldUuiSnsiihddeyaifiolilddeya
navanluguuuuves XML Tnegimunanunsadnfs XML s Url:
http://123.242.139.6/eAuthenticationService/XmlUserInfo.aspx?AccessToken={Access
Token AszuuUinmInIasslasu}

* {agil “Access Token” Tp18msldfaru 10 il

WA AUNISUN I UTEUUATAUNANIASTRUU Single Sign-On el OpenlD Protocol N3
W38 Request  waw Response  dwduldlu Oauth Protocol Aeudheasiisnsavidendudou iy
mihgufiaulafiazdeulssfussuusudufyananatauuy Single Sign-On amasiden OAuth lausi3i
soesumsldann “OAuth vi.0a” waz asstuntwfildlunisiauissuuansaumavemiisny  d9lu
ﬂwﬁ’uﬁjﬁlausﬁ'iaa%’uagjwmammLﬁzj'u PHP, Java, Perl, Python, ASP.NET “1a~ lnganansadnuidaya
isnlg? Url: http://oauth.net/code/

7 72
v

9l 19 @59, 1AU59629619 Source Code Tun1w ASP.NET Liluniewwan n. Feviruaunse
Wlulddusnegnslunsiaundell sastsanunsafnensiasdoanisiaun anfluan Source Code/
Libraries  #ldlun1sWaun  waznaaeuszuulédl http:/testopenid.ega.or.th/ (@mugldanudseian
Ussnw/ diyaea/ v1amend/ 151ems (Ewmihisy) TlifivyBildou MailGoThai)

i 27

£GA

drinanusgunadidnvseiing (asAnisumuu) OpenlD_SSO_AdminManual_1.0_25032014



http://oauth.net/code/
http://testopenid.ega.or.th/

sruvBuduiyAnana1e (e-Authentication Service) MW syuvasaumanasgiwelesssuvududiuanana

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

] 1
v ad

10.2 dwiudldnudsziantrseny/ Wi nsgnivgyldeu MailGoThai

49

nsmusEUUaTaumaAvemtiguliasasessumsvesleaiuszuudududiiyananalsiuy
Single Sign-On dw3ut1519M3/ Wt PSgRNETYTElHnu MailGoThai fmunvesmthenuindudes

AWRUNNT A9l

1) anuluan Software Library weldluniswaiuissuvansauneavesniiganuauliiainise

L%mimf'ﬁ“Uizwﬁué’ué}”sqﬂﬂaﬂmﬁua‘”ﬂwmz Single Sign-On ¢ lnggiwwianusantilnan
Libraries #1149 16 http://openid.net/developers/libraries/

2) AWRUIveInIEUAzAeIdavilusun i iume (Web  Page) Fuiieantuien de SSOLogin
\fiese35un3vh Single Sign-On HusEULEUSufIuARanans

10.2.1 MISHeIUIMIN SSOLogin

SSOLogin tduntiiuimadmsusumsaseldaussuvansaunavasmiigauaniuledvinuuu
Single Sign-On laentviumatisznsivaeusieasdendldaumdudnssnis/ Wi sgnivayddldenu

MailGoThai wag Redirect fldnuludmthdmivveldusnis IneliseaziBenianssuuaznisivun
AN513B3 (Parameter) wag Url disil

SSOLogin

ANBSUY

1) vihmstuduiuaraiuszuvguduiiuananaanie OpeniD
2) asnaeuteyayldnulaeUSeuiisuivguteyadldnulussuvansaumna
yomhony welflumsdug (Match) fldnussnineszuuBudusyaea
NANLAYSTUUATAUNAYDINIENY
2.1) lunsdigldmiidndddauegiussuuamsaumavemonuls
- avdeuaAvslunmsidnadeyawazUINISYaNldau
- Bungieyaamzdoyaiiundmiudldauvindngn @)
- Redirect lunthwelduinis
2.2) lunsdlifldilaifivaiildnuegiuszuuasaumavesmieau (g
JoiauaLUY)
~doiauauuy: lunsdigldeonlaifivadildnuegiuszuasaumavesmisny

¥

lngdiaua1aenimun fail

- Tihmsudsdldoud {ldnudnanlifansldnulussovasaune
gy

- W Redirect Wi SSORegister (an1simuInin SSORegister lanite
10.1.2) nioudadoyasing 9 vesldanuiilsiannn Security Token ldmihae
aanan tngligldnuihnsamedeulifussuvansaumavemuisanuy

- Wissuuasaumanihsnuwihmsiafuteyadldnuilfanssuuiudu
myaraaslugudeyaTsuLremiieny wavsalvgldnudidssuulag
0199:lAnSlussiy Viewer waggguaszuuvomhsnuasndugimundns
maulFndlssugldousindndulunends

£GA
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http://openid.net/developers/libraries/

seuvuduimyananand (e-Authentication Service)

AsgnsranaluladasaumaALaznsEeaIs

nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

JUeNET 1.0

sUBUUYRlUIUNTY

Web Page

Uszinglday

Url

15195/ LSy
MUINIYU MailGoThali

http://govid.egov.go.th/server.aspx?

Parameter

Description

Basic Openld parameter:

openid.mode

Jududod

Junisuenly Openld Provider i’i’] Openld Provider dansa
Anstortugldaulaviols Tnedadsd

o “checked immediate” - Lullvifnsiaruglda

o “checked_setup” - WiRnsarugldnule

openid.ns

Sududosd

< ) = LYY
Junsueniiasduves Openld Request ngsyuuguduiiynna-
NA199235095U OpenID 2.0 AIUUTTUVATEUNAYINUIBIIUTIAIT
1% Relying Party laus13#15895U OpenlID 2.0 Wiy
TdAndu “http://specs.openid.net/auth/2.0”

openid.return_to

Tl nduaaail

I3 a" a Y 'Y} 1 v ) [y} £
Ju Url Aisvuvdudusyananassadeldaundunmaanngldau
YINNSATBLUN Y TZUUBA

openid.assoc_handle

1o & £ IS
tanduneey

I3 1 q' o dy d' % S v .
Juridmuatuiiessuvgududiyaaanaisldlunis Sign
OpenlID Response
deillagnAmue sEUUETAUINAYEIINEUABWIINIATIREEY

OpenlID Response ffUssUUHUTUAIUAAANANBNATY

openid.assoc_handle

LidnJusiosd

I3 1 q' o dy d' % S v .
Jurmdmuatuiielssuvgududiyaaanaisldlunis Sign
OpenlID Response

anenillagnAmun sEuUETAUINAYEIMIINEUABWIINIIATIVEEY
OpenlID Response ffussUUEUTUAIUAAANAINENATY

openid.claimed_id

Tadndudod

\Ju 1D vosildeulu OpeniD
binslimwueandu
“http://specs.openid.net/auth/2.0/identifier_select”

openid.identity

Tl ndussail

[~ % & [ Ly

\Ju 1D vosgldeulu OpenlD vussuUBUSUIIUARANANS
flsnsulrrnuaandy

EGA

drinanusgunadidnvseiing (asAnisumuu)
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsznnamalulaasaumnauaznisdoans JUleNaNs 1.0
Parameter Description
“http://specs.openid.net/auth/2.0/identifier_select”
openid.realm - Lidwdudesd

[ | A v L% A LYY 1 v [
- L‘lJumVlLLﬁNIszUUUUUWUQﬂﬂaﬂa’N‘VlﬁUﬂ ﬁﬂﬁmmﬂﬂmmmi
Login wleaussuu
o & v ° =1 aay M Yo a s
NIUNBLAR: VUNUUADINTNUAATY &LuﬂimeﬂLﬂm%umW’ﬁmmai

“openid.return_to” 11

Attribute Exchange Extension:

openid.ns.<extension alias> | - fuJudasdl

- Jumsuenszuvudusuaranansbidsafuanluguuuures
Attribute Exchange
Ve sruvduduiiyananae asatuayunsdsiAuluguwuy
Attribute Exchange ity

- Attribute Exchange @#5u2151%013/ 1w Assnd v nlgeu

MailGoThai iisi

Attribute Anfidanu

http://axschema.org/contact/ . y
. e-mail vosildiu
email N
http://axschema.org/ o v
TO-UWANS VOINIFIU

namePerson ) Y
http://www.egov.go.th/2012/ UserlD vasldanuluszuy
identifier/uuid mail.go.th
http://axschema.org/ Username ﬂaﬂm{fﬂ’]ﬂuiwu
namePerson/friendly mail.go.th
http://www.egov.go.th/2012/ LU seaduszavUUd
identifier/citizenid 151915/ LMY
http://www.egov.go.th/2012/ JLAUNINTIVADULBYA
identifier/citizenidverifiedlevel lavUseandiusysnvu

- eildesnnaadu “http://openid.net/srv/ax/1.0”

Y

openid.<extension_alias> - suudoail
.mode - 1JuAdeAu wieldeau Attribute Exchange
{ agi’su S « 9
- AuUnoIgnetu “fetch_request
. . . [ I ¥ =
openid.<extension_alias> - dunes
required - 1 JunsuenssULBUGURUARANAIINTE UL TAUMIATEINUIBA
Aoan13 Attribute aglsAulutng Inenn Attribute fipsdirasaely
Tduldnsaungy
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__ sruvBuduiyAnana1e (e-Authentication Service) MW syuvasaumanasgiwelesssuvududiuanana
" o

W nsznnaneluladiansauneuaznisieans JUONaNT 1.0

Parameter Description
. . . o & v =
openid.<extension_alias> - AnUunesl
type.<attribute_alias> - WumsvenssuuBuduiiyaranaisinssuvansaumaresmniieull

n3eade Attribute aglstne lnede “attribute_alias” fiaagnrimiug
Tu openid.<extension_alias>.required 8152 UUATAUNATDY
NUINUADINIT Attribute 1

19879 OpenlD Request

http://govid.egov.go.th /server.aspx?
openid.claimed_id=http://specs.openid.net/auth/2.0/identifier select&
openid.identity=http://specs.openid.net/auth/2.0/identifier_select&
openid.assoc_handle=-Ql1!IAAAAJaadvgtBHXQ-TdyBn02iJjoMBWAGLENNW5PW ZK-
aP9QQAAAAEFWNb7DfR-

3BZgeF9vax1yljG20soMAF7Tfm7EtgYA MkHK5ryfjluvMepv83Pp706BS4cggl 3z00UkjdafAF6a5&
openid.return_to=http://164.115.3.16/test_rp/SSOLogin.aspx?
dnoa.userSuppliedidentifier=http://govid.egov.g¢o.th /&
openid.realm=http://164.115.3.16/&

openid.mode=checkid setup&
openid.ns=http://specs.openid.net/auth/2.0&
openid.ns.alias3=http://openid.net/srv/ax/1.0&
openid.alias3.required=alias1,alias2,alias3,alias4,alias5&
openid.alias3.mode=fetch request&
openid.alias3.type.alias1=http://axschema.org/contact/email&
openid.alias3.count.alias1=1&
openid.alias3.type.alias2=http://axschema.org/namePerson&
openid.alias3.count.alias2=1&
openid.alias3.type.alias3=http://axschema.org/namePerson/friendly&
openid.alias3.count.alias3=1&
openid.alias3.type.alias4=http://www.egov.go.th/2012/identifier/citizenid&
openid.alias3.count.alias4=1&
openid.alias3.type.alias5=http://www.egov.go.th/2012/identifier/usertype&

penid.alias3.count.alias5=1

ieldlvideyaagmeilosannisddnuseiiausunig Ul min Request Niinsdaludasyuududu
AIUARANATY  Uaz Response WszuUasaUMmAvamUIsulafulT dasinisisianudenivund
3
17.13.4 983 HTML 4.01 Specification

’ @iwamﬁamﬁmﬁﬂé’ﬁ http://www.w3.0rg/TR/html401/
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__ seuvuduimyananand (e-Authentication Service) MW syuvasaumanasgiwelesssuvududiuanana
. o

W nsznnaneluladiansauneuaznisieans JUONaNT 1.0

/19819 OpenlD Response

http://164.115.3.16 /test_rp /SSOLogin.aspx?
dnoa.userSuppliedldentifier=http://govid.egov.go.th/&
openid.claimed_id=http://govid.egov.go.th/user.aspx/TestUser&
openid.identity=http://govid.egov.go.th/user.aspx/TestUser&
openid.sig=RC210Sdxlyj2CR6ceplachaHwdLcOoO3AMIpIPPwWA+A=&

openid.signed=claimed _id,identity,assoc_handle,op endpoint,return_to,response_nonce,ns.alias3
,2alias3.mode,alias3.type.aliasl,alias3.value.aliasl,alias3.type.alias2,alias3.value.alias2,alias3.type.alia
s3,alias3.value.alias3,alias3.type.aliasd,alias3.value.aliasd,alias3.type.aliash,alias3.value.alias5&
openid.assoc_handle=7pLAIAAAACYcN6bX]j1kNvIgvjzZdHjEttH7UepslvLi rc19CyLYQQAAAAGczdFY
ool9z xUyMpCGDSVuScU1jlg t4p9oh2YTEogqOX0mIir8S9BKYZgoINMhw-
7P9QwWQh3R6MAT3BUYAccA&

openid.op_endpoint=http://govid.egov.go.th/server.aspx&

openid.return_to=http://164.115.5.193/test rp/SSOLogin.aspx?dnoa.userSuppliedidentifier=https:/
/testopenid.ega.or.th/&

openid.response_nonce=2012-05-24T04:47:03ZwHqUwFMm&

openid.mode=id res&

openid.ns=http://specs.openid.net/auth/2.0&

openid.ns.alias3=http://openid.net/srv/ax/1.0&

openid.alias3.mode=fetch response&
openid.alias3.type.alias1=http://axschema.org/contact/email&
openid.alias3.value.aliasl=testuser@testuser.com&
openid.alias3.type.alias2=http://axschema.org/namePerson&

openid.alias3.value.alias2=v9aaU NAABUIIIN&
openid.alias3.type.alias3=http://axschema.org/namePerson/friendly&
openid.alias3.value.alias3=TestUser&
openid.alias3.type.alias4=http://www.egov.¢o.th/2012/identifier/citizenid&
openid.alias3.value.alias4=111111111111&
openid.alias3.type.alias5=http://www.egov.go.th/2012/identifier/usertype&

openid.alias3.value.alias5=1

WULAEUNTAVEINTTAY Request Lialllvidayagamieiioaninnsdednuseieuniunsg
Url 90 Request Nfinsdsludessuududuiiunnanald uag Response MSeUUANTAUWATD
whgaulaauL fesinsnsianudomuuail 17.13.4 483 HTML 4.01 Specification

N15LA383 Request ay Response @5uldlu OpeniD Protocol Asudnsaziisivazidendudou
91U AgAealn1sIAvia Digital Signature LiteUasiun1suasuuyastoya nu Diffie-Hellman Protocol
Aety ndsunaulanvenlesiusrvuiududiynnaiuusingud (Single  Sign-On)  33A3siden
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

OpeniD laus13fisessunisldeu OpenlD 2.0 waz assnunAlglunIsWmuIsSEUUaSaUNATDY
mheu Felulagtuilll lausiisesivegvatuniwiau PHP, Java, Perl, Python, ASP.NET “1a% lng
anansafnudeyaiiudnlan http://openid.net/developers/libraries/

[ %

vail 13 ase. 1Hus39fe8ns Source Code Tumw1 ASPNET Wlunaruan . deviiuanunsa
Pl dushegslumsianndely surtaansadnuseasdeansiam anfivan Source Code/
Libraries #ldlunsiamn wagnaaeuszuuléd http:/govid.eca.orth/ (Fwsudldanudssiandisuniy/
Bl fisg i @ildanu MailGoThai)
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seuvuduimyananand (e-Authentication Service)

AsgnsranaluladasaumaALaznsEeaIs

nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

JUeNET 1.0

11.msvaulauiswannalatuliaunsaldausiuiuszuuguduiiyananans

nsimunluuiskenndinduremihenuliaiuisaenlesiussuuguduiiunnanalawuy Single

Slgn On \iesesfunsdlda (Login) tazsntannisinlegenu (Logout) IummawwaLﬂsuusuammmm

WQV]LUUiu‘U‘U‘UQ‘UGIﬂ'ﬁ I0S way Andriod A4¥9® 11.1 wag 11.2 muaneu 3’33J‘1/]\1ﬂ’1iLiEJﬂ°UE]6UE]3JﬁUﬂﬂa

Yo l¥aU (11 Government API) Tuiite 11.3

11.1 sguulfuanis 10S

nsimuluusennandulusesussuuliRng 150 Tranunsaldausiudussuuiududiyana
nanalaesnisluanniin Login vasssuvdudusiiyananaiame UWebView sauiunisld URL Schemes

Wisliluvrguenndiaduaiunsaldausiuduszuvdududiyanananslatudndudosdiunisiaan

a o < A . by A v N ad =1
waNWALATULAZLAY Library 17071 “libega-core-client” (M @5e. dnun3ealile) Inadidunaunsil

1) a¥alaneslu Project udmth Header File uay Library 3113 faguil 11-1

D5 _Store D5 _Store @ BasefG4additions.h

[] EGAService =[] ega-core-client P [h| CryptoUtil.h

™ EGAService.xcodepro] |h| EGAMobileAuthen.h

[[1] EGAServiceTests " [h| EGAWSClient.h

[ include P [h| HTTPClient.h

& lib E |h| Message.h
[h| NSData+C...onCrypto.h
[h| NSString+URLEncoding.h

D5 _5tore

[ ] EGAService -

™ EGAService.xcodepro]

[] EGAServiceTests P
[ include -

D5 _Store
& libega-core-client.a

U7 11-1 n5th Header File uag Library snl3lulwainesiiainady

2) 91N Xcode Ui Project >> General >> Linked Frameworks and Libraries W&y

Library “libega-core-client” ﬁﬂgﬂﬁ 11-2

¥ Linked Frameworks and Libraries

Name

Status

E libega-core-client.a Required &
@Core(]raphics.framework Required &
=3 UIKit. framework Required &
@ Foundation.framework Required &
+ —
A PN .
JUN 11-2 N3y Library
a4 . vl . . .
aansanulvan Library 179 http://openid.egov.go.th/publish/DevMain.aspx
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

=

W pszvnaweluladansaumanaznisdeans JUONaNT 1.0

3) 910 Xcode U7 Project >> Build Setting Tvhmsaaraelud
3.1) Header Search Paths ld%e Folder 91l Header File As5U# 11-3

¥ Build Options
Setting f,A: Resolved fféq EGAService Q ECAService ] i0S Default
Precompiled Header Uses Files From Build Directory T
Scan All Source Files for Includes $SOURCE_ROOT/include non-recursive ;|
| —
¥ Packaging
Setting Ifault
Info.plist Prepracessar Prefix File . |
Private Headers Folder Path
Public Headers Folder Path
¥ Search Paths
Setting ffault
Always Search User Paths [+ - |
Framework Search Paths
¥ Header Search Paths /Users [vaetitayusa... [Users/vaetitayusa... /Applications/Xcode... /Applications/Xcode. ..
a Y cal v
JUN 11-3 Aumilrlainasifesnis
. ya 1@ « ey Y d‘
3.2) Other Linker Flags lvilAndu “-ObjC” Aagu 11-4
¥ Linking
Setting ﬁ Resolved ﬁ EGAService g EGAService B i0S Default
Link With Standard Libraries Yes ¥ Yes ¥
» Other Linker Flags -0bjC -0bjC
Quote Linker Arguments Yes » Yes v

| [-objc

E‘U‘ﬁ 11-6 GaAnliu Other Linker Flags

4) ilosann Library “libega-coreclient” 5895U iDevice 714 32 bit Tiin1saassiail 910 Xcode
1U7 Project >> Build Settings uwagsamli Architectures \Ju “Standard architectures
(armv7, armv7s)” ¢a95U7 11-5

¥ Architectures

EGAS:

Setting 7™ Resolved 7% EGAService B ecaservice [a] ios Default Full Path JUser,

Additional SDKs ]

P Architectures Standard ¥ Standard architectures (armv7, armv7s) W
Base SDK Latest iOS (i0S 7.0) & Standard architectures (including 64-bit) (armv?, armv7s, arm&4)

¥ Build Active Architecture Only <Multiple values> ¥ Other |

Debua Yes 3 A

'g‘dﬁ 11-5 sl iU Architectures

5) vhnsearl AppDelegate vieuilafins Load URL Tngann Xcode TlU7 Project >> Info
nduldivimaiiin URL Types wagshnafnuadilsiiy identifier (Guogfusenndindumas
wieUty 9) uaz URL Schemes (4fmun “Returnkey” ldidm3u Login uaw Logout vaike
watndutiy @) faguil 11-6
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

¥ URL Types (1)

ECGA.EGAService

Identifier  EGA.EGAService URL Schemes | egaservice

No f -
Icon | None - Role | Editor

mage
specified

p Additional url type properties (0)
=

SUN 11-6 fregnansnmuaaliinu URL Types

Y

11.1.1 013 Login

Tuuewenndnduazdasinsden Url #ldluns Login fme WebView Tnga$1a URL Request
1agld Method “genLoginMobileURL” %84 EGAMobileAuthen 21n Library “libega-core-client” way

[
a

Parameter #1491

Parameter Description
UrlString url #l4luns Login Tngszuiu
“http://openid.egov.go.th/MobileAuth/Authen/Login.aspx”
OSID saszuUURTRNT (0S) veswonwaiadu dwdu 105 & OSID = 1
ReturnKey URL Schemes fifviunlugdiuues URL Types Imaﬁaqsxﬂﬁmqﬁuﬁﬁmumﬁ
(U7 11-6)
ConsumerKey - sqmﬁamaqiummmwwam%’u

< v A v A [ a v . [
- Duyasian ase. sanli weauasasielunisisentdary Service fiu
as0. (ahte 12)

ConsumerSecret - sfarudmsUluUBLeNWALATUTIY 9
< v A v A [ a ¥ . [
- Dwyasian ase. eanli weauasaielunisienldaiy Service fiu
as0. (ahte 12)

LoginType Usginn909n13 Login tnauuaiy
o« 119 Login Wnetn519n3/ Wi fsgniidadgldauegiusyuy
MailGoThai azdl LoginType U “govid”

o 115 Login lngUseanaw/ yanasssun SRUAAR Y1990 uag
1519015/ W 5nlaiiivaydildnuegiussuy MailGoThai 9l

LoginType 101 “openid”

/7 GOVID
//NSURL *loginURL = [EGAMobileAuthen genlLoginMobileURLWithUrlString:SERVICE_URL_LOGIN_GOVID and0SID:0SID
andReturnKey: RETURN_KEY andConsumerKey:CONSUMER_KEY andConsumerSecret:CONSUMER_SECRET andLoginType:LOGIN_GOVID] ;

J{ OpenlD
NSURL #loginURL = [EGAMobileAuthen genLoginMobileURLWithUrlString:SERVICE_URL_LOGIN_GOVID and0SID:0SID andReturnkKey:RETURN_KEY
andConsumerkey: CONSUMER_KEY andConsumerSecret:CONSUMER_SECRET andLoginType:LOGIN_OPENID];

NSLogl@"LoginURL: %@", [loginURL abscluteStringl);
NSURLRequest srequestObj = [MSURLRequest requestWithURL:leginURL cachePolicy:NSURLRequestUseProtocolCachePolicy

timeoutInterval:6@.8];
[self.openidWebView loadRequest:requestObjl;
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http://openid.egov.go.th/MobileAuth/Authen/Login.aspx

sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsgnTwmaluladansaumeuasnisioas JUleNaNs 1.0

dlo Login 910 Webview 1w 291l Method
“application:openURL:sourceApplication:annotation” 1u AppDelegate ¥1131u Ingagiinn1saonan
310 Url Iﬁaeﬂugﬂ Key-Value lag/ld Method “handleMobileAuthen” ¥99 EGAMobileAuthen 210
Library “libega-core-client” ez Parameter el

Parameter Description
ResponseUrl URL #ilu Parameter 284 Method
“application:openURL:sourceApplication:annotation”
ReturnKey URL Schemes fifviunlugdiuues URL Types
ConsumerKey - ﬁmsﬁamaﬁiumwawwam%u

< v A v A [ a v . [
- Duyesiian ase. eanli ieauasasielunisisentdary Service fiu
as0. (ahte 12)

ConsumerSecret - sfarudmsUluuBLeNWALATUTIY 9

[ v A v A 1Y = v . o
- Uuyasviad ase. sanly wemuUasasitlunisisenlda Service fiu
as0. (ahte 12)

—(BOOL)application: (UIApplication #)application openURL: (NSURL #)url sourceApplication:(NSString #)sourceApplication annotation:
{id)annotation

{
if (lurl) { return NO; }
NSDictionary =dic = [EGAMobileAuthen handleMobileAuthenWithResponselrl:url andReturnKey:RETURN_KEY andConsumerkey:COMSUMER_KEY
andConsumerSecret ; CONSUMER_SECRET] ;
NSArray =arrayKey = [dic allKeys];
NSString *statusText = [dic objectForKey:@"status"];
if {[arrayKey count] = 1) { //logout
if ([statusText isEqualToString: @"'true"]) {
NSLog(@"Logout complete");
self.firstView.userInfo = nil;
[self.userView dismissViewControllerAnimated:YES completion:nill;
}oelse {
NSLog (@"Logout incomplete");
} else { // login
if ([statusText isEqualToString: @"true"l) {
UserInfo #userInfe = [[UserInfo allocl initl;
userInfo.token = [dic objectForKey:&"token"];
userInfo.email = [dic objectForKey:@"mail"];
userInfo.citizenid = [dic objectForKey:@"identifier"];
userInfo.fullname = [dic objectForKey:@"fullname"];
self.firstView.userInfo = userInfo;
[self.loginView dismissViewControllerAnimated:YES completion:nil];
} else {
NSString *errMsg = [dic objectForKey:@"message"];
NSLog (@"Login Incomplete due to : %E", errMsg);
[self.loginView dismissViewControllerAnimated:YES completion:nill;
}
}
return YES;
}
Key Description
. 19.1 1
status #01ULVDINTT Login Laln
A 0o &
o true A HL39
& 1o @
o false An lddusa
o U = SLQJ . .
token Token @nsuLsgnty Service U89 EGA Web Service
. . Y o .
mail E-mail Address U3111N15 Login
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sruvBuduiyAnana1e (e-Authentication Service) nsmwIsTIUAsAUINANIAST e lesEUUE NS URIuARANA

nsznnamalulaasaumnauaznisdoans JUleNaNs 1.0
Key Description
identifier WYUsEdfUsYIrUYeR g Login
fullname Yo-UNANAVIEYINN1T Login
v . 1o & . .
message UYBAIULEAINT Login laidusa (Login Fail)
wnewe): azuansadlunsdlanves status 1y “false” Wiy

11.1.2 019 Logout

Tuugwennaieduazdeaiinisiden Url fildluns Losout fe WebView Taa$1a URL Request
1agld Method “genLogoutMobileURL” 989 EGAMobileAuthen @10 Library “libega-core-client”

WAy Parameter ¢4l

Parameter Description
UrlString URL #ilddm13u Logout Taesziiu
“http://openid.egov.go.th/MobileAuth/Authen/Logout.aspx”
0SID 5¥a OS w89 Application 15U 10S 4 OSID = 1
ReturnKey URL Schemes fifvunlugdiuues URL Types Imaﬁmszﬂﬁmﬁuﬁﬁmumﬁ
(3U9 11-6)

NSURL #logoutURL = [EGAMobileAuthen genLogoutMobileURLWithUrlString:SERVICE_URL_LOGOUT_GOVID and0SID:0SID andReturnKey:
RETURN_KEY] ;

NSURLReguest srequestObj = [NSURLRequest requestWithURL:loegoutURL cachePolicy:NSURLRequestUseProtocolCachePolicy
timeoutInterval:6@.8];

[self.localWebView loadRequest: requestObj];

dlo Logout 910 Webview W 229l Method
“application:openURL:sourceApplication:annotation” 1u AppDelegate ¥1131u Ingagiinn1saonan
310 Url Iﬁaiﬂugﬂ Key-Value lagly Method “handleMobileAuthen” ¥ EGAMobileAuthen 210
Library “libega-core-client” wag Parameter Farelud

Parameter Description
ResponseUrl URL #iilu Parameter 84 Method
“application:openURL:sourceApplication:annotation”
ReturnKey URL Schemes fifvunlugduues URL Types
ConsumerKey - ﬁmiﬁmaﬂumwawwam%u

< v A v A [ a v . [
Juyasiai ase. eanly Litemnudasadelunmsisenldnu Service fiu
a30. (Avve 12)

ConsumerSecret - sfarudmSUluUIBLeNWALATUTIY 9
- Wuyasirai ase. senlil liearulasasitlumsiSenldanu Service fu
a50. (e 12)
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srUvduduiyAnanans (e-Authentication Service) nsimusEUVasaumAnAsTeNlessr uUEusuiyanana

nsgnsImAlulagasaumALaEN1SaeaNT JUBNANS 1.0

—(BOOL)application: (UlApplication *)application openURL: (NSURL #*)url sourceApplication:{NSString *)sourceApplication annotation:
{id)annotation

{
it (lwrl}) { return NO; }
NSDictionary #dic = [EGAMobileAuthen handleMobileAuthenWithResponselrl:url andReturnKey:RETURN_KEY andConsumeriey:CONSUMER_KEY
andConsumerSecret : CONSUMER_SECRET] ;
NSArray sarraykKey = [dic allKeys];
NSS5tring #statusText = [dic objectForKey:@"status"];
if ([arrayKey count] == 1) { //logout
if {[statusText isEqualToString: @"true"l) {
NSLog (@"Logout complete");
self.firstView.userInfo = nil;
[self.userView dismissViewControllerAnimated:YES completion:nill;
} else {
NSLog(@"Logout incomplete");
} else { // login
if {[statusText isEqualToString: @'true"]) {
UserInfo suserInfo = [[UserInfo alloc)] init];
userInfo.token = [dic objectForKey:@"token"];
userInfo.email = [dic objectForKey:g"mail"];
userInfo.citizenid = [dic objectForkKey:@"identifier"];
userInfo.fullname = [dic objectForKey:@"fullname"];
self.firstView.userInfo = userInfo;
[self.loginView dismissViewControllerAnimated:YES completion:nill;
} else {
NSString *errMsg = [dic objectForKey:@"message"];
NSLog(@"Login Incomplete due to : %&", errMsg);
[self.loginView dismissViewControllerAnimated:YES completion:nill;
}
}
return YES;
}
Key Description
v 1
status #01ULVDINT Logout IWLLﬂ
A 0o &
o true ABD &L99
= 1o &
o false Ao laid15q
[ . I'L 1o @& . .
message PYPAINUEAINIT Login ta159 (Login Fail)
o | d’J@L a1 < « 9 | 5
NRUBLNR): LUAAIANULUNTUAIYBY status WU “false” MUY
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11.2 szuudjianis Andriod

nsiauluugwennAntulusesiussuuuusnis Andriod Tanunsaldaussuugudusiyaena
nanatu gimwveahenudnludesidiunisiiiu Library %871 “ega_crypto_lib” (1 @50, dawsey

1 1l Project

11.2.1 019 Login

Weaniunisiiy Library 3eusasuad antuazyinnasisen Url alglunis Login dne WebView

1awas19 URL Request 1nald Method 91n Library “ega_crypto_lib” way Parameter ¢iail

Parameter

Description

LOGIN_URL

Url #l#luns Login Tneseyu
“http://openid.egov.go.th/MobileAuth/Authen/Login.aspx”

OsSID

siaseuuUURnTg (0S) vasuwanndaty dwsu Andriod 8 OSID = 2

returnkey

URL Schemes #5uanauin (nediulvgazszydudiowenndintud
wihguiu 9 fvuall)

type

Uselnnaean1s Login Tnsuuadu

« M3 Login Tnedhsanis/ imihiisgiivadildnuegiussu
MailGoThai 9%il LoginType \Ju “govid”

o M7 Login lngUseunvw/ yanasssun TAYAAR ¥1619R Lay
fr51wms/ Wi sgilisiiydldauegfussuu MailGoThai 9¢d
LoginType \Ju “openid”

Consumerkey

- YASTEvRIlUUNgLONNELATY
- Wuyasitai ase. senli wearulasasielunmsiSenldanu Service fiu
d50. (gvive 12)

Consumersecret

- sfarudmsuluUBLeNWALATUTIY 9
< v A v A [ a v . [
- Duyasian ase. eanli weauasaielunisisentday Service fiu
d50. (Ve 12)

nonce

Timestamp

> aunsaniilvian Library 7 http://openid.egov.go.th/publish/DevMain.aspx

EGA

7111 40

drinanusgunadidnvseiing (asAnisumuu) OpenlD_SSO_AdminManual_1.0_25032014



http://openid.egov.go.th/publish/DevMain.aspx

seuvuduimyananand (e-Authentication Service) MW syuvasaumanasgiwelesssuvududiuanana

AsgnsranaluladasaumaALaznsEeaIs

JUeNET 1.0

KRUYLYS):
E—

lun1sien Url 1u (Url Request) dgfaaiinsidnsvia (Encode) Yoyanae Method 31 Library
\@onou naMAe

- yNMSB3En Method “s7 = SecretUtil.encodeSecret(consumersecret)” Liiayinn1s.U15%a
“consunersecret” wagiaflaunAuliludnlsnagein “s7”

- Method “enSecret = CryptoUtil.encrypt(consumersecret, s7,

Long.toString(nonce))” ag1in “s7” fiu “nonce” TUNSWaAU “consumersecret” 8nA33

wazilAulAAdILUS “enSecret”

package or.th._ega.demogovid;

import
import
import
import
import
import
import
import

import
import

import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

jJava.io.l0OException;

jJava.net.URI;
Java.net_URISyntaxException;
jJava.net.URLDecoder;
Java.net_URLEncoder;
Java.security.GeneralSecurityException;
Java.security._NoSuchAlgorithmException;
jJava.util_HashMap;

jJavax.net.ssl_HostnameVerifier;
Javax._net._ssl _HttpsURLConnection;

org.apache._http.HttpEntity;
org.apache._http.HttpResponse;
org.apache.http.client.methods.HttpGet;
org.apache._http.conn.scheme.Scheme;
org.apache._http.conn.scheme.SchemeRegistry;
org.apache_http.conn.ssl._SSLSocketFactory;
org.apache._http.conn.ssl.X509HostnameVerifier;
org.apache._http.impl._client_DefaultHttpClient;
org.apache._http.impl.conn.SingleClientConnManager;
org.apache._http.util _EntityUtils;
org.json.JSONArray;

org.json.JSONException;

org.json.JSONObject;

th.or.ega.common.utils.CryptoUtil;
th_or._ega.common.utils_SecretUtil;

android.net.http.SslError;
android.os.Bundle;
android.os.StrictMode;
android.annotation.SuppressLint;
android.app-.Activity;
android.app.Dialog;
android.graphics._Bitmap;
android. text.TextUtils;
android.util .Base64;
android.util.Log;
android.view.View;
android.view_ViewGroup;
android.view.Window;
android.view.View.OnClickListener;
android.webkit.CookieManager;
android.webkit.SslErrorHandler;
android.webkit.WebView;
android.webkit.WebViewClient;
android.widget.Button;
android.widget_EditText;
android.widget.TextView;
android.widget._Toast;
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@SuppressLint("'SetJavaScriptEnabled™)
public class LoginActivity extends Activity {

WebView webview;
TextView txt_response;
private final String consumerKey = ""“OOOOOOXXXXXXX
private final String consumerSecret = "OOOXXXXXX'";
private String token = ""';
private final long nonce = System.currentTimeMillis();
private final String LOGIN_URL =
"http://openid.egov.go.th/MobileAuth/Authen/Login.aspx?0S1D=2&returnkey=xxxxxx&type=open
id";

private String init(String _urh){
try {
String s7 = SecretUtil.encodeSecret(consumerSecret);
String enSecret = Base64.encodeToString(CryptoUtil._encrypt(consumerSecret,
s7, Long.toString(nonce)),android.util.Base64.DEFAULT);

return LOGIN_URL.concat('&consumerkey="" + URLEncoder .encode(consumerKey)
+ "&consumersecret=" + URLEncoder.encode(enSecret)
+ ""&nonce=" + nonce);

} catch (NoSuchAlgorithmException e) {
e.printStackTrace();

} catch (GeneralSecurityException e) {
e.printStackTrace();

} catch (10Exception e) {
e.printStackTrace();

s

return null;
s
@Override

protected void onCreate(Bundle savedlnstanceState) {
super .onCreate(savedInstanceState);
setContentView(R. layout._activity main);

webview = (WebView)findViewByld(R.id.webview);
txt_response = (TextView)findViewByld(R.id.txt_response);
webview.getSettings() -setJavaScriptEnabled(true);
webview.setlnitialScale(100);

webview.setWebViewClient(new WebViewClient() {

/**

*

*/

@Override

public void onPageStarted(WebView view, String url, Bitmap favicon) {
HashMap<String, String> para = new HashMap<String, String>();
String[] splitUrl = url._split(C"\\?");
Log-e('url™, url);
Log.e('sphiturl[0]", spliturl[0]);

if ('http://mobile.ega.or.th/oscc”.equals(spliturl[0].trim(Q))) {
String[] param = splitUrl[1].split("\\&");
for (int i = 0; i < param.length; i++) {
String[] p = param[i]-split("'\\=");
if (p-length ==
Log.-e('param0”, p[0]-trimQ));
para.put(p[0].trimQ), null);
if (p-length == 2)
Log.e('param0”, p[0].trimQ));
Log-e(paraml™, p[1]-trimQ));
para.put(p[O].trimQ), p[1].trimQ));
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it ("true”.equals(para.get(“status™).toString())) {
webview.stopLoading();
/**
* 1f parameter "status® return true = Login success
*/
Log-e('Login®™, "SUCCESS™);
Toast.makeText(LoginActivity.this, " LOGIN SUCCESS™,
Toast.LENGTH_LONG) .show();

/**
* decrypt token
*/
try {
String s7 = SecretUtil_encodeSecret(consumerSecret);
token =
CryptoUtil._decrypt(android.util _Base64._decode(URLDecoder .decode(para.get('token™)),andro
id.util .Base64.DEFAULT), s7, para.get(‘'nonce'));
} catch (GeneralSecurityException e) {
e.printStackTrace();
} catch (10Exception e) {
e.printStackTrace();
}

// custom dialog

final Dialog dialog = new Dialog(LoginActivity.this);
dialog.requestWindowFeature(Window.FEATURE_NO_TITLE);
dialog.setContentView(R.layout._dialog_req_quota);
dialog.setTitle(nyunsenaninslszamu’™) ;

final EditText txt_id = (EditText)
dialog.findViewByld(R.id.txt_id);

Button btn_ok = (Button) dialog.findViewByld(R.id.btn_ok);

Button btn_cancel = (Button)
dialog.-findViewByld(R.id.btn_cancel);

btn_ok.setOnClickListener(new OnClickListener() {

@Override

public void onClick(View v) {
dialog.dismiss();
String citizenlD = txt_id.getText().-toString();
JSONArray resText = wsGetProfile(token, citizenliD,

consumerkKey) ;

txt_response.setVisibility(View.VISIBLE);
txt_response.setText(resText.toString());

}
s
btn_cancel .setOnClickListener(new OnClickListener() {
@Override
public void onClick(View v) {
// show receiver
dialog.dismiss();
finish(Q;

:
dialog.show();

} else if (false”.equals(para.get(‘“status™)._toString())) {

webview.stopLoading();
/**

* 1If parameter "status® return false = Login fail.

* and clear cookie iIn webview

*/

CookieManager cookieManager = CookieManager.getlnstance();
cookieManager .removeAlICookie();

Log-e('Login®™, "FAIL™);
Toast.makeText(LoginActivity.this, "LOGIN FAIL™,

Toast.LENGTH_LONG) .show();
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}
}

// default method webview component

@Ooverride

public boolean shouldOverrideUrlLoading(WebView view, String url) {
view.loadUri(url);
return true;

// default method webview component
@Ooverride
public void onReceivedSslError(WebView view, SslErrorHandler handler,
SslError error) {
handler.proceed();

}
:
webview. loadUr1 (init(LOGIN_URL));
}
public JSONArray wsGetProfile(String _token, String _citizenlD, String
_consumerKey){
URI uri = null;
try {

uri = new URI(https"™, "ws.ega.or.th',
“/ws/dopa/personal/profile/normal™,”CitizenlD="+_citizenlD, null);
} catch (URISyntaxException e) {
e.printStackTrace();
by

String wsUrl = uri._toASCIlI1String();
Log.e(C'wsUrl™, wsUrl);
JSONArray result = wsGetJSON(wsUrl, _consumerKey, _token);

return result;

}

private JSONArray wsGetJSON(String _wsUrl, String _consumerKey, String _token) {
StrictMode.ThreadPolicy policy = new
StrictMode.ThreadPolicy.Builder(Q).permitAl1 () .build(Q;
StrictMode.setThreadPolicy(policy);
// Create a new HttpClient and Header
DefaultHttpClient httpclient = null;
it (wsUrl.startsWith('https™)) {
httpclient = certificateAcceptor();
Yelse if (wsUrl.startsWith("'http™)) {
httpclient = new DefaultHttpClient();
}

HttpGet httpget = new HttpGet(_wsUrl);
HttpResponse response = null;
StringBuilder respText = null;
JSONArray respJSON = null;

try {
httpget.setHeader("Content-type™, "application/json™);

if (ITextUtils.isEmpty(_consumerKey)) {
httpget.setHeader(*'Consumer-Key", _consumerKey);

}
if (ITextUtils.isEmpty(_token)) {
httpget.setHeader("'Token™, _token);

// Execute HTTP Post Request
response = httpclient.execute(httpget);
HttpEntity entity = response.getEntity();
respText = new StringBuilder(EntityUtils_toString(entity));
// Parse String to JSON
try {

iT (respText.toString().-startsWith('[')) {

respJSON = new JSONArray(respText.toString());
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}else if (respText.toString().startsWith('{")) {
respJSON = new JSONArray() .put(new JSONObject(respText.toString()));

¥

} catch (JSONException e) {
e.printStackTrace();

s

entity.consumeContent();
} catch (10Exception e) {

e.printStackTrace();
}finally{

httpget.abort();

respText = null;

}

return respJSON;

}

// accept all certificates.
public DefaultHttpClient certificateAcceptor() {

HostnameVerifier hostnameVerifier =
org.apache._http.conn.ssl_SSLSocketFactory ALLOW_ALL_ HOSTNAME_VERIFIER;

DefaultHttpClient client = new DefaultHttpClient();

SchemeRegistry registry = new SchemeRegistry();

SSLSocketFactory socketFactory = SSLSocketFactory.getSocketFactory();

socketFactory.setHostnameVerifier ((X509HostnameVerifier) hostnameVerifier);

registry._register(new Scheme("'https’, socketFactory, 443));

SingleClientConnManager mgr = new SingleClientConnManager(client.getParams(),
registry);

DefaultHttpClient httpclient = new DefaultHttpClient(mgr,client.getParams());

// Set verifier
HttpsURLConnection.setDefaultHostnameVerifier(hostnameVerifier);
return httpclient;

\e Login 910 Webview W1uazil Response nduun el

http://mobile.ega.or.th/[returnkey]?status=true&mai l=x.xxxxx@ega.or . th&ful Iname=%e0%b8%a
d%e0%b8%a3%e0%b8%a3%e0%b8%96%e0%b8%9e%e0%b8%a5%20%e0%b8%9a%e0%b8%a3%e0%b8%a3%e0%b8%a5%e0
%b8%b7%e0%b8%ad&token=KmcUhzQ9JSKFyxVr jLUDB3T3zVMIBCcBRWVEXdiRL6CX%2b50KqVjWI1J4uTVLLb%2bF
gb&nonce=1393928493237&identifier=akKvVt1JIfEgMcsKuxPiDYcRg%3d%3d

Parameter Description

returnkey URL Schemes #5uanauin (nediulvgazszydutiowenndintud
wihgauiu 9 Avuald)

status a01UrY89n15 Login laun
o true A9 @159

=l 1 o @
o false Ao ludi59

mail E-mail Address 483511113 Login

fullname %a-umaqamaqr{{ﬁﬂmi Login

token Token @ wsuisenld Service 983 EGA Web Service
nonce Timestamp
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Parameter Description

identifier WYUsEdfUsyrIruYe g Login

11.2.2 019 Logout

Tuuiglenndiaduaziowinnisisen Url Alglunis Logout aae WebView Iawasne URL Request
1aelY Parameter fiail

Parameter Description
LOGOUT _URL Url #l#luns Login Tneszydu
“http://openid.egov.go.th/MobileAuth/Authen/Logout.aspx”
OSID sWasEUUUATRNS (0S) vawennalady
@w¥u Andriod 3 OSID = 2
returnkey URL Schemes fi3uAndusn (nsaulngjazszyidudononndindud
MpuTY 9 funl3)

package or.th._ega.demogovid;
import java.util_HashMap;

import android.net._http.SslError;
import android.os.Bundle;

import android.annotation.SuppressLint;
import android.app-Activity;

import android.app-ProgressDialog;
import android.graphics.Bitmap;

import android.util.Log;

import android.webkit_SslErrorHandler;
import android.webkit.WebView;

import android.webkit_WebViewClient;
import android.widget.Toast;

@SuppressLint('SetJavaScriptEnabled™)
public class LogoutActivity extends Activity {

WebView webview;
private final String LOGOUT_URL =
"http://openid.egov.go.th/MobileAuth/Authen/Logout.aspx?0SID=2&returnkey=xxxxxx"";

@Override

protected void onCreate(Bundle savedlnstanceState) {
super .onCreate(savedlnstanceState);
setContentView(R. layout._activity main);

webview = (WebView)findViewByld(R.id.webview);
webview.getSettings() .setJavaScriptEnabled(true);
webview._setlnitialScale(100);

webview.setWebViewClient(new WebViewClient() {

@Override

public void onPageStarted(WebView view, String url, Bitmap favicon) {
super .onPageStarted(view, url, favicon);
HashMap<String, String> para = new HashMap<String, String>();
String[] splitUrl = url._split(C"\\?");
Log-e('url™, url);
Log.e('sphiturl[0]", spliturl[0]);
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it ('http://mobile.ega.or.th/oscc”.equals(splitUrl[0].trim(Q))) {
String[] param = splitUrl[1].split("\\&");
for (int i = 0; 1 < param.length; i++) {
String[] p = param[i].-split("'\\=");
if (p-length == 1)
para.put(p[0].trimQ), null);
if (p-length == 2)
para.put(p[O].trimQ), p[1]-trimQ));
}

if ("true”.equals(para.get(“status™)._toString())) {
webview.stopLoading();
/**
* if parameter "status” return true = Logout success
*/
Toast.makeText(LogoutActivity.this, "LOGOUT SUCCESS™,
Toast.LENGTH_LONG) .show();

} else if (false”.equals(para.get(‘“status™)._toString())) {
webview.stopLoading();
/**
* if parameter "status” return true = Logout fail
*/
Toast.makeText(LogoutActivity.this, "LOGOUT FAIL™,
Toast.LENGTH_LONG) .show();

}
}

@Override

public boolean shouldOverrideUrlLoading(WebView view, String url) {
view.loadUri(url);
return true;

}

@Override
public void onReceivedSslError(WebView view,
SslErrorHandler handler, SslError error) {
handler.proceed();

}
:
webview. loadUr 1 (LOGOUT_URL);

[

Ay Response %&131n Request Uil

http://mobile.ega.or.th/[returnkey]?status=[status]

Key-value Description

returnkey URL Schemes #5uanauin (nediulvgazszydudiowenndintud
NUTY 9 Avuald)

status a0UrY0IN15 Logout Len
o true Ao @159

= 1 o I3
o false Ao ludi59
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11.3 nsisenvedoyaunnauasgldanu

luuguenndintuvewnhenuaunsadiunsiienvedeyauanavesldauiu q lugluuu AP

U 9

De

19 Tnedivunounsisenldnudeyaunnariu Government APl fadl

1) %3 Validate
1.1) @uwee Consumer Key uag Consumer Secret Liaws Token Hazitln Session Tun1s
Senle Service Inan1s HTTP Request 1ne35 GET

A5ms Url

GET https://ws.ega.or.th/ws/auth/validate?ConsumerSecret=<ConsumerSecret>&
AgentlD=<AgentID>

Key/ Parameter Required Type Description
ConsumerSecret Required String ﬁqmﬁaﬁ a390. panv ileaulaenstely
n3t3enlgau APl
AgentID Required String |« tavtnsUsETTLvesiinngdeyaly
REASAY)

o Wuanfianunsavsuenlen User Tafiidh
1l797u Service Tu Session ﬁ?u 9

o 1JuF1 Unique ID 903usag Session 1ag
N9 @58, AMuualild

1.2) @ uwed HTTP HEADER

Key Description

Consumer-Key YAsVad @59, 0anty Lileaulasnadlunsisenldanu AP

mnnsiuliiiveiianain Service AEN1TRBUNAUAIE http status code: 200 OK Way
Token fianunsathluldusgnaumsiau AP Tun1siSenvedeyasing o Aall

200 OK
{
"Result: "<TOKEN_KEY>"
}
Key Description
TOKEN_KEY Token szuuwes ase. aswlikazadsnauun o lulglu

s AP Senldtaya
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v

Ing Status Code N92UUIL WAINAU (Response) UNETIRUNIMNIIU LRIl

Status Code Status Phrase Description
200 OK Service Yhnsaualalluuni
204 No Content liwudogadidesns
400 Bad Request finsfimun Parameter unldnsuviselignaes
401 Unauthorized galailavinnng Validate Consumer Key
403 Forbidden Lilssuouanalildau Service ifdadenld
404 Not Found T3y Service el
405 Method Not Allowed Senle9u Service WU http Method ﬁlﬂigﬂﬁm
500 Internal Server Error fideRananaRaTu L im&whny
503 Service Unavailable Service Yanemsldaunsaliusnisla

v

2) ¥n95un Request 1835 GET wazsoevinn1sils HEADER #9il

Parameter Value
Content-Type application/x-www-form-urlencoded
Consumer-Key quﬁaﬁ a50. DONl
Token Token #ilé§unduanain ase. luns Validate 416y

vaewme): Tun151n Token wnldisenvadayakiu Government APl 1y

Fuduazsoavinnisasnsanaui luly

faa819n150005%a Token

/**
* decrypt token
*/
String s7 = SecretUtil._encodeSecret(consumerSecret);
token =

CryptoUtil ._decrypt(android.util _Base64.decode(URLDecoder.decode(para.get(*'token™)),andro
id.util _Base64_.DEFAULT), s7, para.get(‘'nonce'));

WAy Request vedeyayanavasldauiy 9 luguuuu APl duagdeainmsiSendiu Ul uag

Parameter »4i)

38013 Url
GET https://ws.ega.or.th/ws/dopa/personal/profile/normal?CitizenID=<CitizenID>
Parameter Required Type Description
CitizenID Required String | vunelavdnsUseyvu 13 vdn voeldau
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a991n7ds Request ssuluiSuuSosudn S¥UUEYINITES Response NAUNN AIAI8EN9

KRUNYLYAG):
EE—

nsisenveteyadiuuaradldeuniy Url 99y ssuuazinmsneunduteya (Response) dulaun

NUYLEVVATUTZVIBU 13 %N
mumthde (mwlne)
%aa’%a-%aﬂmq-umaqa (nwlne)
Ll

TW/ARU/A WA, LAn

91

A01ULNSHYIN

foyafiey

¥ o

ToyarinUnsussuvu (9u Juinew/d wa. ihdng Tu/inew/d w.a. MUnsvune1y an1uiivin

Y 1

URT AUILNUNTURST)

[ a

Toyadyu A (W dyvintagiu dyuddy Twinew/d we. Mufeudyia)

€

PRI

[{"Address_Moo":"","IssueDate":"","Age":"29","NameTH_First
Name":": #d","Citizen|D":" 5 SIS S i " "Address_Soi
L1 "lssuerlD™:"","Father_Nationality":null,"Address_Amphur":
"lwee e " "Address_Alley™:"","NameTH_Prefix":"u1s","Do
micileDate":null,"NameEN_FirstName":null,"ExpireDate™:"","M

other_FirstName":null,"Address_Province":"asaivnuwiumas",
NameEN_Prefix":null,"PersonStatus”:" it mat","Address_No"

Tt Sex™"aw","Address_Tumbol™:" ¢ v " "NameT
H_SurName":"+ . ","DomicileType":null,"DomicileStatus”:n
ull,"Address_Road":"","IssuerPlace™:"viasdutusm s «os " "Bir
thDate™:" & % 1","Nationality":"vlmal","NameTH_MiddIeNa
me":"" "AddressID":" S0 " "Nationality_Old™:"","Mot

her_Nationality":null,"NameEN_MiddleName":null,"IssuerAge
ncy™:"","Mother_CitizenID":null,"Nationality_ChangeDate":"","
Father_CitizenID":null,"NameEN_SurName":null,"Father_First

Name":null}]

Parameter

Description

CitizenID

PUEERVURTUTEIRIUTEV WU 13 KN

NameTH_Prefix

o o

Mo (wlne)

NameTH_FirstName

=

9959 (M lne)

NameTH_MiddleName

=

Fanana (nwlne)

NameTH SurName

wana (Mwlney)

Sex LW

BirthDate Fu/idowA w.e. 1ia tnefisuwuuiu YYYYMMDD
Age 91y

PersonStatus anurn1siined
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Parameter Description

AddressID shaUszaUu

Address No thuaedi

Address Moo 3

Address_Alley AN

Address_Soi LY

Address Road U

Address_Tumbol AU/ WU

Address_Amphur DN/ LUA

Address_Province N

IssueDate Fu/douA wa. Mihins Tnefisuuuuidu YYYYMMDD

ExpireDate Fu/dou/A w.a. Adasnuaey Tnefsuuuuidu YYYYMMDD

IssuerlD sviaUsEdakeantng

IssuerPlace aonuiteantng

IssuerAgency wihenuiteantng

Nationality Foyf

Nationality Old GATEEIGH

Nationality ChangeDate Jundtewd wa. Mdsudywd Ipefiguuuuidy YYYYMMDD

12.519821280U ¢

12.1 fulsUsAundasszylumnaAifes (Request)

FEUUATAUNA/ wonnanduvaathenudndunssesBuduinuiussuugudusiunnanalinou
A A = 1% Y a o aa v v Y o &
wienazisenly APl lnglumstududissuuuazuonndiaduinsenly APl azfaaszysmuUseall

Key/ Parameter Required Description
1 | ServiceCode %39 éfaﬂizu - SWAVDITTUVETAUNA/ LONNALATUYDY
Consumer Key n89ulU 9 (OAuth Consumer Key)

< o A v A L
- JJwyesiian ase. sanlv weauUasasiely
nssentda EGA Web Services

2 | Passcode %38 IONPEAY - SWEHUEMSUTEUUATAUNA/ LONNALATUYDY
Consumer Secret MUY 9 (OAuth Consumer Secret)

< o A v A L
- JJwyesiian ase. sanlv weauUasasiely
nsisenlda EGA Web Services

VANELR): HAWATEULATTAUINA/ wonndiadl/ luuiguendiaduvesmiisnuainsaameilounisvely
EGA Web Service 989 &@59. 19155 UU9AN15USN591nURSUSEAUEN151N5A (http://dev.egov.go.th)
WIvdaUnUI18aLduaiuANlAT helpdesk@ega.or.th %38 1n3. 0-2612-6060
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AMANUIN N. A2I8819 Source Code

6) Asp.net CH#

1.1) SSOLogin

using System;

using System.Collections.Generic;

using System.Configuration;

using System.Data;

using System.Data.Sq\;

using System.Web;

using System.Web.Security;

using System.Web.Ul;

using System.Web.Ul.WebControls;

using DotNetOpenAuth.Openld;

using DotNetOpenAuth.Openld.Extensions.AttributeExchange;
using DotNetOpenAuth.Openld.Extensions.SimpleRegistration;
using DotNetOpenAuth.Openld.RelyingParty;

using OpenldRelyingPartyWebForms;

public partial class SSOLogin : System.Web.Ul.Page

{
Hregion a5ty Code #l3l¥an1sAUEBINITYIN OpenlID

private const string RolesAttribute = "http://samples.dotnetopenauth.net/sso/roles";

//ussiiniigoaundlidu OpenlD Provider figasnisidau
private const string OpenldProviderURL = "https://testopenid.ega.or.th/";

private static OpenldRelyingParty relyingParty = new OpenldRelyingParty();

static SSOLogin()
{

// Configure the RP to only allow assertions from our trusted OP endpoint.
EndpointSelector ep = new EndpointSelector(EndpointFilter);
relyingParty.EndpointFilter = ep;

}

protected static bool EndpointFilter(IProviderEndpoint ipep)
{

return ipep.Uri.AbsoluteUri == OpenldProviderURL + "server.aspx";

9 A-1
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protected void Page Load(object sender, EventArgs e)
{
//innsadns Url vaswthiigasnsiddendu Tneluiiilddanduund wmiiuia
string[] segments = Request.Url.Segments;
string pathToPage = "";
for(int i=0; i<segments.Length-1; i++) {
pathToPage += segmentsli];
}
UriBuilder returnToBuilder = new UriBuilder(Request.Url);
returnToBuilder.Path = pathToPage+"SSOLogin.aspx";
returnToBuilder.Query = null;
returnToBuilder.Fragment = null;
Uri returnTo = returnToBuilder.Uri;
returnToBuilder.Path = "/";

//0u%n Url aslu Realm

Realm realm = returnToBuilder.Uri;

//81laiAe Request W1nau Respones azidu “null”
IAuthenticationResponse response = relyingParty.GetResponse();
if (response == null)
{
//itevin Single Sign-On 151azdeffldflugla OpeniD Provider was ICT Taglailvigfldiden
try
{
IAuthenticationRequest request = relyingParty.CreateRequest(
OpenldProviderURL,
realm,

returnTo);

//Attributes fifiasn135504vaa1n OpeniD Provider ¥a4 ICT

/Nagldnanns AttributeExcahnge (AX)

var ax = new FetchRequest();

ax.Attributes.Add(new AttributeRequest(WellKnownAttributes.Contact.Email, true));

ax.Attributes.Add(new AttributeRequest(WellKnownAttributes.Name.FullName, true));

ax.Attributes.Add(new AttributeRequest(WellKnownAttributes.Name.Alias, true));

ax.Attributes.Add(new AttributeRequest("http://www.egov.go.th/2012/identifier/citizenid",
true));

ax.Attributes.Add(new AttributeRequest("http://www.egov.go.th/2012/identifier/usertype",

true));

request.AddExtension(ax);

//d4 Request lUgils OpenlD Provider w89 ICT
request.RedirectToProvider();

EGA | Wi N-2
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}
catch(Exception eNull)
{

errorLabel.Text = @"l3iwu OpenID end point @g@IANRINNTAINUTEY Url Aew3alildvinnas

L‘ﬁu SSL Certificate U89 Trusted Root Store Uum?%ae Server";
}
}
else
{
switch (response.Status)
{
case AuthenticationStatus.Canceled:
/7l denian
break;
case AuthenticationStatus.Failed:
/7§14 Authenticate 13isinu
break;

case AuthenticationStatus.Authenticated:

//v‘hmiﬁ\i%'ayaﬁlﬁ%'ummn OpenlD Provider aanu

FetchResponse fetchResponse = response.GetExtension<FetchResponse>();

State.FetchResponse = fetchResponse;

string claimed = response.FriendlyldentifierForDisplay;

string userName =
State.FetchResponse.Attributes[WellKnownAttributes.Name.Alias].Values[0];

string fullName =
State.FetchResponse.Attributes[WellKknownAttributes.Name.FullName].Values[0];

string identifier =
State.FetchResponse.Attributes["http://www.egov.go.th/2012/identifier/citizenid"].Values[0];

string email =
State.FetchResponse.Attributes[WellKknownAttributes.Contact.Email].Values[0];

string userType =
State.FetchResponse.Attributes["http://www.egov.go.th/2012/identifier/usertype"].Values[0];

UserMappingAndAuthorization(claimed, userName, fullName, email, identifier, userType);

break;
default:
break;
}
}
}
#endregion

£GA
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#region code °1ud'au5maﬁ'§ua§jﬁ'vLwiazizwmsaumm/ JTUU e-Service YBINUIBIUNASTT

/// <summary>

/17 Uszuand iy (userType) gnuuseanilu 4 Ussiam Fail

/// nsdiitussamildan = Citizen: Uszwnvw/ yanasssuan siauszsdaldamandu “audssddauszovy”
(13 wan)

/17 nsditussamgldan = JuristicPerson: Ayana siaUszdgldauezndy “wansoudfyana**

1/ nszﬁﬁﬂizmmﬁ%’qm = Foreigner: ¥1901991A siaUsEandagldauazdu “siaUsTmATioanaIug e
\n3eenuY “—”uazaudievaneiauniisdeliunng (Passport)” 1y USA-C00001549 1iudux*

/17 nsdituszamildan = GovernmentAgent: 151913/ Wwithitsg swiauszddaidaandu
“auUszanaiuszengu” (13 wén)

/17

/17 dimundas Implement Method i Litensasaud fldemuiifiswadnariduaundnvesszuvasaumavas
MidguvinueguaInIa L

/77 1) &nJugan@n Method § finasay Load Fayan 9 ﬁaﬁ’nﬂué’m%’wﬂ%’muﬁu 9 Tdl5lu Session #3adu 9
anudivinuldluntirae Login Und

/// aniuSe Redirect gldnuludmirendnvasusnig

/// 2) flaifluaundn vhua'ma::“lﬁ’g’fl%'muvimﬁvhmsaﬁﬂiam%nLﬁﬂﬂ'au 1ne Redirect TUgawitin SSORegister

/1!

/// </summary>

/// <param name="userldentifier"></param>

protected void UserMappingAndAuthorization(string openld, string userName, string fullName, string
email, string userldentifier, string userType)

{
Response.Write(String.Format("Openld : {0} <br/>", openid));
Response.Write(String.Format("Username : {0} <br/>", userName));
Response.Write(String.Format("Name : {0} <br/>", fullName));
Response.Write(String.Format("E-mail : {0} <br/>", email));
Response.Write(String.Format("Identifier : {0} <br/>", userldentifier));
Response.Write(String.Format("User type : {0} <br/>", userType));

#endregion

¥

> yaneme: J990unne ase. delifitunaunisnsiadeuaiugnaedvesteyamanil FaTunauns
AyRdeUnUIzgnimuNludAudealy e ase. Fsliwusihlvdeyailuldnulunmstududiiynnaiss

¥ N-4
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1.2) SSORegister

using System;

using System.Collections.Generic;

using System.Web;

using System.Web.Ul;

using System.Web.Ul.WebControls;

using System.Xml.XPath;

using DotNetOpenAuth.Openld;

using DotNetOpenAuth.Openld.Extensions.AttributeExchange;
using DotNetOpenAuth.Openld.RelyingParty;

using DotNetOpenAuth.Openld.Extensions.SimpleRegistration;
using OpenldRelyingPartyWebForms;

using DotNetOpenAuth.OAuth;

using DotNetOpenAuth.Messaging;

using DotNetOpenAuth;

using DotNetOpenAuth.ApplicationBlock;

using DotNetOpenAuth.OAuth.ChannelElements;

using DotNetOpenAuth.OAuth.Messages;

//Lib Tun1sfsataanan Xml vas dse.

using GITS_SSO;

public partial class SSORegister : System.Web.Ul.Page

{
//ufl 2 AAUAIUTD e-service A9 9
/74 dse.azuAuiviun 2 AAUlR
private const string consumerKey = "sampleconsumer";

private const string consumerSecret = "samplesecret”;
#region nseillu code MAldInn1siuGBoIN15¥i1 OAuth uzaSy

//Url Tunsva Xml

private const string xmlUrl = "https://testopenid.ega.or.th/XmlUserInfo.aspx";

//Url 999 OAuth Provider

private const string oAuthUrl = "https://testopenid.ega.or.th/OAuth.ashx";

protected void Page Load(object sender, EventArgs e)
{
if (llsPostBack)
{
//OAuth
if (Session["WcfTokenManager"] != null)
{
//3ua%19 OAuth Request

£GA
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WebConsumer consumer = this.CreateConsumer();

AuthorizedTokenResponse accessTokenMessage = consumer.ProcessUserAuthorization();

if (accessTokenMessage != null)

{
Session["WcfAccessToken"] = accessTokenMessage.AccessToken;
Session.Remove("WcfTokenManager");

//4n Access Token lduan Xml uda Bind L°ng"1§j Registeration Form
string path = String.Format("{0}?AccessToken={1}", xmlUrl,
Server.UrlEncode(accessTokenMessage.AccessToken));

SSOUserInfo ssoUl = new SSOUserInfo(path);
this.bindValueToPage(ssoUl);

}

else

{
UriBuilder callback = new UriBuilder(Request.UrD);
callback.Query = nuly;
Dictionary<string, string> requestParams = new Dictionary<string, string>();
requestParams.Add("scope”, "");

UserAuthorizationRequest response =
consumer.PrepareRequestUserAuthorization(callback.Uri, requestParams, null);

consumer.Channel.Send(response);

}

else

{
WebConsumer consumer = this.CreateConsumer();
UriBuilder callback = new UriBuilder(Request.Url);
callback.Query = nul};

Dictionary<string, string> requestParams = new Dictionary<string, string>();
requestParams.Add("scope", "");

UserAuthorizationRequest response =
consumer.PrepareRequestUserAuthorization(callback.Uri, requestParams, null);

consumer.Channel.Send(response);

private int ConvertTolnt(string input)

{

int result = 0;

£GA
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result = Convert.Tolnt32(input);
}

catch

{

result = 1;

}

return result;

private WebConsumer CreateConsumer()

{

InMemoryTokenManager tokenManager = Session["WcfTokenManager"] as InMemoryTokenManager;

if (tokenManager == null)
{
tokenManager = new InMemoryTokenManager(consumerKey, consumerSecret);
Session["WcfTokenManager"] = tokenManager;
}
MessageReceivingEndpoint oauthEndpoint = new MessageReceivingEndpoint(
new Uri(ocAuthUrl),
HttpDeliveryMethods.PostRequest);

ServiceProviderDescription spd = new ServiceProviderDescription();
spd.RequestTokenEndpoint = oauthEndpoint;
spd.UserAuthorizationEndpoint = oauthEndpoint;
spd.AccessTokenEndpoint = oauthEndpoint;

spd.ProtocolVersion = DotNetOpenAuth.OAuth.ProtocolVersion.V10a;

spd.TamperProtectionElements = new

DotNetOpenAuth.Messaging.ITamperProtectionChannelBindingElement(] {

new HmacSha1SigningBindingElement(),
}

WebConsumer consumer = new WebConsumer(spd, tokenManager);

return consumer;

#endregion

#region code Tuduilnssllduagudaziussuuansaumea/ e-Service N1A3g

/// <summary>
/// Method bindValueToPage 3¢3ufauus 1 A7 Aiw SSOUserInfo 1ng Method Hazgnisenldlng

Page_Load event

£GA
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"

/// Eiaunfasaa1ain SSOUserinfo 1UTdlu Register Form #
ud2luszuU e-portal asly Register Form 3n TnggWaunaiuisadna

“ss0UserInfo” flazadunesaluil
/17

/// Properities

/// SSOUserInfo.UserName
/// SSOUserInfo.Title

/// SSOUserInfo.FirstName
/// SSOUserInfo.LastName
/// SSOUserInfo.DateOfBirth
/// SSOUserInfo.Gender

/// SSOUserInfo.MemberType

Data Type
ProfileField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
ProfileField

[

v

1

ANBdu"Y
Foifl#luszuy e-portal
Animin

Fanrwlne
wanan1wlne
Ju-nou-Uifia

LW

Usznngldau

1% o X & 9w Yy 1% Ao
Awaunvintu e ligldlidesnsendayainiios
aayanu Properties Tu Class

Y

/// asdiituszsiangldann = Citizen: yanadialy sWaussadadldauaniu “lavussaduszvvu” (13 ndn)
/// nsditussamgldan = JuristicPerson: fAyana siaUszigldauazdy “wauszddaiayana”
1/ nszﬁﬁﬂismmﬁ%’mu = Foreigner: ¥1201991A siaUsEandagldauazndu “saUsTmATioanaug e
IATIVING “-” UATANFIBVNIBLAY Passport” 19U USA-CO0001549

/17 nedinusznngldan = GovernmentAgent: $191%M3/ Wniliiisy sauseandagldeuasnduy
“lavuszdndauszunvu” (13 vian)
/// SSOUserInfo.ldentificationCode

/// SSOUserInfo.lssuedBy
/// SSOUserInfo.lssuedDate
/// SSOUserInfo.ExpiryDate
/// SSOUserInfo.Nationality
/// SSOUserInfo.Occupation
/// SSOUserInfo.HouseNumber
/// SSOUserInfo.VillageName
/// SSOUserInfo.Soi

/// SSOUserInfo.Road

/// SSOUserInfo.SubDistrict
/// SSOUserInfo.District

/// SSOUserInfo.Province

/// SSOUserInfo.PostCode
/// SSOUserInfo.GeoCode
/// SSOUserInfo.Phone

/// SSOUserInfo.MobliePhone
/// SSOUserInfo.Email

/// SSOUserInfo.OrgName
/// SSOUserInfo.Ministry

/// SSOUserInfo.Department
/// SSOUserInfo.Division

/17

VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
VerifiedField
OrganizationField
OrganizationField
OrganizationField

OrganizationField

ananeiIny laguusiunsussiangldau

aoudioan
Ju-1iau-voan
Fu-iiou-Uinunay
doyua

1IN

Fruaad

FoorAs/ nytnuy
Y98

auy

WYY/ ANUA

LUe/ BN

9990

svidluswald
saRUAnuszNsIumalng
LwaslnsAw
waslnsAnindoud
E-mail Address
WUWU

NSZNT

n5Y

N9

/// ProfileField.StringValue -> AuAndu String Y84 Properities
/// VerifiedField.StringValue -> AuAandu String ¥®94 Properities

EGA
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/// OrganizationField.StringValue -> Auandu String ¥as Properities
/7!
/// ProfileField.Value -> Auanu Object U84 Properities
/// VerifiedField.Value -> fuadu Object U89 Properities
/// OrganizationField.Value -> AuAndu Object ¥a9 Properities
/17
/// VerifiedField.VerifiedLevel -> AuAn VerifiedLevel w84 Properities
/// OrganizationField.VerifiedLevel -> AuAn VerifiedLevelwas Properities
/17
/// OrganizationField.Code -> Code 484 N3¥N3/NTN/NDI/NULIU
/// </summary>
/// <param name="userldentifier"></param>
private void bindValueToPage(SSOUserInfo ssoUl)
{
/79819
txt_UserName.Text = ssoUl.IdentificationCode;
txt_FirstName.Text = ssoUl.FirstName;
txt_LastName.Text = ssoUl.LastName;
txt_Citizen.Text = ssoUl.IdentificationCode;
txt_Email.Text = ssoUl.Email;
txt_ HouseNumber.Text = ssoUl.HouseNumber;
txt_Village.Text = ssoUl.VillageName;
txt_Soi.Text = ssoUl.Soi;
txt_Road.Text = ssoUl.Road;
txt_PostCode.Text = ssoUl.PostCode;
txt_Phone.Text = ssoUl.Phone;
txt_Fax.Text = ssoUl.Fax;
txt_MPhone.Text = ssoUl.MobliePhone;

//awneidyy
protected void btn_Submit_Click(object sender, EventArgs e)

{

#endregion

EGA

9 N-9

drinauiguadiannsedng (esAnisumvu) OpenlD_SSO_AdminManual_1.0 25032014
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el o )
b S

NS o 4
R ﬂ53WﬁjﬂLWﬂIuIﬁﬂﬁqﬁﬁuLWﬂLLﬁgﬂrﬁﬁaﬁrﬁ

JUeNET 1.0

AIANUIN V. H29819Na15DLANNIaTnd (XML)

1) Jldnulssnnuszsnnd/ Yanasssund

v<Member type="UsErinu"
“UJserID>2e56a2f8-4bde-4016-abl4-b220cchbdi8d«/UsexrID>
LUzerlamer>rapeeTestl/Userllame>
<Title VerifiedLevel="Unverified">UWa1l</Title>

<FullName VerifiedLewvel="Unverified™>UI&1788 e </Fulllame>
<FirstHame VerifiedLevel="Unverifiesd"”» N </ Firstlame>
<LastName VerifiedLewvel="Unverified™:»Nasss </Lastlams>

«DatelfBirth VerifiedLevel="Unverified"/>
fGender VerifiedLevel="Unverified">Nild</Gender>
v<Identification>
<Code VerifiedLevel="Unverified™>: </ Code>
<IszuebBy VerifiEdLevE;="Unverified"}ﬁnﬁwﬂunmwﬂﬁwﬁcflssueiy}
<I=zzuelDate VerifiedLevel="Unverified"»>27/3/2556 0:00:00</I==suelate>
<ExpireDate VerifiedLevel="Unverified"»28/3/2561 0:00:00</ExpireDate>
</Identification>
<Nationality VerifiedLevel="Unverified">1lna</Nationality>
<0ccupation VerifiedLevel="Unverifisd">WlnduusEv</Ccocupations>
v<hddress>
<Houselumber VerifiedLevel="Unverified">108</HouselNumbexr>
<VillagelName VerifiedLevel="Unverified"»—</Villagelams>
<Moo VerifiedLevel="Unverified"»-</Moo>
<Soi ?e:ifiedLeve;="Unverified"b—(ﬁﬁpib
zRoad VerifiedLevel="Unverifised">3W1</Road>
<SubDistrict Verifiedlevel="Unverifisd">auunaIn</SubDistrict>
¢District VerifiedLevel="Unverified">3A515H1l<,/District>
<Province VerifiedLevel="Unverified">ASIVIWHWIUASE/ Province>
<FPoztCode VerifiedLevel="Unverified">10400</FostCode>
<GeoCode VerifiedLevel="Unverified">10370200</GeoCode>

«/Lhddress>
v<ContactInfo>
<Telephone VerifiedLevel="Unverified">026126000</Telephoneyr
<Mobilephone VerifiedLevel="Unverified">08! </Mobilephoner>
<EMail VerifiedLewvel="VerifiedLewvell"™:>} fhotmail . com</EMail>
<hlternativeEMail VerifiedLevel="Unverified"/>
</ContactInfo>
</Members>

EGA
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2) Aldnulssanifivana

v<Member type="i{AUAAa">
«JzerID>EedbToel-4fcl-4ebo-a721-95faaa21522d«/T=2exrID>
«JzerlamerrapeeTestl</Tzerllame>
<Name VerifiedLevel="Unverified">U5H vaday 37dm (UWIHU) </ Hame>
<hbbreviation VerifiedlLevel="Unverified">Wd UNA.</Abbreviation>
<ContactPerzon VerifiedLevel="Unverified™: Ml " b </ContactPerson
<ContactPhonelunmber Verifiedlevel="Unverified">026126000</ContactPhonellumkber>
w<Identification>
<Code VerifiedLevel="Unverified">1J #&38"8309</Code>
«/Identification>
r<hddress>
<HouseNumber VerifiedLevel="Unverified":>108</HouseNumbery>
<VillageName VerifiedLevel="Unverified">-</VillagelName>
<Moo VerifiedLevel="Unverified">-</Moo>
<Soi ?E:ifiEdLE?E;="UnvEIified">—<f§pi>
<Road VerifiedLevel="Unverified">$WU1</Road>
<SubDistrict VerifiedLevel="Unverified">auuwalne/SubDistricts
<District VerifiedLevel="Unverified">Has1HWni</District>
<Province VerifiedLevel="Unverified">AfMWUMIUASS/Provinces>
“Po3tCode Verifiedlevel="Unverified"»>10400</PostCode>
«GeoCode VerifiedlLevel="Unverified">10370200«</GecCode>
«/hddresz>
rv<ContactInfo>
<Telephone VerifiedLevel="Unverified">0261268000</Telephonel
<Mobilephone VerifiedLevel="Unverified">08¢ & 88388 </ Mobilephone>
<EMail VerifiedLewvel="Unverlified" jaagaatfang. Bgmail.com</EMail>
<hlternativeEMail VerifiedLevel="Unverifisd"/ />
</ContactInfo>
</HMember>
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Y

w<Member type="dI6WNTA">
<UzerID>aa869d07-0al11-4777-b94d-377ba3%bf232</UserID>
<Jzerllame>rapeeTest i</ Userllame>
«Title VerifiedLevel="Unverified"sMiss«</Title>
<FullName VerifiedLevel="Unverified":>Miss Sageagiss Fagsittasagety</FullName>
<Firstlame VerifiedLevel="Unverified">Bajeeilel< /Firstilame>
<Middlelame VerifiedLevel="Unverified"/>
<Laztlame VerifiedLevel="Unverified">Fia s it e aget </ Lastilame>
<Date0fBirth VerifiedlLevel="Unverifisd"/>
<Gender Verifiedlevel="Unverified">Wilv</Gender>
v<Identification>
<Code VerifiedLevel="Unverified"»>123456789%</Code>

</Identification:
<Mationality VerifiedLevel="Unverified">English</Nationality>
<COccupation VerifiedLevel="Unverified"/>

¥<hddress>

<Houselumber VerifiedLevel="Unverified">108</HouselNumber>
<Villagelame VerifiedLevel="Unverified"/>
<Moo VerifiedLevel="Unverified"/>
<501 VerifiedLevel="Unverified"/>
<Road VerifiedLevel="Unverified">Rangnum</Roads>
<SubDiztrict VerifiedLevel="Unverified"/>
<District VerifiedLevel="Unverified" />
<Province VerifiedLevel="Unverified"/>
<PoztCode VerifiedLevel="Unverified">10400</PostCode>
<Feolode VerifiedLevel="Unverified">00000000</GecCode>
</hddress>
v<ContactInfo>
<Telephone VerifiedLevel="Unverified"/>
<Mobilephone VerifiedLevel="Unverified"/>
<EMail VerifiedLevel="Unverified">jaedfaigia ™™l fnotmail .com</EMail>
<hlternativeEMail VerifiedLevel="Unverified"/>
</ContactInfo>
</ Memhers
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nsgnsImAlulagasaumALaEN1SaeaNT JUBNANS 1.0

4 gldnulssiandrssns/ Wty Tliiivaydgldau MailcoThai)

wv<Member t;-pe='fL':Fﬂu1fﬂﬁaJaa§§">
<UserID>8T70ebcT7e-9534-4963-9b94-a81a0140a38kb</UserID>
<Userlame>rapeeTest3</Userilame>
<Title VerifiedLevel="Unverified">UWaA11<,/Title>
<FullName VerifiedLevel="Unverified">unwannefeesn wisTens W</FullName:>
<FirstName VerifiedLevel="Unverifisd">#essl </ FirstName>
<LastName VerifiedLevel="Unverified":>Wieees %</ LastName>
<DateCfBirth VerifiedLevel="Unverified"/:>
<Gender VerifiedlLevel="Unverifisd"»Wdld</Gender>
v<Identification>
<Code VerifiedLevel="Unverified">1234567891011</Code>
<IssueBy ?e:LfiedLeve;="Unverified">#ﬂﬁwﬂunmﬁﬂﬁwﬁ<1155ue3y>
<I=zsuelate VerifiedlLevel="Unverified">»14/3/2556 0:00:00</I=ssuelate>
<ExpireDate VerifiedLevel="Unverified">15/3/2562 0:00:00</ExpireDate>
</Identification>
<MNationality VerifiedLevel="Unverified">»lwna< /Hationalicy>
<Cccupation Fe:ifiedLeve;="UnveIified">¢fﬂﬂﬁfﬁ§</0ccapation>
wv<Organizationl
<MName VerifiedLevel="Unverified" :ode="10009000">iﬁ11’ﬂ\ﬂu§§maﬁ|.§ﬂwsaﬂm€ (ad?’ﬂﬂiuﬁﬂ’n‘u](iﬂaﬂe}
<Ministry VerifiedLevel="Unverified" Code="10">n55w5mnwnTuTaﬁaﬁEHuLmﬂuasnﬂiﬁaﬂﬁ5<IHinistry>
<Department Verifiedlevel="Unverified" Code="002">dninnuisuadiannsaiing (aedmsumzsiu) </ Department
<Divizion VerifiedLevel="Unverified" Code="000"/>
</Organization>
v<hddress>
<HouseNumber VerifiedLevel="Unverified">108</HouseNumber:>
<VillageName VerifiedLevel="Unverified">-</VillageName>
<Moo VerifiedLevel="Unverified">-«/Moo>
<501 Ve:ifiedLeve;="Unverified">—<lﬁpi>
<Road VerifiedLevel="Unverified">$WlU1</Road>
<SubDistrict VerifiedLevel="Unverified">nuuwan‘n</SubDistrict>
<District VerifiedLevel="Unverified">asntuni</Distcrice>
<Province VerifiedLevel="Unverified">AFIVIHUMIUAS</Provinces
<PostCode VerifiedLevel="Unverified">10400</PostCode>
<GeoCode VerifiedLewvel="Unverified">10370200</GeoCodex>
</Address>
v<ContactInfo>
<Telephone VerifiedLevel="Unverified"»>026126000</Telephone>
<Mobilephone VerifiedLevel="Unverified">08!ele&88 ] /Mobhilephone>
<EMail VerifiedLevel="Unverified">jegesgsss $fhotmail.com</EMail>
<AlternativeEMail VerifiedLewvel="Unverified"-jaagaaigiig: Bgmail.com</AlternativeEMail>
</ContactInfox
</Members>
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o

5 gldnulssiandrssms/ Wty R0aglda MailGoThai)

v <Member type="ﬁﬁuﬂﬁﬁﬂaq§§">
<UserID>b70affic—-e9351-102f-8d4b—-83b2f2cchbab</UserID>
<UserName > agasgiat  fitgss 1 ta et/ TserHame >
<Title VerifiedLevel="Unverified">Miss</Title>
<TitleTH VerifiedLevel="Unverified">UWa</TicleTH>
<FullName VerifiedLevel="Unverified">Miss Bageagias Soa@e it aget</FullName>
<FullNameTH VerifiedLevel="Unverified">WNWaT] Sy sidBeasn</FulllameTH>
<FirstName VerifiedLevel="Unverified" >hageagaael</FirsctName>
<FirstNameTH VerifiedLevel="Unverified">5@eesi </ FirstlameTH>
<Lastllame VerifiedLevel="Unverified">F dgw 108 sua </Lastlame>
<LastNameTH VerifiedLevel="Unverifisd">%ideas W</ LastilameTH>
v<Identification>
<Code VerifiedLevel="Unverified">System.Byte[]</Code>
</Identification>
v<Organization>
<Name VerifiedLevel="Unverified" Code="19009000">ﬁﬁﬁhaﬁu§§UﬁaéL§nmsaﬁnﬁ [SIAEMITUMITU) </ Hame>
<Ministry VerifiedLevel="Unverified" Code="10">ni¥ﬂ?mlﬂﬂiu1aﬁﬂﬁiﬂuLﬂﬁuﬂ#nﬁiﬂaﬂﬁi<!ﬂinistry>
<Department Verifiedlevel="Unverified" Code="002":dminondsuadidnnsaind (ae@msumziu) </ Deparcments
<Divizion Verifiedlevel="Unverified" Code="000"/>
</0Organization>
<BusinessCategory VerifiedLevel="Unverified">GAD</BusinessCategory>
r<iddress>
<HouseHumber VerifiedLewvel="VerifiedLewvel3"»>——</HouseNumber>
<VillageMName VerifiedLevel="Unverified"/>
<Moo VerifiedLevel="Unverified"/:>
<501 VerifiedLevel="Unverified"/>
<Road VerifiedLevel="Unverified"/>
<SubDistrict VerifiedLevel="Unverified"/>
<District Verifiedlevel="VerifiedLewvel3">\ W li</District>
<Province VerifiedLevel="VerifiedLevel3">®4i&:/Province>
<PostCode VerifiedLevel="Unverified">70110</PostCode>
<GeoCode VerifiedLevel="Unverified"/>
</hddress>
rv<ContactInfox>
<Telephone VerifiedLevel="Unverified"/>
<Mobilephone VerifiedLevel="Unverified">08 & 8438, </Mobilephone>
<EMail VerifiedLewvel="VerifiedLevel3">jagaagial @i 1taagalliega.or.the/EMail>
<hlternativeEMail VerifiedLevel="Unverified"»-</AlternativeEMail>
</ContactInfo>
</Member>
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