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naFpuMIFeles
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Usg1v/ YARREITNAT http://testopenid.ega.or.th/
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6) Usnuiunuatuayuresdinauimunizuiandna (esdnmsumow) (@ns.) andadgymlunis
Wawselumsienles (gvile 12.1)

8. sneazgA IuUAtia
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Single Sign-On Wy awnsauvseanidu 2 nqu loun ngquivledvinuaz ssuvdududiyaranany wazngu
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Web Portal/ ssuugududyananans FTUUANTEUNANASTY
E-Service Details R SSOLogin
Web Page Web Page
GetUserInfo - SSORegister
Web Service Web Page
SetServiceStatus B E-Service Process Request
Web Service Web Page
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1)

2)

JUN 8-1 asAUsznouNdAynIsieuleassuuaIaumANIATILUY Single Sign-On

nquiduladvinuazsruudududayananans - lussdusznoud ans. it uilosesiu
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1.1) E-Service Detalls - (Juntiaessazidonuinisvesmioauiniusanliluiuledi
51@%&1%14‘1%13113%%1!31Lﬁasuavmtlﬁu%miﬁuw Single Sign-On &1

12) GetUserlnfo - {lulusunsudeszuvansaumavemmhsnuansaldioswedoyadlinuly
uarUszLam (Yarasssum $151ems/ 1ty Tuuu Web Service ¢t

13) SetServiceStatus - iulUsunsuBsssuuamsaumavemsuasaltudsanzaan
YosA5esauinisundaiuledvinlunuu Web Service 19

NgusTUUANTAUINANIATY - sruvasaumAvesniisudussdAUsEneuTaiauives

NUIBNUNIATTA 9 wfostatuiioliansadeulosszuvvosmudnfussuuiudush

yAAANA1StULUU Single Sign-On 161
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9. wmsgrunazmalulagnineItas

ans. laluslnaea (Protocols) MUun1nsgiutda (Open Standard) 11l iieliuladviinay
sruuasaumaniaszansawetlesiuldlusuwuusiugud (Single Sign-On) lneluslnaeadangn fe
OpenID wag OAuth

9.1 OpenlD

welulad Openid Fadumaluladiléfunsinluldegranirsvans (udndydgld 1lesuani
A3 duled) fuuledduin enfiiu AOL, BBC, Facebook, Google, IBM, Microsoft, MySpace, Orange,
PayPal, VeriSign, Yahoo! 57184 US Government

uanIINTL syuumsaumanaizidesnndeulsafuszuuiivleinatauuu Single Sign-On fe
wmalwlad OpeniD Hldsnduiidosindlusunsuiiuin widowinisufuiUasussuuasaumanes
mhonufisndntosfiamsndeulodeyatuivledvinld lnewealuladiasldlunisBususyana e
sruvBuuiiuAnanas (e-Authentication Service) Vwtidu OpeniD Provider Liislifssuvansaunea
masganmnsnthdeyamstususnuilvoygelifldnuansadilissuuld Taefissuumsaunanay
ai’wLﬂuﬁaaﬁﬂmiﬁwmﬁqmf-ﬁ’ﬁé"w'%assw OpenlD Relying Party @wsuldlunisds-Sudeyaainseuvtiudu
FIYARANAS

Supoumsinauveanalulad OpeniD g

1) dldnusesnistugududmiuiuled/ ssuvansaumeremiieay
2) fldsszysia OpeniD wladlFamuduled/ szuvansaume

3) iulee Redirect Aldeulugs OpeniD Provider

4) {l¥awinis Login o iuladves OpenID Provider

b4 L4

5) OpenlID Provider ¥nsas19a0Un158uufiivesfldiu (Usemame uag Password) 61gnfed
OpenlD Provider 9 Redirect flémunauludaiules/ wwmiaummawﬂwmuﬁ@ﬂﬁmu
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6) ules/ STUUAITAUNATDIIEUATIIEOU Credential Tild5U asraaeudnslunisidigs
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o

redirects user to OpenlD provider

-
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3)

4)

9.2

Lﬁ@ﬁﬂﬁﬁmmﬂ%ﬁmﬂwU Single Sign-On 91ANYN Registration/ Login WagN1Un15EUGUF
UARRINISEULEUSURIYARaNans
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Toyadrumanndniazawiuluduivleddu vielusunsuuszanddu (Application) 11sdu tne OAuth 9%

14 “Access Token” lun1sguduiiionaniuasudeyaiu lnevmlutunaunisvineuees OAuth duiaieiu

919 4 YUHDUNAN Ma)

° v a v Y
1) 1N1399 “Request Token” 970 Server MInoIN15azkantasuvoyanie
£ 24 « ) 1 dy %4 wa 14
2) weaunInlda “Request Token” lagludiuilagsiossenmseusinaingldanu
.24' <,
3) wWawu “Request Token” wu “Access Token”
o vV
4) 11 “Access Token” lUuandaya
—_— Person Using Web Browser / Manual Entry
———————— - Consumer [ Service Provider [lAII“'I A"]HEN“[:A““N me
Consumer Service Provider = Consumer Requests Consumer Requests
PR — —ET-S' Request includes Request includes
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DGA

Digitl Govermment Development Agency.

dtinauiauSTUIaRaTa (esAnsumaw)

711 16

OpenID_SSO_AdminManual 1.0 17042019.docx



sruvduduiiyananane (e-Authentication Service) nMsiauszuvasaumAnAsT el ssruuguduiyanana

dinuensguues JUONENS 1.0

Aty ans. avdunalulagiunUszyndldlunisiesvedeyadiudivedlduinig Ing ssuvansaume
YBINUILIIUADIIINTNMUIYAAIFIMT D5z UY OAuth Consumer wialdlunisfesvedeyadldauain
syuvBuduiiyananal @wimiidu OAuth Provider) Tnessuuagdstoyanduanluguuuures XML

10.A1TRAIUITZUUAITAUNAVD WU IULNL AN UTZUUEUIUAIYAABN AU
Single Sign-On

(4 v

10.1 dusugldaruuszanyszyrvy/ dauana/ ¥19619816/ 91319015 (Fnndy) nludvyd

MailGoThai

LYY

NsRALITTUUasAUWAYIrdIs Ui sasessunswelesiussuuBuUMIuUARaNA MUY
Single Sign-On dusuUsevy/ UAYAAS/ 1619918/ 91519015 (W ImTnsy) AlafiTeyddldau
MailGoThai fiimuvesmiisudndudesdniuns fsil

1) ailuan Software Library tieldluniswaurssuvansaumeavssniiganunuliaiuise

L%'amimf‘ﬁ’mzwﬁué’uﬁmﬂﬂaﬂmﬂué’ﬂwmz Single Sign-On 1a lnggimunaiunsaniilvan
Libraries #1149 9 la# http://openid.net/developers/libraries/ fiagu#l 10-1

Getan OpenlD | Add OpenlD to yoursite | Developers | Foundation | Community =~ Government I OpenID*

[ERCUEE Contribute  Mailing Lists  Specifications Join the Foundation | Member sign-in

Libraries Supported Languages
= Apache 2
We have setup a code repository for gathering libraries and other supporting examples. While several of >c#

these libraries have been tested, they are maintained by members of the OpenID eommunity and are not

< Cer
necessarily known to work, Please review the documentation and test your own implementation thoroughly
before releasing to the public. =+ Coldfusion

= Haskell
To discuss these libraries, please consider joining the code@openid.net mailing list. =t

ava

+ perl
Apache 2

+pHP

: -

mod_auth_openid Pythen
mod_auth_openid Is an authentication module for the Apache 2 webserver. + Ruby
Ucense: MIT  Retying Party: Yes  ventity provicer: No  Compatibuty: 2.0 -

DotNetOpenld / DotNetOpenAuth
Supports OAuth, OpenlD+OAuth extension, InfoCard. Includes easy ASP.NET controls.
License: Ms-PL  Relying Party: Yes  Identity Provider: Yes  Compatibiity: 2.0

C++

Libokele
libopkele is a c++ implementation of an OpeniD decentraiized identity system. It provides OpeniD protocol hanaling,
leaving authentication and user interaction to the implementor.

P PO ol B il s J st i g o g

Ruby

Ruby OpenlD Library
A Ruby library for verifying and serving OpeniD identities. Ruby OpeniD makes it easy to add OpeniD authentication
to your web applications.

License: Apache v2  Relying Party: Yes  Identity

Squeak/Smalltalk

der: Yes  Compatibility: 2.0

OpenlD for Squeak

This is an implementation of OpeniD consumer based on OpeniD Authentication 1.1. The consumer can discover XRD
or Openip descriptions and establish DH-SHA1 association with the provider.

License: UnKnown  Relying Party: Yes  Identity Provider: N0 Compatibility: 1.1

Did we miss. hing? Let us know or add it to the wiki

Copyright ® 2006-2012 OpenlD Foundation. Get Help | Contact Us

U7 10-1 vl Libraries atiuayuniwisiig o
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wazuil1 SSORegister WOFI3UNTFY Single Sign-On
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Single Sign-On niiumatiazasaaeuseandengléam uay Redirect §lFsulgamindusueld
uInsnsentiameilsuvsldusnisaiuainuinuigay laels1eazrldunnanssuLagn1sNIRUA
s iwes (Parameter) way Url fisl

SSOLogin

AasUNY 1) yhnstiudusuanaiussuuguduiiyananalenig OpeniD

2) asraeutayayitiulaeSeuiisuiugudeyadldnulussuvansaumna
yomhonu wielilumsdug (Match) fldnusswieszuuBususyeea
NANHALTLUUATAUNAYDINUIEN T
2.1) lunsdiidldeuida@fldausgiussuvansaumevomuionuls

nyaaeudnslunisidifsleyauazusnsver i

- Bungleyamzdoyaiaandmsugldauinudanany @13

Redirect luntihwsldusnis

2.2) Tunsaingldanulaivagldnuegiussuuasaunavaaiienuli
Redirect Tt SSORegister wiaudsoyana o vosldanunla
971 Security Token lUgwminaenina

sUsuuveslUsunsy | Web Page

Uszingldau Url
Useu1uU https://accounts.egov.go.th/server.aspx?
Parameter Description

Basic Openld parameter:

openid.mode

o

[~ ¥ al
AU uUnND

<

Wunsuenlyt Openld Provider §d1 Openld Provider {a1130
Ansenudldaulaviali Tnedireil
o “checked_immediate” - Lulvifinsariugldnu

o “checked setup” - lvifnsarudldeule

openid.ns

Suludosd

\Jun1sueniiostures Openld Request TngsyuuBudiumyana
na199¥3835U OpenlD 2.0 fetfusyuvansaumATe iU
14 Relying Party laus137i58395U OpeniD 2.0 iy

Taandu “http://specs.openid.net/auth/2.0”

DGA
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sruvduduiiyananane (e-Authentication Service) M szuuasaumanasgiigeslesszuvdududyananans

dinuensguues JUONENS 1.0
Parameter Description
openid.return_to - lLidwdudesd
- Hu Ul AiszuuBudusiyananansazdagldnunduindsanglda
vimsasdedldszuuuda
openid.assoc_handle - laiduPudesd

- Wuaiitmusdudielfsruuiuduiyaaanandldluns Sign
OpenlID Response

- thanilldgnimun ssuuansaumavemhsnudeshnngiadeu
OpenlD Response ﬁ’mswﬁué’uéfmﬂﬂaﬂmqﬁﬂﬂ%’q

openid.assoc_handle

- laddnudesd
I I Ao .g P v ol YY) .

- Wuefinvueduitelvssuududusiuanananslylunis Sign
OpenlID Response

- illgnivun SEUUETAUWMAYEIMEIBNURDINNIATIAABY
OpenlD Response fiuszuvguduiyAnanaIaanass

openid.claimed id

- laiguPudead

- 10w 1D vesldeuly OpeniD

- binswlidwueandu
“http://specs.openid.net/auth/2.0/identifier_select”

openid.identity

- ladnPudesd

- 18 1D veuldeuly OpeniD vuszuvBududyARanans

- dlanswliiwusandu
“http://specs.openid.net/auth/2.0/identifier_select”

openid.realm

1o & v =
- Lidnusiead
- WWueiudsliszuugududiyananatamsui gldaueulaviinis
Login wlgauszuu
o & ¥ o & Al M Yo a ¢
mnews): dudesimuaanil lunsainldlafwunmaiives
—

“openid.return_to” 17

Attribute Exchange Extension:

openid.ns.<extension_alias>

- dndudod

- Jumsuenszuvgudusuananansbidsafuniluguuuunes
Attribute Exchange
NBME): syUvduduiIyananae agatuayunMsadsaAuluguwuy
Attribute Exchange ity

DGA
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dinuensguues

srUUBudufiyARana1s (e-Authentication Service)

MR TTIUAsAUNANAST I YeNlesssuuEuiusuARaNa

JUONENS 1.0

Parameter

Description

- Attribute Exchange dwisuuszunuw/ dAUARG/ ¥16N9816/

Wi NSgnlifivAlday MailGoThai 6l

Attribute

AdeAu

http://axschema.org/contact/

email

e-mail vagldu

http://axschema.org/
namePerson

= v
Fo-urana veldau

http://www.egov.go.th/2012/
identifier/uuid

UserID o ldeuluiuledvi

http://axschema.org/

Username maa;ﬂ%’mﬂu

namePerson/friendly Auladvin
http://www.egov.go.th/2012/ Usznvasldanulussuy
identifier/usertype Aulasivin 1ne

« A1 Citizen Ao Uszanvu/
UARRTITUA

e A1 JuristicPerson fe
UAyaAa

« A1 Foreigner A9 1WA

« A1 GovernmentAgent A
Frs1vns/ Wt ndgilad
UnyiKlda1u MailGoThai

o = U g L7 £ U ‘g’
SUALULY ImgﬂLLUWuagﬂUUizmmmgﬂmm N

http://www.egov.go.th/2012/identifier/identity/...

http://www.egov.g¢o.th/2012/
identifier/identity/citizenid

YARATIIUAY UTevvi
aUsEIRIUTETITU

http://www.egov.go.th/2012/
identifier/identity/juristicid

Uiymema: wanzileulliuana

http://www.egov.go.th/2012/
identifier/identity/passportid

P1IHNVIR: LAVNAUIFDLAUNS

http://www.egov.¢o.th/2012/
identifier/identity/

governmentagentid

15195/ g7 LI

UnyAigldau MailGoThai:
@YU sEANRIUTEIVU

JEAUMIATIIERULeLR wTuagiuuseangldanu fail

http://www.egov.go.th/2012/identifier/identityverifiedlevel/...

http://www.egov.go.th/2012/

identifier/citizenidverifiedlevel

JLAUMIATIIARULRYA
WwuUsEIRIUTEYIYY

DGA

e S1UNOUHRILISEURRIVE (29ANTSUMITL)
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sruvduduiiyananane (e-Authentication Service) nMsiauszuvasaumAnAsT el ssruuguduiyanana

dinuensguues JUONENS 1.0
Parameter Description

http://www.egov.go.th/2012/ JLAUMIATIIERULRYA
identifier/juristicidverifiedlevel wuneilguiliyana
http://www.egov.go.th/2012/ 3sﬁ’umsmmaam’fau“a
identifier/passportidverifiedlevel afivdadeniunng
http://www.egov.go.th/2012/ 3sﬁ’umsmmaam’fau“a
identifier/governmentagentid lavUseddiusysnuu
verifiedlevel

[
4 o

fiifesgnaadu “http/openid.net/srv/ax/1.0”

Y

openid.<extension_alias>

.mode

o & v Ql

ORIRUAPIEIORFY

Humdadu weldeu Attribute Exchange
Atisiesgneiatu “fetch request”

openid.<extension_alias>

.required

dnusinad
JunsuenszuududuiyaranaldinssUUESaURNATDINIIB
#o9n13 Attribute axlsAuluthe Tasyn Attribute FoafldraTaiiieli
Tdulaaseungu

openid.<extension_alias>

type.<attribute_alias>

Jududaad
JunmsuenszuududuiyananaeinssuuasaumAveIeaull
nsdsdle Attribute axlstha Inedle “attribute alias” Fiosgnryun
Tu openid.<extension_alias>.required §M353UUATAULNAVDA
ymheufesnis Attribute

DGA
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srUUBudufiyARana1s (e-Authentication Service) nsiRsTULAsAUmMAN AT e lesssuvEudusuAranNa

dinuensguues JUONENS 1.0

f19819 OpenlD Request

https://accounts.egov.go.th/server.aspx?
openid.claimed_id=http://specs.openid.net/auth/2.0/identifier select&
openid.identity=http://specs.openid.net/auth/2.0/identifier_select&
openid.assoc_handle=-Ql1lIAAAAJaadvgtBHXQ-TdyBn02iJjoMBWAgL8NNW5PW ZK-
aP9QQAAAAEFwWNb7DfR-

3BZgeF9vax1yljG20soMAF7fm7EtgYA MkHK5ryfjuvMepv83Pp706BSdcgql 3z00UkjdafAF6a5&
openid.return_to=http://164.115.3.16/test_rp/SSOLogin.aspx?
dnoa.userSuppliedldentifier=https://accounts.egov.go.th /&
openid.realm=http://164.115.3.16/&

openid.mode=checkid setup&
openid.ns=http://specs.openid.net/auth/2.0&
openid.ns.alias3=http://openid.net/srv/ax/1.0&
openid.alias3.required=alias1,alias2,alias3,alias4,alias5&
openid.alias3.mode=fetch request&
openid.alias3.type.alias1=http://axschema.org/contact/email&
openid.alias3.count.alias1=1&
openid.alias3.type.alias2=http://axschema.org/namePerson&
openid.alias3.count.alias2=1&
openid.alias3.type.alias3=http://axschema.org/namePerson/friendly&
openid.alias3.count.alias3=1&
openid.alias3.type.alias4=http://www.egov.go.th/2012/identifier/citizenid&
openid.alias3.count.alias4=1&
openid.alias3.type.alias5=http://www.egov.go.th/2012/identifier/usertype&

penid.alias3.count.alias5=1

= 2% = | @ a 1 o ] o Y

eldlideyaaymeiiosainmydsdnusefivawriunie Url min Request Nnisdsludeszuudiudu
AIYAAANATY LAY Response NszUUaNTaumAvaImUIsIulaAuy dasinisiiisianiudeninuai
17.13.4 993 HTML 4.01 Specification?

z @iwam%amﬁ'mﬁmﬁﬁ http://www.w3.0rg/TR/html401/

i 22
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srUUBudufiyARana1s (e-Authentication Service) nsiRsTULAsAUmMAN AT e lesssuvEudusuAranNa

Y dinuensuues JueNa1s 1.0

/19819 OpenlD Response

http://164.115.3.16 /test rp /SSOLogin.aspx?
dnoa.userSuppliedldentifier=https://accounts.egov.go.th/&
openid.claimed_id=https://accounts.egov.go.th/user/TestUser&
openid.identity=https://accounts.egov.go.th/user/TestUser&
openid.sig=RC210Sdxlyj2CR6ceplachaHwdLcOoO3AMIpIPPWA+A=&

openid.signed=claimed id,identity,assoc_handle,op_endpoint,return_to,response_nonce,ns.alia
s3,alias3.mode,alias3.type.aliasl,alias3.value.alias1,alias3.type.alias2,alias3.value.alias2,alias3.typ
e.alias3,alias3.value.alias3,alias3.type.alias4,alias3.value.aliasd,alias3.type.alias5,alias3.value.aliash
&
openid.assoc_handle=7pLAIAAAACYcN6EbX]j1kNvIgvjzZdHjEttH7UepslvLi rc19CyLYQQAAAAGczd
FYool9z xUyMpCGDSVuScU1jJg tdp9oh2YTEoqOXOmIir8S9BKYZgoINMhw-
7TP9QwWQh3R6MA73BuYdccA&

openid.op_endpoint=https://accounts.egov.go.th/server.aspx&

openid.return_to=http://164.115.5.193/test rp/SSOLogin.aspx?dnoa.userSuppliedldentifier=http
s://testopenid.ega.or.th/&

openid.response_nonce=2012-05-24T04:47:03ZwHqUwFMm&

openid.mode=id res&

openid.ns=http://specs.openid.net/auth/2.0&

openid.ns.alias3=http://openid.net/srv/ax/1.0&

openid.alias3.mode=fetch response&
openid.alias3.type.alias1=http://axschema.org/contact/email&
openid.alias3.value.alias1=testuser@testuser.com&
openid.alias3.type.alias2=http://axschema.org/namePerson&
openid.alias3.value.alias2=vnaau NAFDUITING
openid.alias3.type.alias3=http://axschema.org/namePerson/friendly&
openid.alias3.value.alias3=TestUser&
openid.alias3.type.alias4=http://www.egov.go.th/2012/identifier/citizenid&
openid.alias3.value.alias4=111111111111&
openid.alias3.type.alias5=http://www.egov.go.th/2012/identifier/usertype&

openid.alias3.value.alias5=1

71 23

dinauiwunsguafavia (esdn1sumvw) OpenlID_SSO_AdminManual 1.0 17042019.docx




srUUBudufiyARana1s (e-Authentication Service) nsiRsTULAsAUmMAN AT e lesssuvEudusuAranNa

dinuensguues JUONENS 1.0

Wuldeiunsilveansds Request Litalullvideyagavngiilosainnisdsdnusefivayriung
Url 90 Request N sdaludassuudududiynnanans uag Response NSz UUAITAUNAVDY
whsnulaauu fesyinnmsinsianiudeniuai 17.13.4 ¥89 HTML 4.01 Specification

N15LA383 Request ay Response d@msulalu OpenlD Protocol Asut1sazilsisagidendudou
917U 9ABIIN15IAYN Digital Signature Lﬁaﬁaqﬁumsﬂaamwaﬁauﬂa »13 Diffie-Hellman Protocol
wrafu mia&muﬁauiaﬁ%ﬁauimﬁ’mzuuﬁué’uﬁmﬂﬂaqusm@ué (Single Sign-On) 39A25LEBN
OpenID laus137i5095un 1514971 OpeniD 2.0 way a5aFuA1E 7l luN 1SRRI ST UUASAUNAY DS
PUIBITY Gﬁﬂiuﬂaﬂﬁuﬁﬁ 1amﬁim%’uagwmamww&u PHP, Java, Perl, Python, ASP.NET “1a%1 lag
mmmﬁﬂmsﬁagmﬂwﬁﬂﬁﬁ http://openid.net/developers/\ibraries/

10.1.2 ASAUINTI SSORegistrater

SSORegister M IvmadmsUsaIsunsamelew/ alnsaundngdldaulndiivih Single Sign-On
wnduledvi (szuvBudusyananans) lnedisieaziBenionssuiasnismvuanisiives fall

SSORegister
Aa5UY 1) SundayarvaziBuagldnuanivledvin wu e Niey muneaulnsédni

“ia%1 A28 OAuth

2) nh3e SSORegister wansoyaninanluntveamaidouveldnussuy
AN TAULYNAYDINUIENTY
2.1) {ldnuansansisaeudeyaiinsenlunuunesulnesnlusia
2.2) I;;ﬂﬁé?mummﬁmau%’a%aﬁu 9 AULATIWAAZSTUUANTAUVATES

MBIty 9 Foens

3) Weglinunsrnaeudeyaveswmuudr vhnsBudunisveasinsidnld

syuvasaUNATemIeY uazdlduinisdely

sUwuuvedlUsinsy | Web Page

swasBentumunsyinnuiiununin sUil 9-3 T Consumer WWufiiosmsdosetoya (luild
flo SUUMTAUWIAYEIIEIL - WiuMD SSORegister) wag Service Provider ludwasdeya (uitdl
fio sruuBudufiyananans - wiSuma XmiUsernfo.aspx) Insfisnsagidenvesmafinesluduneu
$I9 9 il

DG w24
dinauiwunsguafavia (esdn1sumvw) OpenlID_SSO_AdminManual 1.0 17042019.docx


http://openid.net/developers/libraries/

dinuensguues

sruvduduiiyananane (e-Authentication Service) M szuuasaumanasgiigeslesszuvdududyananans

JUONENS 1.0

A: Consumer Requests - {Jun1378 “Request Token” 91nsvuutoyaildanu

Parameter

Description

oauth_consumer_key

TNEVDITEUVANTAUNAYDINUILU (Service Code)
WL ELG):

o sruvasaumavasieauinduardedl Service Code
130 “oath_consumer key” luidosfiumizesuaninse
Aaralilavedu Service Code Wag Passcode AT ans.
(it 12.1)

o STUUAsAUWATEIsuTidenlosTusTUUE U
UARANATY biiazszuuLdl Service Code Way Passcode
JTUUAT 1 90

oauth_signature_method

adq v %

- I8N151W1IYd Request
- podlaandu “HMAC-SHA1”

oauth_signature

- AlAINTURBUNISIUNTIRERIL oauth signature method
- Teglumsniiwestazgnaalilaedaluliflutunauaing
Request vodumazlausns

oauth_timestamp

a o
LIAINNINTT Request

oauth _nonce

L'ﬁuﬁmmaaﬁawﬁqﬁaﬂwwé’qﬂqwﬁgﬂduﬁuuﬂﬁlﬂ%ﬂﬁ’uimwias
Request YasusiaysEUUATAUMANIATT [lonTI9doUT
Request 8y Request ﬁ@magﬂ%’mﬁau wazlasiunislaus
FW HTTP

oauth_version

LBSTUVRI OAUth

oauth_callback

Url figlvda “Request Token” nduly

Scope

Wum1siimasn ans. nvuetu Inslildanisniwestwnluly
Request A8 usiliifaanivuacile 9

B: Service Provider Grants - izuuﬁa%aﬁiﬁgmuwﬁﬂ “Request Token” naululsyuu-

ATAUNAVDINUILU

Parameter

Description

oauth_token

“Request Token” 9MNsrUUTBYAK T

oauth_token secret

- Wuanfissuudeyalldnudunniouiu “Request Token”
Winlalun1snsiaaeu “Request Token”
- edlagligndululsaz “Request Token”

oauth_callback confirmed

\u True dldsunisBiuduannssuudeyadlda

DGA

7111 25

e S1UNOUHRILISEURRIVE (29ANTSUMITL) OpenID_SSO_AdminManual 1.0 17042019.docx




sruvduduiiyananane (e-Authentication Service) M szuuasaumanasgiigeslesszuvdududyananans

dinuensguues JUONENS 1.0

C: Consumer Direct User to Service Provider - szuvansauinaAvamiisaudldaulds
szuudoyadldemuiiovhmstususnu (unsaifgldnudsllliinsadedldtuszuuiudu
myaranan) warligldanudndulainageuginlissuvansaunavesnienuaisading
Toyavasrldnulaviely

Parameter Description

oauth token “Request Token” a1ndumau B

[ | [

D: Service Provider Directs User to Consumer - izUUG’UJa;JUammmaﬂmm’luﬂﬁulﬂﬁﬁ

Y Y
v
§ v A

STUUANTAUNATDINUIBUNT DTN TTLRDS el

Parameter Description

oauth_token “Request Token” a1ntunau B (lutumoauil “Request Token”
lpsumseugnlildnuldanssuudeyagldanuuda)

oauth_verifier - WuAniszuudeyadldaudamseudu “Request Token”
- ﬂ'mmummL%aaﬂmﬂUﬁuuumsaummawmsmu Tl
%gﬂlﬁﬂuwmu E iieBuduinssuuasaumavamiisnud

9e08 “Access Token” tdussuuifeniuiive “Request

Token”

E: Consumer Request - S¥UUANTAUWATEINLILUET Request LUdssuutayarldnuliio
YoLUAYU “Request Token” D “Access Token”

Parameter Description
oauth_consumer_key IRAVDITEUUATAUNAUDINUILIY
oauth_token “Request Token” Tudfumeu D
oauth_signature_method - ABA9NIE Request

- podldandu “HMAC-SHA1”

oauth_signature - ehilldanduneunisdnsWasu oauth signature_ method
Tneeluduneudaylimieudludunou A

- TewvhlumiimesiasgndaalisaluiFmludunouads
Request Taswsazlausnd

oauth_timestamp 1a17YiNI3 Request

oauth_nonce uyavesimildenmwdinguiignduiuinlilddiuluisiay
Request va3ufiazszULaTawmNANIATY oo lingiaasudn
Request thlu Request Nliiinegnldunneu wazdaaiunislauf

WU HTTP
oauth_version NesTuves OAuth
ocauth_verifier Alaanssuudeyaldnulutuneu D

DGA SV . | i 26
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srUUBudufiyARana1s (e-Authentication Service) nsiRsTULAsAUmMAN AT e lesssuvEudusuAranNa

dinuensguues JUONENS 1.0

F: Service Provider Grants - szuudayagldauds “Access Token” WWlissuvasaumeves

MUY
Parameter Description
oauth_token “Access Token” ﬁlﬁ%’ummwusﬁa;ﬂaéﬁlsﬁmu
oauth token secret - Wuiszuudeyalldanudamdeuiu “Access Token” Lile

Talunnsmsiaaau “Access Token”

- andagludiulunsay “Access Token”

G: Consumer Access Protected Resources - S¥UUAITAULNAYBINUIBIIUUYY “Access
Token” AlaluidnAsdoyavesgliar Tnome ans. liuisnaddsdeyaiiielilddoya
navinlugluuuves XML Taggimuaninsaidifie XML /i Url:
http://123.242.139.6/eAuthenticationService/XmlUserInfo.aspx?Access Token={Access
Token AszuuUinIniasslasu}

** Tagil “Access Token” Sp1gmsléany 10 il

WULAEIAUNIT NI EUUAITAUNANIASTLUU Single Sign-On 678 OpenlID Protocol N3

WWTBU Request Wag Response @115uldlu Oauth Protocol Apud1sazisisazidundudou fedu

1 PN PN =~ U v . . = I aa

mhsnuiaulanazenlesiussuusuduiiyananalsluy Single Sign-On Famasiden OAuth lausn3n

$995UNT5h091U “OAUth v1.0a” WAY ATINUATEINLTIUNITHAIUITEUUAITAUNAVDINUILINUY TILU

Uagtuiliilavsnssessuegviaran1wiiadu PHP, Java, Perl, Python, ASP.NET “1a2 lngaunsafinuideya
WLLELAT Url: http://oauth.net/code/

iatl 119 ang. liuss9AaeEe Source Code Tun1w ASP.NET Wilunauuan n. Faviuanuise
ilUlddumegrslunisiauinely sauisauisafneseasideaniswmun anaulnan Source Code/
Libraries l4lun1saun uagnagsussuulan https/testopenid2.ega.or.th/ (Fwmsugldeulssian

Usgvw/ TAyARa/ ¥110aR/ 11913M15 (W mithisy) laiivnydlden MailGoThai)

DGA nin 27
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http://oauth.net/code/
https://testopenid2.ega.or.th/

srUUBudufiyARana1s (e-Authentication Service) nsiRsTULAsAUmMAN AT e lesssuvEudusuAranNa

dinuensguues JUONENS 1.0

10.2 dwiudldaudsziantrsniy/ Wininsgnivgyddldeau MailGoThai

&9 U

NIRAILITLUVATAUMAYINEIENUIAIN1505095UN S RN 8 UTE U LB RS UAIYARANA 1MUY
Single Sign-On dw3ut1319n1s/ Wi AsgEnsiveyTdldau MailGoThai fimwvemiisnuindudes
AT il

1) a11ilnan Software Library wieldluniswmuissvuansaumagosniisauauliaiuise
L%amimﬁ’mzwﬁué’uéfmﬂﬂaﬂmﬂué’ﬂwm Single Sign-On 14 laggiaunaunsan1iilvan
Libraries #1149 ¢ 167 http://openid.net/developers/libraries/

2) AWmWITDIMUIENUIA TN UTUNTULIULNG (Web Page) Fuiiemdies Ae SSOLogin
\fiesasdunsih Single Sign-On HIusEULEUSufIuARanans

10.2.1 MsWeIUIv1 SSOLogin

sSOLogin tuntiumadmsusumSeseldsnussuvarsaumavosiisauainivlediiwuy
Single Sign-On Tasuthiiumaiiaznsaaeuneandenilicuiduiimems Wnthisgiacndglda
MailGoThai wag Redirect fldmuludmirdmivralduinis lnediseazidenianssuwasnisivun
Afined (Parameter) wag Url ol

SSOLogin
AasUNY 1) yihnstuduiuanatussuuBuduiiyananaiewig OpeniD

2) avaeudeyagldnulasiSeuisuiupudeyagldanlussuvansaume
yowthpa Weldlumsdug (Match) fldaussninesyuuiuduiana
NANNLAL TEUUANTAUNAYDINUILIY
2.1) lunsdlifldniida@iidausgiusyuvansaumevomionuly
- av@euavslunIsintadeyaLazUINSUaNldiu
- Bonglouaewzdeyaiindudmsugldanuinusiona (dni)
- Redirect lunthveldu3nig

2.2) lunsdlfgldanilaiivndildnuegiuszuvasaumavesmieau (g
Joiauauuy)

[

~daiauanug: Tunsaingldnulditayddldouegiuszuvasaumenes

sheau Taegianoadeniaun fod

- ivhmsudedldoud fldnufinanlifansldnulussuuasauna
gty

- W Redirect TUgwin SSORegister (an153mumt1 SSORegister 19910
$11910.1.2) wiewdadoyasing o veagfldendilénnn Security Token Tuds
wihaednan laglvigldnuihmsamedeulifussuvansaumeves
Vel INR

- Wisvvuansaumemhosnwhmsindudeyagldnudlsnnszuuiudu
mypraatlugudeyaTsuuremieny wassadlvldnudidssuulag
0199z lANS lusesiu Viewer uazfauaszuuvemmsnuazluginunans
maulFnulsiugldoudandniulunends
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dinuensguues

srUUBudufiyARana1s (e-Authentication Service)

nsiRsTULAsAUmMAN AT e lesssuvEudusuAranNa

JUONENS 1.0

sURUUTRIlUTUNTY

Web Page

Uszianglday

Url

1151015/ LINNNST
MUY MailGoThai

https://govid.egov.go.th/server.aspx?

Parameter

Description

Basic Openld parameter:

openid.mode

Jududosd

Junisuenl Openld Provider i’i’l Openld Provider Hanansn
Anstarugldanlsviels Tnadadsdl

o “checked immediate” - lallvifindarfiugldau

o “checked setup” - WiRnsiafiudldeaula

openid.ns

Sududosd

Junisueniedduves Openld Request lngsEuvguduiIyana-
NA1992 39930 OpeniD 2.0 FofusyuvasaUIAT LR
a5l Relying Party laus375es3u OpeniD 2.0 Wufiy
Taandu “http://specs.openid.net/auth/2.0”

openid.return_to

Lidnduded

[ = A v W ! v 9 [
Ju Url fissuugududiyananansazdsldanunduinmdan
Algnurinsasverinldseuuue

openid.assoc_handle

1o & £ =
ladndudesd

o i Ao X A v A U o .
Jueinvusduiielvissuududusiuanananslylunis Sign
OpenlD Response
anAillalgnimiue sEUUATAUNAYEIIIENUARINT
M33988U OpenlID Response fUsEUUEUGURIUAAANA1IBNASS

openid.assoc_handle

1o & £ =)
ladndudesd

o I Ao X A v A U o .
Juefinvusduiielvissuududusiiuanananslylunis Sign
OpenlD Response
anAllalgniming sEUUATEUNAYEIIIENUABINTT
M33988U OpenlID Response Uz UUEUGURIUAAANA1IBNASS

openid.claimed_id

Laddndudedl

\Ju 1D vosgldenlu OpeniD
binswldrmueandu
“http://specs.openid.net/auth/2.0/identifier_select”

openid.identity

Laidndudesdl

\Ju ID vexldaulu OpenID vussuvBuuiiuAnana
binsulirnunau
“http://specs.openid.net/auth/2.0/identifier_select”

DGA
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dinuensguues JUONENS 1.0

Parameter Description

openid.realm - lLidwdudesd

- WumiuddlsiszuuBususyaranatmsui {ldaumilariing
Login nlge1uszuy

wnewn: s1dudosimunenil lunsaildlgrmuamsifines

“openid.return_to” 13

Attribute Exchange Extension:

openid.ns.<extension_alias> | - fuudaadl

- Jumsvenszuvgudusuananansbidsafunntuguuuures
Attribute Exchange
VAENE): SyULEUSuiIyAnaNae azatuayunsasiAuly
JULUY Attribute Exchange Wity

- Attribute Exchange dw3uihsums/ Wivthisgiditnddldn

MailGoThai §ifsil

Attribute Anfidenuy

http://axschema.org/contact/ _ y
_ e-mail Vol
email ¥

http://axschema.org/ y ”
Yo-unuana vegldanu
namePerson

http://www.egov.go.th/2012/ | UserlD suaarzﬂsi’f\‘imimzuu

identifier/uuid mail.go.th
http://axschema.org/ Username 895 ldauluszuy
namePerson/friendly mail.¢o.th

http://www.egov.go.th/2012/ | tavUsea1fusesnvuuag
identifier/citizenid 1131915/ LNy

http://www.egov.go.th/2012/ ﬁzéﬁ'umﬁmmaau%ga
identifier/citizenidverifiedlevel | @uUsza10USEB VU

(% (%
I A Y U

- Anfidesandadu http://openid.net/srv/ax/1.0”

Y

openid.<extension_alias> - dudusedl
.mode - (JuAdadu ieldau Attribute Exchange
- Ailsasgnaaniu “fetch request”
. . . o« e =
openid.<extension_alias> - dune
required - HunmsuensyuuBuduiyananaIeinss UUANSEULTIATES

MNEUABINTT Attribute aglsAulutng Inenn Attribute fiasdl
Aasadielildnulanseunqu

DGA i1 30

e S1UNOUHRILISEURRIVE (29ANTSUMITL) OpenlID_SSO_AdminManual 1.0 17042019.docx




srUUBudufiyARana1s (e-Authentication Service) nsiRsTULAsAUmMAN AT e lesssuvEudusuAranNa

dinuensguues JUONENS 1.0

Parameter Description
. . . o & v =]
openid.<extension alias> - 3uUusad
type.<attribute_alias> - HunsuenszuuBuduiiyananaalNsEuUESAULINAYS

wheauiinisdsde Attribute 9zlsvne Tnede “attribute alias”
Aosgnimualy openid.<extension_alias>.required 915gUY
ANTAUWATOINUIBIUADINIT Attribute 1T

A79819 OpenlD Request

https://govid.egov.go.th /server.aspx?
openid.claimed_id=http://specs.openid.net/auth/2.0/identifier select&
openid.identity=http://specs.openid.net/auth/2.0/identifier select&
openid.assoc_handle=-Ql1!IAAAAJaadvgtBHXQ-TdyBn02iJjoMBWAgL8NNW5PW _ZK-
aP9QQAAAAEFwWNb7DIR-

3BZgeF9vax1yljG20soMAFTfm7EtgYA MkHK5ryfjUvMepv83Pp706BS4cgql3z00UkjdafAF6a5&
openid.return_to=http://164.115.3.16/test rp/SSOLogin.aspx?
dnoa.userSuppliedidentifier=https://govid.egov.go.th /&
openid.realm=http://164.115.3.16/&

openid.mode=checkid setup&
openid.ns=http://specs.openid.net/auth/2.0&
openid.ns.alias3=http://openid.net/srv/ax/1.0&
openid.alias3.required=alias1,alias2,alias3,alias4,alias5&
openid.alias3.mode=fetch request&
openid.alias3.type.alias1=http://axschema.org/contact/email&
openid.alias3.count.alias1=1&
openid.alias3.type.alias2=http://axschema.org/namePerson&
openid.alias3.count.alias2=1&
openid.alias3.type.alias3=http://axschema.org/namePerson/friendly&
openid.alias3.count.alias3=1&
openid.alias3.type.alias4=http://www.egov.go.th/2012/identifier/citizenid&
openid.alias3.count.alias4=1&
openid.alias3.type.alias5=http://www.egov.go.th/2012/identifier/usertype&

penid.alias3.count.alias5=1
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dinuensguues JUONENS 1.0

dielallideyagameiilesainnisdsdnussiiariuma Url 9n Request fisinsdsludsseuududi
fayAAanans Lag Response fiszuuasaumavesmiisulidum dawhnsdisdanudeimuni
17.13.4 4939 HTML 4.01 Specification®
7798139 OpenlD Response

http://164.115.3.16 /test rp /SSOLogin.aspx?
dnoa.userSuppliedidentifier=https://govid.egov.go.th/&
openid.claimed_id=https://govid.egov.go.th/user.aspx/TestUser&
openid.identity=https://govid.egov.go.th/user.aspx/TestUser&
openid.sig=RC210Sdxlyj2CR6ceplachaHwdLcOo0O3AMIpIPPWA+A=&

openid.signed=claimed id,identity,assoc_handle,op_endpoint,return_to,response nonce,ns.alia
s3,alias3.mode,alias3.type.aliasl,alias3.value.alias1,alias3.type.alias2,alias3.value.alias2,alias3.typ
e.alias3,alias3.value.alias3,alias3.type.alias4,alias3.value.aliasd,alias3.type.alias5,alias3.value.aliash
&
openid.assoc_handle=7pLAIAAAACYcN6bXj1kNvIgvjzZdHjEttH7UepsIvLi rc19CyLYQQAAAAGczd
FYool9z xUyMpCGDSVuScU1jJg td4p9oh2YTEoqOXOmIir8SIBKYZgoONMhw-
7P9QwWQh3R6MAT3BuYAccA&

openid.op_endpoint=https://govid.egov.go.th/server.aspx&

openid.return_to=http://164.115.5.193/test rp/SSOLogin.aspx?dnoa.userSuppliedidentifier=http
s://testopenid.ega.or.th/&

openid.response_nonce=2012-05-24T04:47:03ZwHqUwFMm&

openid.mode=id res&

openid.ns=http://specs.openid.net/auth/2.0&

openid.ns.alias3=http://openid.net/srv/ax/1.0&

openid.alias3.mode=fetch response&
openid.alias3.type.alias1=http://axschema.org/contact/email&
openid.alias3.value.alias1=testuser@testuser.com&
openid.alias3.type.alias2=http://axschema.org/namePerson&
openid.alias3.value.alias2=1ndau NAFDUIIIN&
openid.alias3.type.alias3=http://axschema.org/namePerson/friendly&

openid.alias3.value.alias3=TestUser&

openid.alias3.type.alias4=http://www.egov.go.th/2012/identifier/citizenid&

[e)

@iwam%amﬁ'mﬁmﬁﬁ http://www.w3.0rg/TR/html401/
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openid.alias3.value.alias4=111111111111&
openid.alias3.type.alias5=http://www.egov.go.th/2012/identifier/usertype&

openid.alias3.value.alias5=1

Wuleiunsilveansds Request Litaludlvideyagavngiilosinnisdadnusefitayriunig
Url 9n Request Niin1sdaludassuudududiynnanany uag Response N5z UUAITAULNATDY
NENULAAUNT Ao TRERILTaAIAUAT 17.13.4 989 HTML 4.01 Specification

N15LMS83 Request tay Response d@msuldlu OpenlD Protocol Aput1sazilseazidendugou
917l U 9ABIIN15INYN Digital Signature Lﬁaﬂaqﬁumsﬂaamﬂaﬁauﬂa »13 Diffie-Hellman Protocol
ety misauiiaulafiasdeulssfuszuuBudusyanauuusiuaud (Single Sign-On) FaAa51den
OpenID laus1375095un151991u OpeniD 2.0 war assfuA1E 17l lun WAL ST UVASAUmNAY DS
AUIYIY %ﬁiuﬂwﬁuﬁﬁ lausﬁim%’uagjwawmmwu PHP, Java, Perl, Python, ASP.NET “1a< lag
a’lmmﬁﬂ‘w’lﬁi’fa%mﬁmaﬂﬁﬁ http://openid.net/developers/libraries/

iatl 119 ang. Miuss9AaeE1e Source Code Tun1w ASP.NET Wiluntauuan n. Faiuanuise
iluladumegrslunisiauinely sausauisafnereazidennisianun anadlnan Source Code/
Libraries fildlunmsiamn uaznaaeussuulan https:/govid.ega.or.th/ (@ msugldnudssiandrsvnis/

W nthnsgnIvaydldauy MailGoThai)
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sruvduduiiyananane (e-Authentication Service) nMsiauszuvasaumAnAsT el ssruuguduiyanana

dinuensguues JUONENS 1.0

11.mMsvmun luuswannanduliaiuisaldanusiuiuszuvgududiuaaanans

miﬁwuﬂumEJLLawwémsﬁ"umammmmiﬁmmsaL%auimﬁ’usvwﬁué’uﬁwmaﬂmﬂLLUU Single
Sign-On \iesassunisdldau (Login) uazenidnnisdnldau (Logout) IumaLLawwaLﬂmmJawmsmu
mmﬂuivwﬂgummﬁ I0S wag Andriod Asde 11.1 uag 11.2 AUa16Y iammmiwaﬂmamauauma
‘Uaﬂéﬂm’m U Government API) Tuiade 11.3

11.1 seuuufuanis 10S

msaulieuennaiadulusesiussuuUfinnig 150 WansaldausuiussuuBuduiyana
nanalaeIsn1sivanniin Login vaessuvdudusiiyananalenis UwWebView saufiunisld URL Schemes
deliuurswenndiaduaninsaldnuiufussvuBududiyaeanarslddusndudosduiunisdan
LonmaduLazLiin Library ide1n “libega-core-client” (7 aws. Saw3eal3l* Tnefidunausai

1) asslnawmesly Project a1 Header File way Library unld éﬁ’agﬂ'ﬁ 11-1

.D5_Store D5 _Store @ BaseG4Aadditions.h

[ EGAService ~  [] ega-core-client P [h| CryptoUtil.h

™Y EGAService.xcodeproj |h| EGAMobileAuthen.h

(1] EGAServiceTests » || EGAWSClient.h

] include P [h| HTTPClient.h

L lib E [h| Message.h
[h| NSData+C...onCrypto.h
[h| NSString+URLEncoding.h

.D5_Store .D5_Store
[[] EGAService s £ libega-core-client.a

™ EGAService.xcodeproj
[ EGAServiceTests "
[ include "

SUT 11-1 n191 Header File g Library anl3lulnlawe$iiadadu

2) 910 Xcode U7 Project >> General >> Linked Frameworks and Libraries W& LY
Library “libega-core-client” fis5uil 11-2

¥ Linked Frameworks and Libraries
MName Status
= M . ) .
iz libega-core-client.a Required
=5 CoreGraphics.framework Required &
=5 UIKit. framewaork Required 5
(=5 Foundation.framework Required 5
+ =

'gﬂﬁ 11-2 nsiiial Library

* gnunsanntilvian Library 167 http://openid.egov.go.th/publish/DevMain.aspx
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dinuensguues JUBNET 1.0

3) 910 Xcode U7 Project >> Build Setting Tvhmsaeraelud
3.1) Header Search Paths 1d@%® Folder 713 Header File Aagun 11-3

¥ Build Options

Setting 7-&; Resolved 5’341 ECAService h ECAService LA i05 Default
Precompiled Header Uses Files From Build Directory T
Scan All Source Files for Includes $SOURCE_ROOT finclude non-recursive
| —
¥ Packaging

Setting ffault

Info.plist Preprocessor Prefix File
Private Headers Folder Path
Public Headers Folder Path

¥ Search Paths
Setting {fault

Always Search User Paths [ [+ -

Framework Search Paths
¥ Header Search Paths fUsers/vaetitayusa... fUsers/vaetita.yusa... /Applications/Xcode... [Applications/Xcode. .

JUN 11-3 Auminlainesiiaednis

3.2) Other Linker Flags lfiAn{u “-ObjC” faguil 11-a

¥ Linking
Setting 7’50; Resolved 1.&; ECGAService h ECAService LA 105 Default
Link With Standard Libraries Yes + Yes v
¥ Other Linker Flags -0bjC -0ObjC
Quote Linker Arguments Yes ¥ Yes v
| -0bjC

E‘U*ﬁ' 11-4 faenliifu Other Linker Flags

4) {83310 Library “libega-core-client” 5835U iDevice 71l 32 bit lsfvinnisaaAnail a1n Xcode
1U? Project >> Build Settings waz@1a1l% Architectures L1 “Standard architectures
(armv7, armv7s)” 693U7 11-5

¥ Architectures

ECAS:
Setting % Resolved % EGAservice B ecaservice [a] i0s Default Full Path JUser]
Additional SDKs =
P Architectures Standard + Standard architectures (armv?, armv7s)
Base SDK Latest i0S (i0S 7.0) 5 Standard architectures (including 64-hit) (armv?, armv7s, arm64)
¥ Build Active Architecture Only <Multiple values> + ather I
Debua Yes s |

gﬂﬁ 11-5 fa@ iU Architectures

5) vinnsaernli AppDelegate 711911i03n15 Load URL Tagann Xcode 1#lUf Project >> Info
9ntuliiiniaidia URL Types wagvinissavuad iy identifier Guagiunonnainduues
Mieuty 9) ez URL Schemes (9f1mun “Returnkey” 4@ msu Login wae Logout voue
warndutiy @) faguil 11-6
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¥ URL Types (1)

EGA.ECAService

Identifier | EGA.EGAService URL Schemes | egaservice

No r . -
Icon | None - Role | Editor

mage
specified

p Additional url type properties (0)

-

U7 11-6 foegensisunailiiu URL Types

11.1.1 019 Login

Tuuewenndiaduazdewinissen Url ldluns Login #ae WebView Tagad1s URL Request
1aely Method “genLoginMobileURL” ¥84 EGAMobileAuthen a1n Library “libega-core-client” lay

Parameter fail

Parameter Description
UrlString Ul Al#lun1s Login Tasszydu
“https://accounts.egov.go.th/MobileAuth/Authen/Login.aspx”
OSID sWasEUUURURNT (0S) veswennaladu d1v¥u 10S & OSID = 1
ReturnKey URL Schemes fifwunalugnuwes URL Types Tagdosszylinsaiudiimun
1 (3Ui 11-6)
ConsumerKey - sqmﬁasuaqiumml,awwawﬁu

Id o A v A [ a 1 . [y
- Wuyasian ans. eenlyl ieaudasadelunisisenldau Service fu
ans. (gviale 12)

ConsumerSecret - sfaudmSuluuIsLeNNALATULY 9
- Wuasiadn ans. eenli Wearuuaeasdelunisisenldau Service fu
ans. (vde 12)

LoginType Usegnnueanis Login Tneuuadu
e 115 Login lagns1wn1s/ W nsgndvndldaiegiussuy
MailGoThai 9¥3 LoginType 1Ju “govid”

a |

o 117 Login lneUsenvw/ yarasTsunn TAUAAR ¥19619R Lay

]

1157190115/ Wt SNkl vadgldauegiussuu MailGoThai 2sdl

Y

LoginType \Ju “openid”

/f GOVID
//NSURL *loginURL = [EGAMobileAuthen genLoginMobileURLWithUrlString:SERVICE_URL_LOGIN_GOVID and0SID:0SID
andReturnkey: RETURN_KEY andConsumerKey:CONSUMER_KEY andConsumerSecret:CONSUMER_SECRET andLoginType:LOGIN_GOVID] ;

/A OpenlD
NSURL *loginURL = [EGAMobileAuthen genLoginMobileURLWithUrlString:SERVICE_URL_LOGIN_GOVID and0SID:0SID andReturnKey:RETURN_KE®
andConsumerkey: CONSUMER_KEY andConsumerSecret:CONSUMER_SECRET andLoginType:LOGIN_OPENID];

NSLog(@"LoginURL: %&", [loginURL absoluteStringl);
MNSURLRequest =requestObj = [NSURLRequest requestWithURL:leginURL cachePolicy:NSURLRequestlUseProtocolCachePolicy

timeoutInterval:6@8.8];
[self.openidWebView loadRequest:requestObjl;

DGA o
e 6 1UNNURRUNSTUIARATYEA (09ANTUMTY) OpenlID_SSO_AdminManual 1.0 17042019.docx



http://openid.egov.go.th/MobileAuth/Authen/Login.aspx

sruvduduiiyananane (e-Authentication Service) nMsiauszuvasaumAnAsT el ssruuguduiyanana

o

dinuensguues JUBNET 1.0

dlo Login 910 Webview #1291l Method
“application:openURL:sourceApplication:annotation” Ti AppDelegate 11911 lngaginnisnena
311 Url 1ﬁa§1ugﬂ Key-Value lagld Method “handleMobileAuthen” ¥89 EGAMobileAuthen 210
Library “libega-core-client” Way Parameter el

Parameter Description
ResponseUrl URL #idu Parameter a1 Method
“application:openURL:sourceApplication:annotation”
ReturnKey URL Schemes fifvuslugiuaes URL Types
ConsumerKey - sqmﬁasuaqimmwawwam%’u

I o A v A [ a [ . [
- Duyesiian ans. eanly wieanudasaselunissenldau Service fiu
ans. (vde 12)

ConsumerSecret - sianudmSuluuIsLeNNALATULY 9
- Wuasiadn ans. eanli WiearuvasadelunisiSenldau Service fu
ans. (vde 12)

—-(BOOL)application: (UIApplication *)application cpenURL: (NSURL *)url sourceApplication:{NSString #)sourceApplication annotation:
(id)annotation

{
if (lurl) { return NO; }
NSDictionary =dic = [EGAMobileAuthen handleMobileAuthenWithResponselrl:url andReturnKey:RETURN_KEY andConsumerkey:COMSUMER_KE'
andConsumerSecret : CONSUMER_SECRET] ;
NSArray =arrayKey = [dic allKeys];
MNSString =statusText = [dic objectForKey:@"status"];
if ([arrayKey count] == 1) { //logout
if ([statusText isEgqualTeStrimg: @'true"]) {
NSLog(@"Logout complete");
self.firstView.userInfo = nil;
[self.userView dismissViewControllerAnimated:YES completion:nill;
} else {
NSLog(@"Logout incomplete");
} else { // login
if ([statusText isEqualTeString: @"true"]) {
UserInfo #userInfe = [[UserInfe allecl initl;
userInfo.token = [dic objectForKey:&"token"];
userInfo.email = [dic objectForKey:&"'mail"];
userInfo.citizenid = [dic objectForKey:@"identifier"];
userInfo. fullname = [dic objectForKey:@"fullname"];
self.firstView.userInfo = userInfo;
[self.loginView dismissVWiewControllerAnimated:YES completion:nil];
} else {
NSString #errMsg = [dic objectForKey:@'message"];
NSLog(@"Login Incomplete due to : %E", errMsg);
[self.loginView dismissViewControllerAnimated:YES completion:nill;
}
}
return YES;
Key Description
. ¥ 1
status A01UzUIN13 Login leln
A o <
o true ABD &L39
a 1o @
o false o laid59
] 7 a 5LQJ . .
token Token @nsuLsanly Service U89 EGA Web Service
. . ¥ o .
mail E-mail Address U831 Login
. . e o U Y o .
identifier LavUTEIIUITYIVUVDININIT Login
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Key Description
fullname Yo-UANAVLIENNT Login
Y] . 1o @ . .
message VIANULAAINTT Login laid5a (Login Fail)
nEewin: azuansAilunsaiAves status Wu “false” Wity

11.1.2 013 Logout

Tuuswenndiatuagdoaihnsden Ul Aldlunns Logout dae WebView Tnsadns URL Request
Tnely Method “genLogoutMobileURL” ¥8¢ EGAMobileAuthen 310 Library “libega-core-client”

way Parameter nail

Parameter Description
UrlString URL #ildd 13y Logout Tagszyidiu
“https://accounts.egov.go.th/MobileAuth/Authen/Logout.aspx”
OSID 5% OS w99 Application d@1%3U 10S & OSID = 1
ReturnKey URL Schemes fifuunlugiuves URL Types lnedosseylvinssiudidmun

1 (5t 11-6)

|
NSURL *logoutURL = [EGAMobileAuthen genLogoutMobileURLWithUrlString:SERVICE_URL_LOGOUT_GOWID and0SID:0SID andReturnKey

RETURN_KEY] ;

NSURLReguest srequestObj = [NSURLRequest requestWithURL: legoutURL cachePolicy:NSURLRequestUseProtocolCachePolicy
timeoutInterval:6@.8];

[self.localWebView loadRequest:reguestObjl;

o Logout 91n Webview i 229l Method
“application:openURL:sourceApplication:annotation” Tu AppDelegate ¥1141U 1AgazYININ1T0AAN
310 Url Iﬁagﬂugﬂ Key-Value lagld Method “handleMobileAuthen” ¥99 EGAMobileAuthen 21n
Library “libega-core-client” @z Parameter Fasiolul

Parameter Description
ResponseUrl URL iy Parameter 284 Method
“application:openURL:sourceApplication:annotation”
ReturnKey URL Schemes ﬁﬁmuﬂiudawaa URL Types
ConsumerKey - ﬂ;mﬁaﬁuaq‘[mU’mLLawwam%’u

I o A P ) = ] . )
- Duesiian ans. eanly wieanudasasdelunissenldau Service fiu
ans. (gite 12)

ConsumerSecret - sianudmSuluuIsLeNNALATULY 9
- Wuasian ans. eenli WearuuaeasdelunisiSenldau Service fu
ans. (avide 12)
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—(BOOL)application: (UIApplication *)application openURL: (NSURL *)url sourceApplication:(NSString *)sourceApplication annotation:

{id)annotation
{
if (turl) { return NO; }
NSDictionary #dic = [EGAMobileAuthen handleMobileAuthenWithResponselUrl:url andReturnKey:RETURN_KEY andConsumeriey:CONSUMER_KE*
andConsumerSecret : CONSUMER_SECRET] ;
NSArray sarrayKey = [dic allkeys];
NSString #statusText = [dic objectForKey:@'status"];
if {larrayKey count] == 1) { //logout
if ([statusText isEgualToString: @"true"]) {
NSLog(@"Logout complete");
self.firstView.userInfo = nil;
[self.userView dismissViewControllerAnimated:YES completion:nil];
} else {
NSLog(@"Logout incomplete");
} else { // login
if {[statusText isEgqualToStrimg: @"true"]) {
UserInfo suserInfo = [[UserInfo alloc] init];
userInfo.token = [dic objectForKey:&"token™];
userInfo.email = [dic objectForKey:g"mail"];
userInfo.citizenid = [dic objectForkKey:@"identifier"];
userInfo.fullname = [dic objectForKey:@"fullname"];
self.firstView.userInfo = userInfo;
[self.loginView dismissViewCentrollerAnimated:YES completion:nill;
} else {
HNS5tring *errMsg = [dic objectFerKey:@"message"];
NSLog(@"Login Incomplete due to : %", errMsg);
[self.loginView dismissViewControllerAnimated:YES completion:nill;
}
}
return YES;
}
Key Description
¥ 1
status #01ULYDINT Logout ‘lﬂLLﬂ
A o &
o true ABD {159
A 1o &
o false Ao lddu3a
[ . \'L 1o & . .
message YDAUBAAINIT Login tdL59 (Login Fail)
' e’l’ﬁ’[’ a1 | « 9 &
AUBLUAG: L UAAIANULUNTUANVDY status 1UU “false” wUU
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11.2 szuuyjianis Andriod

nsiauluuigkenndindulusesiuseuud)Uanis Andriod Wanansaldaussuvtiududiuaes
nanstu gimwveanhsaudnludesidunisiii Library 1031 “ega_crypto_lib” (7l ans. daw3ey
1Al 13lu Project

11.2.1 019 Login

Wealun1siiiy Library 138U50la7 21n1Uuagyiin1sisen Url 1lelunis Login Aie WebView
1n8a319 URL Request Ingld Method a1n Library “ega_crypto_lib” wag Parameter fgil

Parameter Description
LOGIN_URL Ul #l#lunns Login Taeszydiu
“https://accounts.egov.go.th/MobileAuth/Authen/Login.aspx”
OSID sWasyUUUfRNTS (0S) vesuenwdiatu dwsu Andriod i OSID = 2
returnkey URL Schemes #¥usndusn (nsdanlngjassyyduiononnaindui

wihgauiu 9 fMvuald)

type Useinnaeanis Login Tnsuuadu

« M3 Login Tnedhsanns/ iWmihisgiidadildnuediusyu
MailGoThai 9zdl LoginType B “govid”

o M9 Login lngUsenyw/ YanassIun dAyana 31991900 uae

9

11519113/ Wt nsgnldiidayddldanuegiussuy MailGoThai 2zl

Y

LoginType Ju “openid”

Consumerkey - yasiavedluugLannAAtY
- Wuyasirai ans. senli wWieauvasadslunisdenlda Service Au
ans. (gl 12)

Consumersecret - sWarudmsuluuIBueNNELATUIIY 9
- Wuyasirai ans. senli wWeauvasadslunisdonldau Service Au
ans. (de 12)

nonce Timestamp

* @nunsaaniilvian Library 167 https://accounts.egov.go.th/Home/Developer
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nsiRsTULAsAUmMAN AT e lesssuvEudusuAranNa

JUONENS 1.0

KRUYLYS):
E—

Tun1siSen Url Wi (Url Request) 9gdasiin1sid15%a (Encode) Toyanag Method a1n Library
\donau nandfe

MN558n Method “s7 = SecretUtil.encodeSecret(consumersecret)” Liayinn15:159%a
“consunersecret” wazthaflaunAuiiludnusnaedn “s7”

Method “enSecret = CryptoUtil.encrypt(consumersecret, s7,

Long.toString(nonce))” ax11 “s7” fiu “nonce” TUWNSHaAU “consumersecret” 8nAs3

wazthlUAUANF WS “enSecret”

import
import
import
import
import
import
import
import

import
import

import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

package or.th.ega.demogovid;

java.io.IOException;
java.net.URI;
java.net.URISyntaxException;
java.net.URLDecoder;
java.net.URLEncoder;

java.security.GeneralSecurityException;
java.security.NoSuchAlgorithmException;

java.util.HashMap;

javax.net.ssl.HostnameVerifier;

javax.net.ssl.HttpsURLConnection;

org.apache.http.HttpEntity;
org.apache.http.HttpResponse;

org.apache.http.client.methods.HttpGet;
org.apache.http.conn.scheme.Scheme;

org.apache.http.conn.scheme.SchemeRegistry;
org.apache.http.conn.ssl.SSLSocketFactory;
org.apache.http.conn.ssl.X509HostnameVerifier;
org.apache.http.impl.client.DefaultHttpClient;
org.apache.http.impl.conn.SingleClientConnManager;

org.apache.http.util.EntityUtils;

org.json.JSONArray;
org.json.JSONException;
org.json.JSONObject;

th.or.ega.common.utils.CryptoUtil;
th.or.ega.common.utils.SecretUtil;

android.net.http.SslError;
android.os.Bundle;
android.os.StrictMode;
android.annotation.SuppressLint;
android.app.Activity;
android.app.Dialog;
android.graphics.Bitmap;
android.text.TextUtils;
android.util.Base64;
android.util.Log;
android.view.View;
android.view.ViewGroup;
android.view.Window;

android.view.View.OnClickListener;

android.webkit.CookieManager;
android.webkit.SslErrorHandler;
android.webkit.WebView;
android.webkit.WebViewClient;
android.widget.Button;
android.widget.EditText;
android.widget.TextView;
android.widget.Toast;

DGA

Digitl Govermment Development Agency.
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@SuppressLint ("SetJavaScriptEnabled™)
public class LoginActivity extends Activity {

WebView webview;

TextView txt response;

private final String consumerKey = "xXxXxXxxxxxxxxxxxx';

private final String consumerSecret = "xxxxxxxxxxx';

private String token = "";

private final long nonce = System.currentTimeMillis();

private final String LOGIN URL =
"https://accounts.egov.go.th/MobileAuth/Authen/Login.aspx?0SID=2&returnkey=xxxxxx&type
=openid";

private String init(String _url)({
try {
String s7 = SecretUtil.encodeSecret (consumerSecret) ;
String enSecret = Baseb6b4.encodeToString(CryptoUtil.encrypt (consumerSecret,
s7, Long.toString(nonce)) ,android.util.Base64.DEFAULT) ;

return LOGIN URL.concat ("&consumerkey=" + URLEncoder.encode (consumerKey)
+ "&consumersecret=" 4+ URLEncoder.encode (enSecret)
+ "&nonce=" + nonce);

} catch (NoSuchAlgorithmException e) {
e.printStackTrace() ;

} catch (GeneralSecurityException e) {
e.printStackTrace() ;

} catch (IOException e) {
e.printStackTrace() ;

}

return null;
}
@Override

protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.activity main);

webview = (WebView) findViewById(R.id.webview) ;

txt response = (TextView)findViewById(R.id.txt response);
webview.getSettings () .setJavaScriptEnabled (true) ;
webview.setInitialScale (100);

webview.setWebViewClient (new WebViewClient () {
Jxx
*
*/
@Override
public void onPageStarted(WebView view, String url, Bitmap favicon) {
HashMap<String, String> para = new HashMap<String, String>():;
String[] splitUrl = url.split("\\?2");
Log.e("url", url);
Log.e("splitUrl[O0]", splitUrl[0]);

if ("http://mobile.ega.or.th/oscc".equals(splitUrl[0].trim())) {
String[] param = splitUrl[1].split("\\&");
for (int i = 0; i < param.length; i++) {
String[] p = param[i].split("\\=");
if (p.length == 1)
Log.e("param0", p[0].trim())
para.put (p[0].trim(), null);
if (p.length == 2)
Log.e("param0", p[0].trim())
Log.e("paraml"”, p[l].trim())
para.put(p[0].trim(), p[l].trim())
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if ("true".equals(para.get("status").toString())) {

webview.stopLoading() ;

/**
* 1if parameter 'status' return true = Login success
*/

Log.e("Login', "SUCCESS");

Toast.makeText (LoginActivity.this, "LOGIN SUCCESS",

Toast.LENGTH_LONG) .show() ;

/**
* decrypt token
*/
try {
String s7 = SecretUtil.encodeSecret (consumerSecret) ;
token =
CryptoUtil.decrypt (android.util.Base64.decode (URLDecoder.decode (para.get ("token')) ,and
roid.util.Base64.DEFAULT), s7, para.get("nonce'));
} catch (GeneralSecurityException e) {
e.printStackTrace() ;
} catch (IOException e) {
e.printStackTrace() ;

}

// custom dialog

final Dialog dialog = new Dialog(LoginActivity.this);
dialog.requestWindowFeature (Window.FEATURE NO TITLE) ;
dialog.setContentView(R.layout.dialog req quota);
dialog.setTitle ("nguinsanauiimsilszainn'™) ;

final EditText txt id = (EditText)
dialog.findViewById(R.id.txt id);

Button btn ok = (Button) dialog.findViewById(R.id.btn ok);

Button btn cancel = (Button)
dialog.findViewById(R.id.btn cancel);

btn ok.setOnClickListener (new OnClickListener() {
@Override
public void onClick(View v) {
dialog.dismiss() ;
String citizenID = txt id.getText () .toString();
JSONArray resText = wsGetProfile(token, citizenID,
consumerKey) ;
txt response.setVisibility(View.VISIBLE) ;
txt response.setText (resText.toString());
}
3
btn cancel.setOnClickListener (new OnClickListener() {
@Override
public void onClick(View v) {
// show receiver
dialog.dismiss() ;
finish();
}
3
dialog.show() ;

} else if ("false".equals(para.get("status").toString())) {
webview.stopLoading() ;

/**

* if parameter 'status' return false = Login fail.
* and clear cookie in webview

*/

CookieManager cookieManager = CookieManager.getInstance()
cookieManager.removeAllCookie() ;
Log.e("Login", "FAIL");
Toast.makeText (LoginActivity.this, "LOGIN FAIL",
Toast.LENGTH LONG) .show () ;
}
}
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}

// default method webview component
@Override
public boolean shouldOverrideUrlLoading(WebView view, String url) {
view.loadUrl (url) ;
return true;
}
// default method webview component
@Override
public void onReceivedSslError (WebView view, SslErrorHandler handler,
SslError error) {
handler.proceed() ;
}
})
webview.loadUrl (init (LOGIN URL)) ;
}

public JSONArray wsGetProfile(String token, String citizenID, String
__consumerKey) {
URI uri = null;
try {
uri = new URI("https", "ws.ega.or.th",
"/ws/dopa/personal/profile/normal","CitizenID="+ citizenID, null);
} catch (URISyntaxException e) {
e.printStackTrace() ;

}

String wsUrl = uri.toASCIIString();
Log.e("wsUrl", wsUrl);
JSONArray result = wsGetJSON(wsUrl, consumerKey, token);

return result;

}

private JSONArray wsGetJSON(String wsUrl, String consumerKey, String token) {
StrictMode.ThreadPolicy policy = new
StrictMode.ThreadPolicy.Builder () .permitAll () .build() ;
StrictMode.setThreadPolicy(policy) ;
// Create a new HttpClient and Header
DefaultHttpClient httpclient = null;
if ( wsUrl.startsWith("https")) {
httpclient = certificateAcceptor();
}else if ( wsUrl.startsWith("http")) {
httpclient = new DefaultHttpClient (),
}

HttpGet httpget = new HttpGet ( wsUrl);
HttpResponse response = null;
StringBuilder respText = null;
JSONArray respJSON = null;
try {
httpget.setHeader ("Content-type", "application/Jjson");

if (!TextUtils.isEmpty( consumerKey)) {
httpget.setHeader ("Consumer-Key", consumerKey) ;

}

if (!'TextUtils.isEmpty( token)) {
httpget.setHeader ("Token", token);

}

// Execute HTTP Post Request

response = httpclient.execute (httpget) ;

HttpEntity entity = response.getEntity();

respText = new StringBuilder (EntityUtils.toString(entity));

// Parse String to JSON

try {
if (respText.toString().startsWith("[")) {

respJSON = new JSONArray(respText.toString());

}else if (respText.toString().startsWith("{")) {

DGA e
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respJSON = new JSONArray () .put (new
JSONObject (respText.toString()));
}
} catch (JSONException e) {
e.printStackTrace() ;
}
entity.consumeContent () ;
} catch (IOException e) {
e.printStackTrace() ;
}finally{
httpget.abort() ;
respText = null;
}
return respJSON;

}

// accept all certificates.
public DefaultHttpClient certificateAcceptor() {

HostnameVerifier hostnameVerifier =
org.apache.http.conn.ssl.SSLSocketFactory.ALLOW ALL HOSTNAME VERIFIER;

DefaultHttpClient client = new DefaultHttpClient();

SchemeRegistry registry = new SchemeRegistry();

SSLSocketFactory socketFactory = SSLSocketFactory.getSocketFactory() ;

socketFactory.setHostnameVerifier ((X509HostnameVerifier) hostnameVerifier);

registry.register (new Scheme ("https'", socketFactory, 443));

SingleClientConnManager mgr = new SingleClientConnManager (client.getParams(),
registry);

DefaultHttpClient httpclient = new DefaultHttpClient (mgr,client.getParams()) ;

// Set verifier
HttpsURLConnection.setDefaultHostnameVerifier (hostnameVerifier) ;
return httpclient;

e Login 970 Webview H1uazil Response nauuT #iail

http://mobile.ega.or.th/[returnkey] ?status=true&mail=x.xxxxx@ega.or.th&fullname=%e0%b8
%ad%e0%b8%a3%e0%b8%a3%e0%b8%96%e0%b8%9e%e0%b8%a5%20%e0%b8%9a%e0%b8%a3%e0%b8%a3%e0%b8%a
5%e0%b8%b7%e0%b8%adstoken=KmcUhzQ9JSKFyxVrjLUDB3T3zVMIBCBRwVEtXdiRL6CX$2b50KqViWIJ4uTVL
Lb%2bfgD&nonce=1393928493237&identifier=akKvtl1JfEqMcsKuxPiDYcRg$%3d%3d

Parameter Description

returnkey URL Schemes #isusnauin (nsdiulvgazszyidutowenndndui
wiheauiu 9 fvuald)

status a01UzU9IN13 Login leln
o true Ao 159

= 1o <
o false Ap lud5a

mail E-mail Address ¥835%1115 Login

fullname %a—umaqamaqﬁﬁﬂmi Login

token Token d@msulsunld Service U89 EGA Web Service
nonce Timestamp

identifier BYUsEdRUTEYIRUYRIRYIINTT Login
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11.2.2 013 Logout

Tuunguenwaladuaziewinn1ssen Url #l4luns Logout fae WebView Tna@d1e URL Request
1agley Parameter Al

Parameter Description
LOGOUT URL Ul Al#lun1s Login Taeszydu
“https://accounts.egov.go.th/MobileAuth/Authen/Logout.aspx”
OSID sWaszUURTRNS (0S) vauenmaiady
dwiu Andriod 1 OSID = 2
returnkey URL Schemes i3unduin (nsdnivgjazszydudononmaindud

wihgauiu 9 fMvuald)

package or.th.ega.demogovid;
import java.util.HashMap;

import android.net.http.SslError;
import android.os.Bundle;

import android.annotation.SuppressLint;
import android.app.Activity;

import android.app.ProgressDialog;
import android.graphics.Bitmap;

import android.util.Log;

import android.webkit.SslErrorHandler;
import android.webkit.WebView;

import android.webkit.WebViewClient;
import android.widget.Toast;

@SuppresslLint ("SetJavaScriptEnabled™)
public class LogoutActivity extends Activity {

WebView webview;
private final String LOGOUT URL =
"https://accounts.egov.go.th/MobileAuth/Authen/Logout.aspx?0SID=2&returnkey=xxxxxx";

@Override

protected void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.activity main);

webview = (WebView)findViewById(R.id.webview) ;
webview.getSettings () .setJavaScriptEnabled (true) ;
webview.setInitialScale (100);

webview.setWebViewClient (new WebViewClient () {

@Override

public void onPageStarted(WebView view, String url, Bitmap favicon) {
super.onPageStarted(view, url, favicon);
HashMap<String, String> para = new HashMap<String, String>();
String[] splitUrl = url.split("\\?2");
Log.e("url", url);
Log.e("splitUrl[O0]", splitUrl[0]);

if ("http://mobile.ega.or.th/oscc".equals(splitUrl[0].trim())) {
String[] param = splitUrl[1].split("\\&");
for (int i = 0; i < param.length; i++) {
String[] p = param[i].split("\\=");
if (p.length == 1)
para.put(p[0].trim(), null);
if (p.length == 2)
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para.put(p[0].trim(), p[l].trim())
}

if ("true".equals(para.get("status").toString())) {
webview.stopLoading() ;
/**
* 1f parameter 'status' return true = Logout success
*/
Toast.makeText (LogoutActivity.this, "LOGOUT SUCCESS'",
Toast .LENGTH_LONG) .show() ;

} else if ("false".equals(para.get("status").toString())) {
webview.stopLoading() ;
/**
* 1if parameter 'status' return true = Logout fail
*/
Toast.makeText (LogoutActivity.this, "LOGOUT FAIL",
Toast.LENGTH_LONG) .show() ;
}
}
}

@Override

public boolean shouldOverrideUrlloading(WebView view, String url) {
view.loadUrl (url) ;
return true;

}

@Override
public void onReceivedSslError (WebView view,
SslErrorHandler handler, SslError error) {
handler.proceed() ;
}
}) i
webview.loadUrl (LOGOUT URL) ;

[

WAz Response 183970 Request 1Uudsil

http://mobile.ega.or.th/[returnkey]?status=[status]

Key-value Description

returnkey URL Schemes #isusnauin (nsdiulvgazszyidutowenndndui
ety 9 fvuald)

status a01uzU9N15 Logout laun
o true fia @159

= 1o
o false Ao ludsa

yin 47

dinauiwunsguafavia (esdn1sumvw) OpenlD SSO_AdminManual 1.0 17042019.docx




sruvduduiiyananane (e-Authentication Service) nMsiauszuvasaumAnAsT el ssruuguduiyanana

dinuensguues JUBNET 1.0

11.3 n1siienvadayaynnavasgldeu

luunguenndiaduremiisnuaunsaniidunisisenveteyaynnavesldauiy o luguuuy AP

9

e

P

19 Tnefivuneunisisenldnudeyaunnakiu Government APl /il

1) %1113 Validate
1.1) d7uves Consumer Key uay Consumer Secret \iove Token kaziUm Session 1y
nsisenly Service 1nan1s HTTP Request 1ngA5 GET

35015 url

GET https://ws.ega.or.th/ws/auth/validate?ConsumerSecret=<ConsumerSecret>&
AgentlD=<AgentID>

Key/ Parameter Required Type Description
ConsumerSecret Required String sqmﬁaﬁ ans. oonli leauasnssly
nsi3enldau APl
AgentID Required String |« tavtinsuszanTuvesidngteyaly
WUU

o Wuanfianunsavsvenlesn User ladi
arlden Service T Session thy 9

o 1JuA1 Unique ID 903usag Session
Tnen19 @ns. nvualili

1.2) @73uvee HTTP HEADER

Key Description

Consumer-Key YASVAN ans. pnt enulasadelunissenldeu AP

minn13vineuldideranain Service 38M1N1IMBUNGUAIY http status code: 200 OK way
Token Mianunsathluldusznaunsiamu AP Tun1siSenvedeyasing o Al

200 OK

{
"Result": "<TOKEN_ KEY>"

}

Key Description
TOKEN_KEY Token M15zuUUeY @ns. asdlinazdenauun et lulalu
N3 APl Senlddeya
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v

1ng Status Code N95UUIL KAINAU (Response) UITIAUNINTIU LR

Status Code Status Phrase Description
200 OK Service ¥hnsaualmduuni
204 No Content lﬂwuﬁayjaﬁﬁaqmi
400 Bad Request fimsrimun Parameter anliinsunieligneias
401 Unauthorized galailainnns Validate Consumer Key
403 Forbidden lilésuoyanalildau Service irduzenld
404 Not Found T3y Service Funld
405 Method Not Allowed Senlteu Service WU http Method ﬁl@igﬂﬁaﬂ
500 Internal Server Error fefawanaint u s ifdmwinau
503 Service Unavailable Service Yanemsliaansaliusnisia

[

2) ¥nsisen Request 1ngis GET wagsovinn1sils HEADER fail

Parameter Value
Content-Type application/x-www-form-urlencoded
Consumer-Key ﬁﬂiﬁﬁ‘ﬁl ANT. PN
Token Token filéSunduunain ans. Tunns Validate 195

e lunsin Token wnldiSenvedayaniu Government API
T Sduazdasvinnisnensianauiiluld

A38819n150005%d Token

/**
* decrypt token
*/
String s7 = SecretUtil.encodeSecret (consumerSecret);
token =

CryptoUtil.decrypt (android.util.Base64.decode (URLDecoder.decode (para.get ("token")),and
roid.util.Base64.DEFAULT), s7, para.get("nonce"));

LAy Request Yotayaynnavresgldauty q lusluuy APl Tudsdeeinnisientiy Url wag

Parameter A1l

35013 Url
GET https://ws.ega.or.th/ws/dopa/personal/profile/normal?CitizenID=<CitizenID>
Parameter Required Type Description
CitizenID Required String | vnetawURIUTEVIvU 13 an U9d
Algau
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1a991n7ids Request TeaulUiseUSoaudn S3UUEYIINTES Response NAUNT AIRI9E

KRUNYLYAS):
E—

nssenveteyadiuuaradldeuain Url 99y ssuuasinisneunduteya (Response) Suliun

- ANYEURIUTEYTU 13 Uan

- dhwthde (mmwlne)

- %aa‘%q-%aﬂmq-umaqa (nwlne)
-

- Fu/deu/A we. \in

- 0

- AnUENSITIN

- deyaiiog

Y
o w

1
e

U
o v 1 lﬂl

AT NUILIUATINUAST)

o a [y

U
auadyuF (W deyuatagtu dywsea Tuinew/d we. Mudeudyyii)

o

9
&)

puainUnsuseyrvu (W Twanew/d wa. Mvidng Ju/ifewd wa. Adnsvunety @aaud

A39814

[{"Address_Moo™:"","IssueDate":"","Age™:"29","NameTH_First
Name":": " "CitizenID™:" s " "Address_Soi
L1 "lssuerlD™:"" "Father_Nationality":null,"Address_Amphur":
"lee s " "Address_Alley":"" "NameTH_Prefix":"u1s","Do
micileDate":null,"NameEN_FirstName":null,"ExpireDate":"","M
other_FirstName":null,"”Address_Province™:"asainnwuuiums",”

NameEN_Prefix":null,"PersonStatus":"#iaimag","Address_No"

T "Sex""ye","Address_Tumbol™:" ¢ v " "NameT
H_SurName":" ", "DomicileType":null,"DomicileStatus”:n
ull,"Address_Road":"","IssuerPlace":"viad&iulws s «or " "Bir
thDate™:" "'t “ii s l","Nationality":"Vlmu","NameTH_MiddIeNa
me":"","AddressID":"" | “8l dias it "Nationality_Old":"","Mot

her_Nationality":null,"NameEN_MiddleName":null,"IssuerAge
ncy™:"","Mother_CitizenID":null,"Nationality_ChangeDate":"","
Father_CitizenID":null,"NameEN_SurName":null,"Father_First

Name":null}]
Parameter Description

CitizenID MneauUnsUTEIRIUTETITY 13 Mdn
NameTH_Prefix Amiwmthie (nwilny)
NameTH_FirstName P93 (Mwlne)
NameTH_MiddleName Fanans (Mw1lny)
NameTH_SurName wana (nMwlvey)
Sex LI
BirthDate Fu/dewd wa. ia lnefizUuuuidu YYYYMMDD
Age 278
PersonStatus anugnsiTIney
AddressID saUszaUu
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Parameter Description
Address No uavil
Address Moo Ny
Address_Alley AN
Address_Soi YoY
Address Road aUU

Address Tumbol

AUA/ LY

Address Amphur

o

2N/ LUR

Address_Province

[ [

WH

IssueDate Fu/idouwA we. Midns Inefisuuuudu YYYYMMDD
ExpireDate Su/dou/d wa. idasmuneny Tnefisuuuuidu YYYYMMDD
IssuerlD siaUszdddeantng

IssuerPlace anufleantng

lssuerAgency whenufioantng

Nationality GRRE

Nationality Old GRRREIGE

o

Nationality ChangeDate

Ju/dewd wa. Mdeudywd Inedisuwuudu YYYYMMDD

12.5198219809U 9

12.1 dauusUsrundasseylunnaiias (Request)

JEUUaTAUWA/ wenndiaduvesdisudnduisfesdududnuiussuuBududiynranaisneu

enawsentd AP laglunistudusisruunazuonndnduinisenld APl agdossyymuUsaal

Key/ Parameter

Required Description

1 | ServiceCode 5@

Consumer Key

ATz - siavessrUUATALINA/ WonwAlatues
Mheuy %] (OAuth Consumer Key)

- Duyesviad ans. oonly iiemnuvaensely
n1ssnlgau EGA Web Services

2 | Passcode 138

Consumer Secret

ABaTey - sWarud S UsTUUENSAUWA/ WaNNELATU
Y9989y 9 (OAuth Consumer Secret)
I v A v oA v

- Dwyesiian ans. sanli ieanudasadielu
n19138nlE91u EGA Web Services

VBN HARATEUUENTAUNA/ wonndiaty/ Tuuiguendnduremiisnuaunsoamedeunisvely
EGA Web Service 99 a@ns. lafseuudnn1susn1sanntinsusev1auaunsnnise (http://dev.egov.go.th)
iedaunuTIgaduaiAnla?l helpdesk@ega.or.th 139 1n3. 0-2612-6060

DGA
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AMANUIN N. A28819 Source Code

6) Asp.net CH#

1.1) SSOlogin

using System;

using System.Collections.Generic;

using System.Configuration;

using System.Data;

using System.Data.Sql;

using System.Web;

using System.Web.Security;

using System.Web.Ul;

using System.Web.Ul.WebControls;

using DotNetOpenAuth.Openid;

using DotNetOpenAuth.Openld.Extensions.AttributeExchange;
using DotNetOpenAuth.Openld.Extensions.SimpleRegistration;
using DotNetOpenAuth.Openld.RelyingParty;

using OpenldRelyingPartyWebForms;

public partial class SSOLogin : System.Web.Ul.Page

{
#region aseillu Code Nl3lddan1sAuISaen157i1 OpenlD

private const string RolesAttribute = "http://samples.dotnetopenauth.net/sso/roles";

//ussiiaiigoudliidu OpeniD Provider figaenisidanu
private const string OpenldProviderURL = "https://testopenid.ega.or.th/";

private static OpenldRelyingParty relyingParty = new OpenldRelyingParty();

static SSOLogin()
{

// Configure the RP to only allow assertions from our trusted OP endpoint.
EndpointSelector ep = new EndpointSelector(EndpointFilter);
relyingParty.EndpointFilter = ep;

}

protected static bool EndpointFilter(IProviderEndpoint ipep)
{

return ipep.Uri.AbsoluteUri == OpenldProviderURL + "server.aspx";

DGA i A-1

dinauiwunsguafavia (esdn1sumvw) OpenlID_SSO_AdminManual 1.0 17042019.docx



sruvduduiiyananand (e-Authentication Service) nsiaLsTUUasaUImMAN AT eulessuvEuduiuARana

drilnweniguuns JuleNas 1.0

protected void Page Load(object sender, EventArgs e)
{
//amsadne Url veanthiidasnisivdendu Tnelufidlidenduand wmiiu
string[] segments = Request.Url.Segments;
string pathToPage = "";
for(int i=0; i<segments.Length-1; i++) {
pathToPage += segments[i];
}
UriBuilder returnToBuilder = new UriBuilder(Request.Url);
returnToBuilder.Path = pathToPage+"SSOLogin.aspx";
returnToBuilder.Query = null;
returnToBuilder.Fragment = null;
Uri returnTo = returnToBuilder.Uri;
returnToBuilder.Path = "/";

//0uin Url asly Realm

Realm realm = returnToBuilder.Uri;

//8nlsile Request 1naw Respones azidu “null”
IAuthenticationResponse response = relyingParty.GetResponse();
if (response == null)
{
//siiash Single Sign-On 1319289 141Uds OpenlID Provider vas ICT Tnglyligl#idan
try
{
IAuthenticationRequest request = relyingParty.CreateRequest(
OpenldProviderURL,
realm,

returnTo);

//Attributes 7ifaan135509v831n OpenID Provider ¥4 ICT

/Naelduannns AttributeExcahnge (AX)

var ax = new FetchRequest();

ax.Attributes.Add(new AttributeRequest(WellKknownAttributes.Contact.Email, true));

ax.Attributes.Add(new AttributeRequest(WellKknownAttributes.Name.FullName, true));

ax.Attributes.Add(new AttributeRequest(WellKnownAttributes.Name.Alias, true));

ax.Attributes.Add(new AttributeRequest("http://www.egov.go.th/2012/identifier/citizenid",
true));

ax.Attributes.Add(new AttributeRequest("http://www.egov.go.th/2012/identifier/usertype",

true));
request.AddExtension(ax);

//d4 Request 1U§s OpenlD Provider ¥89 ICT

request.RedirectToProvider();

DGA i N-2
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catch(Exception eNull)
{
errorLabel.Text = @"laiwu OpenlID end point #WABNANIAINMSTIiNusEYy Url Aavdelaildvinis
Lﬁu SSL Certificate lUgia Trusted Root Store Uum%'a\‘i Server";
}
}
else
{
switch (response.Status)
{
case AuthenticationStatus.Canceled:
//gldenian
break;
case AuthenticationStatus.Failed:
/7§14 Authenticate l3isinu
break;

case AuthenticationStatus.Authenticated:

//innshsdiayadiléiFuunain OpeniD Provider aanan

FetchResponse fetchResponse = response.GetExtension<FetchResponse>();

State.FetchResponse = fetchResponse;

string claimed = response.FriendlyldentifierForDisplay;

string userName =
State.FetchResponse.Attributes[WellKnownAttributes.Name.Alias].Values[0];

string fullName =
State.FetchResponse.Attributes[WellKknownAttributes.Name.FullName].Values[0];

string identifier =
State.FetchResponse.Attributes["http://www.egov.go.th/2012/identifier/citizenid"].Values[0];

string email =
State.FetchResponse.Attributes[WellKnownAttributes.Contact.Email].Values[0];

string userType =
State.FetchResponse.Attributes["http://www.egov.go.th/2012/identifier/usertype"].Values[0];

UserMappingAndAuthorization(claimed, userName, fullName, email, identifier,
userType);

break;
default:
break;

}

#endregion

Yy
= 1

#region code TuduilnsallYuaEiULARLITUUANTAUMA/ SYUU e-Service VBINUIBUAIATT

DGA % A-3
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/// <summary>

/17 Yssawildianu (userType) gnutisoaniu 4 Ussinm il

/// nsdiiuszangldan = Citizen: Uszvnvw/ yanasssunn siausssadagldauasdu “laudszdin
Uszynwu” (13 wen)

/// nsdiitussamildann = JuristicPerson: fiiyana siaUszsigldauandy “wamsdoudfyana s

/// nsdiitussamildann = Foreigner: ¥126neun@ siaUszandaldsuazdu “siauszmaiissnnaudog
ASEIVINY =" WaTAINA IV UATISE DAL (Passport)” 191 USA-C00001549 tTudiu**

/// nsdiiuszangldan = GovernmentAgent: $151wm3/ Wwithiisy swiaussaagldausndu
“lavuszdndausenvu” (13 wian)

11/

/17 gfandos Implement Method i iilensaageudn ldsuiifisiadnarandusindnuasszuuasaume
vasnEUinueELawTa

/// 1) EnJugan@n Method & Ainas9z Load Fayanig 9 ﬁﬁﬁti‘]ua"m%;ﬁ%’muﬁu 9 1d15lu session w3adu
g maiivinuldluniinee Login Unf

/17 antiuda Redirect fldaulugamtinvavdnvasuins

/7 2) Elsiusandn virueraggldeuinutivhnsadassundnideriou Tay Redirect Tugamin
SSORegister

/17

/// </summary>

/// <param name="userldentifier"></param>

protected void UserMappingAndAuthorization(string openld, string userName, string fullName, string
email, string userldentifier, string userType)

{
Response.Write(String.Format("Openld : {0} <br/>", openld));
Response.Write(String.Format("Username : {0} <br/>", userName));
Response.Write(String.Format("Name : {0} <br/>", fullName));
Response.Write(String.Format("E-mail : {0} <br/>", email));
Response.Write(String.Format("Identifier : {0} <br/>", userldentifier));
Response.Write(String.Format("User type : {0} <br/>", userType));

#endregion

“ yig18u6);: JaqU0unne ans. Geldfitunaunisngiaasunugnaeuestoyainail Fatunau
v Y £ Y
nInsIvdeutuIzgniaLluddusaly me ans. Fsliwusdbihdeyatlvldeulunistududiiyanassa
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1.2) SSORegister

using System;

using System.Collections.Generic;

using System.Web;

using System.Web.Ul;

using System.Web.Ul.WebControls;

using System.Xml.XPath;

using DotNetOpenAuth.Openid;

using DotNetOpenAuth.Openld.Extensions.AttributeExchange;
using DotNetOpenAuth.Openld.RelyingParty;

using DotNetOpenAuth.Openld.Extensions.SimpleRegistration;
using OpenldRelyingPartyWebForms;

using DotNetOpenAuth.OAuth;

using DotNetOpenAuth.Messaging;

using DotNetOpenAuth;

using DotNetOpenAuth.ApplicationBlock;

using DotNetOpenAuth.OAuth.ChannelElements;

using DotNetOpenAuth.OAuth.Messages;

//Lib Tun13ReA188nIN XMl VB9 ANS.

using GITS_SSO;

public partial class SSORegister : System.Web.Ul.Page
{
/7w 2 failnude e-service fing 9
/3 sws. azduauiun 2 Faiild
private const string consumerKey = "sampleconsumer";
private const string consumerSecret = "samplesecret”;

¥

#region n59illu code Ml3ldnn1sAUITRSN5YI1 OAuth uzaSy

//Url Tun1sua Xml
private const string xmlUrl = "https://testopenid.ega.or.th/XmlUserInfo.aspx";
//Url 9849 OAuth Provider
private const string oAuthUrl = "https://testopenid.ega.or.th/OAuth.ashx";

protected void Page_Load(object sender, EventArgs e)
{
if (llsPostBack)
{
//OAuth
if (Session["WcfTokenManager"] != null)
{
//L'%'lla%’m OAuth Request

WebConsumer consumer = this.CreateConsumer();

DGA %11 N-5
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AuthorizedTokenResponse accessTokenMessage = consumer.ProcessUserAuthorization();

if (accessTokenMessage != null)
{
Session["WcfAccessToken"] = accessTokenMessage.AccessToken;

Session.Remove("WcfTokenManager");

/741 Access Token luuan Xml &2 Bind L"fl”]fj Registeration Form
string path = String.Format("{0}?AccessToken={1}", xmlUrl,
Server.UrlEncode(accessTokenMessage.AccessToken));

SSOUserInfo ssoUl = new SSOUserInfo(path);
this.bindValueToPage(ssoUl);

}

else

{
UriBuilder callback = new UriBuilder(Request.Url);
callback.Query = null;
Dictionary<string, string> requestParams = new Dictionary<string, string>();

requestParams.Add("scope", "");

UserAuthorizationRequest response =
consumer.PrepareRequestUserAuthorization(callback.Uri, requestParams, null);

consumer.Channel.Send(response);

}

else

{
WebConsumer consumer = this.CreateConsumer();
UriBuilder callback = new UriBuilder(Request.Url);
callback.Query = null;

Dictionary<string, string> requestParams = new Dictionary<string, string>();

requestParams.Add("scope", "");

UserAuthorizationRequest response =
consumer.PrepareRequestUserAuthorization(callback.Uri, requestParams, null);

consumer.Channel.Send(response);

private int ConvertTolnt(string input)
{

int result = 0;

try

{

DGA
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result = Convert.Tolnt32(input);
}
catch
{

result = 1;

}

return result;

private WebConsumer CreateConsumer()
{
InMemoryTokenManager tokenManager = Session["WcfTokenManager"] as
InMemoryTokenManager;
if (tokenManager == null)
{
tokenManager = new InMemoryTokenManager(consumerKey, consumerSecret);
Session["WcfTokenManager"] = tokenManager;
}
MessageReceivingEndpoint oauthEndpoint = new MessageReceivingEndpoint(
new Uri(oAuthUrl),
HttpDeliveryMethods.PostRequest);

ServiceProviderDescription spd = new ServiceProviderDescription();

spd.RequestTokenEndpoint = oauthEndpoint;

spd.UserAuthorizationEndpoint = oauthEndpoint;

spd.AccessTokenEndpoint = oauthEndpoint;

spd.ProtocolVersion = DotNetOpenAuth.OAuth.ProtocolVersion.V10a;

spd.TamperProtectionElements = new
DotNetOpenAuth.Messaging.ITamperProtectionChannelBindingElement[] {

new HmacSha1SigningBindingElement(),
5

WebConsumer consumer = new WebConsumer(spd, tokenManager);

return consumer;

#endregion
. : 1 X v W . o
#region code Tuduilnssliduagudaziuszuuasaumea/ e-Service N33

/// <summary>

/// Method bindValueToPage 2z3UfauUs 1 62 Aa SSOUserInfo 1ag Method ﬁasgnﬁaniﬁmﬂ
Page Load event

///

DGA w1 A-7
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/// EimundiaaiitA1ann SsOUserinfo TUldlu Register Form

Ay o °

=2 a % 5% o Ao
Wi e lvigldlidesnsandayand

U Y
=2 v 1

agudqluszuy e-portal aslu Register Form 8n lagganaunsaidnfisdayasinu Properties Tu Class

“SSOUserinfo” favasunesalui
///

Y

/// Properities Data Type A195U"Y

/// SSOUserInfo.UserName ProfileField %a;ﬁ#ﬂuiwu e-portal
/// SSOUserInfo.Title VerifiedField AT

/// SSOUserInfo.FirstName VerifiedField Fonwlne

/// SSOUserInfo.LastName VerifiedField wwananwlng

/// SSOUserlInfo.DateOfBirth VerifiedField Ju-thau-Uina

/// SSOUserInfo.Gender VerifiedField LA

/// SSOUserInfo.MemberType ProfileField Uizmm:ﬂ{l'e’m

/// nsditussamildan = Citizen: yanavialy siauszdrdadldaueniy “wauszdrdussavu” (13 udn)

/// nsditussamildann = JuristicPerson: fifyana siaUszsidldaueniy “wauszddaiyana”

/// nsdiituszamildann = Foreigner: ¥126neun@ siaUszandaldsuaziiu “siauszmaiisanaudog
LA3BIVNY -7 UATANAIBVUIELIAY Passport” 13U USA-C00001549

/// nsdiiuszangldan = GovernmentAgent: $151wm3/ Wwithilsy sviaussaadldaussdu

“Laguszanmauseunvu” (13 wan)

/// SSOUserInfo.ldentificationCode  VerifiedField vnanIRny IneulsiunuUssan
Al

/// SSOUserInfo.lssuedBy VerifiedField daufioan

/// SSOUserInfo.lssuedDate VerifiedField Ju-hau-Usean

/// SSOUserInfo.ExpiryDate VerifiedField iu—tﬁau—ﬂﬁwmmq

/// SSOUserInfo.Nationality VerifiedField ﬁ'@lma

/// SSOUserInfo.Occupation VerifiedField 1IN

/// SSOUserInfo.HouseNumber VerifiedField Fruiavdl

/// SSOUserInfo.VillageName VerifiedField Foonans/ Myjﬂ"]u

/// SSOUserInfo.Soi VerifiedField Yae

/// SSOUserInfo.Road VerifiedField auY

/// SSOUserInfo.SubDistrict VerifiedField WYY/ AUA

/// SSOUserInfo.District VerifiedField LR/ 9N

/// SSOUserInfo.Province VerifiedField IR

/// SSOUserInfo.PostCode VerifiedField swalusweld

/// SSOUserInfo.GeoCode VerifiedField iﬁaﬁuﬁmuﬂizMiNumﬂ‘lﬂﬂ

/// SSOUserInfo.Phone VerifiedField wastnsdnwi

/// $SOUserInfo.MobliePhone VerifiedField waslnsdwiiadoud

/// SSOUserInfo.Email VerifiedField E-mail Address

/// SSOUserInfo.OrgName OrganizationField WU

/// SSOUserInfo.Ministry OrganizationField NTLNIN

/// SSOUserInfo.Department OrganizationField N3y

/// SSOUserInfo.Division OrganizationField BN

/77

/// ProfileField.StringValue -> AuAdu String a4 Properities
/// VerifiedField.StringValue -> Auadu String ¥as Properities
/// OrganizationField.StringValue -> AuAandu String ¥®9 Properities

dinauiwunsguafavia (esdn1sumvw)
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/17
/// ProfileField.Value -> fAuandu Object ¥a4 Properities
/// VerifiedField.Value -> fuadu Object U849 Properities
/// OrganizationField.Value -> AuAndu Object ¥a9 Properities
/17
/// VerifiedField.VerifiedLevel -> AuA" VerifiedLevel ¥4 Properities
/// OrganizationField.VerifiedLevel -> AuAn VerifiedLevelwad Properities
/17
/// OrganizationField.Code -> Code 484 N3$N329/N3U/NI/NU8U
/// </summary>
/// <param name="userldentifier"></param>
private void bindValueToPage(SSOUserInfo ssoUl)
{
/79819
txt_UserName.Text = ssoUl.IdentificationCode;
txt_FirstName.Text = ssoUl.FirstName;
txt_LastName.Text = ssoUl.LastName;
txt_Citizen.Text = ssoUl.IdentificationCode;
txt_Email.Text = ssoUl.Email;
txt_HouseNumber.Text = ssoUl.HouseNumber;
txt_Village.Text = ssoUl.VillageName;
txt_Soi.Text = ssoUl.Soi;
txt_Road.Text = ssoUl.Road;
txt_PostCode.Text = ssoUl.PostCode;
txt_Phone.Text = ssoUl.Phone;
txt_Fax.Text = ssoUl.Fax;
txt_MPhone.Text = ssoUl.MobliePhone;

//amziiau
protected void btn_Submit_Click(object sender, EventArgs €)
{

#endregion

D 111 N-9
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AMANUIN V. AIBE1ENa1TaEnnIating (XML)

1) Jldnulssinnussnnvy/ Yanasssum

v<Menmber type="Usriinu"s
<J=erID>2e56a29%-4bde-4016-ab04-b220cchbbd884« /U=serID>
<UzerlamerrapeeTestls/Uzserilames
<Title VerifiedLevel="Unverified">UnNan</Title>

<FullName VerifiedLewvel="Unverified™>uU1a#71788 b < /Fulllamey
<FirstName VerifiedLevel="Unverified™:» &8 </Firstlame>
<LastName VerifiedLewvel="Unverifiecd™:»-Nses </ Lastllame>

<DatelfBirth VerifiedLevel="Unwverified"/>»
<Gender VerifiedLevel="Unverified">Wela</Gender>
v<Identification>
<Code VerifiedLevel="Unverified™>: </ Code>
<I=z=sueBy VE:ifiedLeve;="Unverified"}#ﬂﬁmﬂunmﬁﬂﬁWﬁ{fIssueEy}
<Izsuelate VerifiedLevel="Unverified"»>27/3/2556 0:00:00«</I==uslhate>
<ExpireDate VerifiedLevel="Unverified"»>28/3/2561 0:00:00«</ExpireDate>
</Identification>
<Mationality VerifiedLevel="Unverified":>"IMi</Hationality>
<Ocoupation VerifiedLevel="Unverifisd">WUnNULSEN</ Cccupations>
v<hddress>
<HouselNunmber VerifiedLevel="Unverified">108</HouseNunber>
<Villagelame VerifiedLevel="Unverified"»>-</Villagelame>
<Moo VerifiedLevel="Unverified"»—</Moo>
<S5oi Ue:ifiedLeve;="Unverified">—<f§pi>
<Road VerifiedLevel="Unverified">3MWU1</Road>
<5ubDistrict VerifiedlLevel="Unverified">ouunaln</SubDistrict>
<District VerifiedLevel="Unverified">lUA51HMI</District>
<Province VerifiedLevel="Unverified">AFUNWUVMIUASE/ Province>
<PostCode VerifiedLevel="Unverified"»>10400</FostCode>
<GeoCode VerifiedLevel="Unverified">10370200</GeoCode>

«/Lhddress»
v<ContactInfo>
<Telephone VerifiedLevel="Unverified"»>026126000</Telephones
<Mobilephone VerifiedLevel="Unverified">08: </Mobilephone>
<EMail VerifiedLewvel="VerifiedLewvell":>} Bhotmail . com</EMail>
<hlternativeEMail VerifiedLevel="Unverified"/>
</ContactInfo>
</ Menmbers>

911 U-1
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2) gldnudssianiliyang

v<Member type="dAURARAR">
«JzerIDr8edbToel-4fcl-4ebo-a721-35faaa21522d</T2erID>
<UJzerlamerrapeeTesci«/Uzerllame>
<Hame VerifiedLevel="Unverified">U5WWN Vadau $dF (UMEUd) </ Hame>
<hbbreviation VerifiedLevel="Unverified">Wd UUA.</Abbreviation>
<ContactPerzon VerifiedLevel="Unverified": M " b </ContactPerson
<ContactPhonellumber Verifiedlevel="Unverified">026126000«,/ContactPnonellumber>
yv<Identification>
«Code VerifiedLevel="Unverified">1J%&38"2380</Code>
</Identification>
v<Address>
cHouseHumber VerifiedLevel="Unverified">108</Houselunbexr>
«WVillagelName VerifiedLevel="Unverified"»-</Villagelams>
<Moo VerifiedLevel="Unverified">-</Moo>
<5o0i ?E:ifiEdLE?E;="Unverified">—<fﬁpib
<Road VerifiedLevel="Unverified">5WU1</Road>
<5ubDistrict Verifiedlevel="Unverified">auuwaln</Subbistrict>
¢District VerifiedLevel="Unverified">3ns i</ District>
«Province VerifiedLevel="Unverified">AsNWUMURT</Province>
«PostCode VerifiedLevel="Unverified">10400«</PostCode>
«GeoCode Verifiedlevel="Unverified">10370200</GeocCode>
«/hddre=s=s>
v<ContactInfo>
«Telephone VerifiedlLevel="Unverified">026126000</Telephonel
<Mobilephone VerifiedLevel="Unverified">08(&j88 88 </ Mobilephone>
<EMail VerifiedLevel="Unverified" jaagiaigang. Bgmail.com<,/EMail>
<hlternativeEMail VerifiedlLevel="Unverified"/>
</ContactInfo>
< /Hember:>
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3) gldnuussianynifes

v<Member type="H1IAWINEA">
<U=erID>aa862d07-0a11-4777-b24d-377ba38bf232</UsexrIDl>
<UzerllamerrapeeTests«/Userllame>
#Title VerifiedLevel="Unverified">Miss</Title>
<FullName VerifiedLevel="Unverified">Miss Bageagiss Foagsittaageny</FullName>
“<Firstlame VerifiedLevel="Unverified">lajeeilel</Firstlame>
tMiddlelame VerifiedLevel="Unverified"/ />
<LastHame VerifiedLevel="Unverified">Fiags i tta_aget i</ LastHame>
<DatelfBirth VerifiedLevel="Unverified"/>
<Gender VerifiedLevel="Unverified">Wid</Gender>
v<Identification>
<Code VerifiedLevel="Unverified">123456789%9</Code>
</Identification>
<Mationality VerifiedLevel="Unverified">English</HNationality>
“Doccupation VerifiedLevel="Unverified"/>
w<hddre=ss>
<Housellumber VerifiedLevel="Unverified">108</Houselumber:>
ZVillagelame VerifiedLevel="Unverified"/>
<Moo VerifiedLevel="Unverified"/>
£50i VerifiedLevel="Unverified"/>
“Road VerifiedLevel="Unverified">Rangnums</Road>
<SubDistrict VerifiedLevel="Unverified"/>
«District VerifiedLevel="Unverified"/>
ZProvince VerifiedLevel="Unverified"/ />
<PostCode VerifiedLevel="Unverified">10400</PostCode>
<GeoCode VerifiedLevel="Unverified">00000000</GecCode>
< /hddres=>
v<ContactInfo>
<Telephone VerifiedLevel="Unverified"/>
“Mobilephone VerifiedLevel="Unverified"/>
<EMail VerifiedLevel="Unverified">jeesgfaeigait i T ghotmail . com</EMail>
<hlternativeEMail VerifiedLevel="Unverified"/>
</ContactInfo>
</ Member>
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4) gldnudssiandissniy/ Wmihngg @ladivadgldan MailGoTha)

v <Member t;-pe="|.n'"|u11'ﬁ1#t|a\1§§">
<JserID>870ebcTe-9534-4963-9b94-a81a0140a98b</UserID>
<Uzerlame>rapeeTesti<c/Userilame>
«Title VerifiedLevel="Unverified">UNWA11</Title>
<FullName VerifiedLevel="Unverified">Wnane@eess wsisTens W< /Fulllame>
<FirstName VerifiedLevel="Unverified">#eesl </ FirstNams>
<LastName VerifiedLevel="Unverified">Mmieieas %<,/ LastHame>
<DateCfBirth VerifiedLevel="Unverified"/>
<Gender Verifiedlewvel="Unverified">Wdl</Genders>

v<IdentificationX>
<Code VerifiedLevel="Unverified"»>1234567891011</Code>
<I=sueBy Ve:ifiedLeve;="Unverified">#ﬂﬂwﬂunm57ﬁwﬁ<ilssue3y>
<IssueDate VerifiedLevel="Unverified">14/3/2556 0:00:00</IssueDate>
¢ExpireDate VerifiedLevel="Unverified">15/3/2562 0:00:00</ExpireDate>
</Identification>
<Nationality VerifiedLevel="Unverifisd">» i</ Nationality>
<COccupation ?E:Lf;edLeve;="Unverified"bifnnﬁfﬁﬁ(f&ccupation>
v<Organization>
<Hame VerifiedLevel="Unverified" Code="10009000">ii’|11'nmu§§maﬁ|.§nwsaﬁnif (a@'m‘sumﬁu]{/t{arr.e}
<Ministry VerifiedLewvel="Unverified"™ Code="10">HEEMTNLMnTuTaﬁﬂﬁiﬂuLwﬁuasnﬁiﬂaﬁﬂi(/Hinistry>
<Department Verifiedlevel="Unverified" Code="002">dninoussunadidnnsaing (aadnisumiaiu) </ Departments
<Divizion VerifiedlLevel="Unverified" Code="000"/>
</0Organization>
v<hddress>
<HouzeNumkber Verifiedlewvel="Unverified">108</HouseNumber:>
£Villagelame VerifiedLevel="Unverified">-</VillageName>
<Moo VerifiedLevel="Unverified">-</Moo>
<501 Ve:ifiedLeve;="Unverified">—<!ﬁpi>
<Road VerifiedLevel="Unverified">51</Road>
<3ubDistrict VerifiedLevel="Unverified">ouuwan’n</SubDistrict>
<District VerifiedLevel="Unverified">bas1mni</Districts
<Province VerifiedLevel="Unverified">AsIWVWUMIUASS/Provinces
<PostCode VerifiedLevel="Unverified">10400</PostCode>
<GeogCode VerifiedLevel="Unverified":>10370200</GeoCodex>
</hddress>
v<ContactInfo>
<Telephone VerifiedLewvel="Unverified">026126000<,/Telephone>
<Mobilephone VerifiedLevel="Unverified">08!ejed88 )< /Mobilephone>
<EMail VerifiedLevel="Unverified">jegesgiss S$Ehotmail.com</EMail>
<AlternativeEMail WVerifiedLevel="Unverified"-Jeasgaai@aig: Bgmail.com</AlternativeEMails>
</ContactInfox>
</Member>
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5 gldnudssiandrssny/ Wmihnsg @fdeydgldnu MailGoThai)

v<Member t;-pe=”L'n'ﬁH1ﬁ1#t|m%§”>
<UserID>bT70aff9c-e951-102f-8d4b-83b2f2cchbab</UserID>
<UserName>§egasgiat  Sadge s 1t ety /UserHame >
<Title VerifiedLevel="Unverified">Mi=ss</Title>
<TitleTH VerifiedLevel="Unverified">WUWanl<,/TicleTH>
<FullName VerifiedLevel="Unverified">Mi=ss Bageagias Soa@eiitagaget</FullName>
<FullNameTH VerifiedLevel="Unverified">UNWaT) Sty sadfeasn</FulllameTH>
<FirstName VerifiedLevel="Unverified">Reagesgisel <,/ FirsctName>
<FirstNameTH VerifiedLevel="Unverified">9@eesi </ FirstNameTH>
<Lastlame VerifiedLevel="Unverifisd">F agw 108 s </Lastlame>
<LastNameTH VerifiedLevel="Unverified">%idieas W</ LastilameTH>
v<Ildentification>
<Code VerifiedLevel="Unverified">System.Byvte[]</Code>
</Tdentification>
v<Organization>
<Name VerifiedLevel="Unverified" Code="10009000">3h11’nmu§§um§|.§nwsaﬁnﬁ' (aaﬂ'm'mmmufuaﬂ.e}
<Ministry VerifiedLevel="Unverified" Code="10">ni¥ﬂiﬂmmn1u1aﬁﬂﬂiﬂuLﬂﬁua#nﬂiﬂaﬂﬁi<!ﬂinistry>
<Department VerifiedLevel="Unverifisd" Code="o0g":dninmuisuadidnnsaiing (asdmsumiaiu) </ Departments>
«Divizion VerifiedlLewel="Unverified" Code="000"/>
</0Organization>
<BusinessCategory VerifiedLevel="Unverified">GAD</BusinessCategory>
r<hddress>
<HouseNumber VerifiedLevel="VerifiedLevel3">——</HouseNumber:>
<VillagelName VerifiedLevel="Unverified"/>
<Moo VerifiedLevel="Unverified"/>
€501 VerifiedLevel="Unverified"/>
<Road VerifiedLevel="Unverified"/>
<SubDistrict VerifiedLevel="Unverified"/:>
<District VerifiedLevel="VerifiedLevel3">i W i< /District>
<Province VerifiedLevel="VerifiedLevel3">#%i%:/Province>
¢PostCode VerifiedLevel="Unverified">70110</PostCode>
«GeoCode VerifiedLevel="Unverified"/>
</hddress>
rv<ContactInfox>
<Telephone VerifiedLevel="Unverified"/>
<Mobilephone VerifiedLevel="Unverified">08 @.88 38 </Mobilephone>
<EMail VerifiedLevel="VerifiedLevel3">jagaagial S0 1ta ag@lyiega.or.the/EMail>
<hlternativeEMail Verifiedlevel="Unverified">-</AlternativeEMail>
</ContactInfo>
</Member>
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